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7#f BeBegeHue

HashiCorp Vault — 370 MHCTpYMeHT ANd LeHTpanM30BaHHOro 1 6e30MnacHoOro ynpaBneHnsa cekpeTamu.

RooX UIDM nogaepxuvBaeT ucnons3osaHue Vault B kayecTBe OOHOM0 U3 UCTOUYHUKOB KOHOUIMYPaLMOHHBIX CBOMCTB. 3TO
MO3BONSAET XPaHUTb YyBCTBUTENbHbIE faHHble (HanpuMep, Naponu Ans noaknodeHna k CYB) He B nokanbHbix dannax, a
BO BHELWHEM HaOE&XHOM XpaHuUnuLle.

[aHHbIN JOKYMEHT npefHa3HaveH ang agMmHncTpatopos RooX UIDM m onuceiBaeT nopanok nHterpacmm UIDM ¢ Vault.

HacTpowka BkovaeT B cebs criefytowme waru, nogpobHOo onncaHHble B AaNbHeNWnX pa3genax: - noagrotoska Vault
(cospaHve xpaHunuiia, nonuTrkm u AppRole); - HacTporika UIDM ans ncnonb3oBaHus Vault kak uCTouHmKa KOHOUrypaLmm.

# HacTtpowuka Vault

MoaroTtoBka XpaHuUnuila cekpeToB

1. BVault cosgaéTcs xpaHunuule cekpeTtoB (KV v2):

<-- MpUMEpP WUMEHMU

1. B co3paHHOM XpaHunuile AobaBnaeTcs nyTb, HanpuMmep: "uidm-test" .

2. B "uidm-test" cospatoTcs napbl KNtov/3HaveHne Ans BCex napameTpoB, KOTopble TpebyeTcs nepeHecT 13 Gannos ¢
HacTpowkamu RooX UIDM ( env.properties ). Hanpumep:

key: com.rooxteam.webapi.database.password


http://uidm.ru/
http://0.0.0.0:4000/webdocs/vault.html#%D0%98%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%20Vault%20%D0%B2%20%D0%BA%D0%B0%D1%87%D0%B5%D1%81%D1%82%D0%B2%D0%B5%20%D0%B8%D1%81%D1%82%D0%BE%D1%87%D0%BD%D0%B8%D0%BA%D0%B0%20%D0%BA%D0%BE%D0%BD%D1%84%D0%B8%D0%B3%D1%83%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D1%85%20%D1%81%D0%B2%D0%BE%D0%B9%D1%81%D1%82%D0%B2
http://0.0.0.0:4000/webdocs/vault.html#%D0%B2%D0%B2%D0%B5%D0%B4%D0%B5%D0%BD%D0%B8%D0%B5
http://0.0.0.0:4000/webdocs/vault.html#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-vault
http://0.0.0.0:4000/webdocs/vault.html#%D0%BF%D0%BE%D0%B4%D0%B3%D0%BE%D1%82%D0%BE%D0%B2%D0%BA%D0%B0-%D1%85%D1%80%D0%B0%D0%BD%D0%B8%D0%BB%D0%B8%D1%89%D0%B0-%D1%81%D0%B5%D0%BA%D1%80%D0%B5%D1%82%D0%BE%D0%B2
http://0.0.0.0:4000/webdocs/vault.html#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D1%87%D0%B5%D1%80%D0%B5%D0%B7-approle
http://0.0.0.0:4000/webdocs/vault.html#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-uidm
http://0.0.0.0:4000/webdocs/vault.html#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-config-xml
http://0.0.0.0:4000/webdocs/vault.html#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-%D0%BA%D0%BE%D0%BD%D1%84%D0%B8%D0%B3%D1%83%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D1%85-%D1%81%D0%B2%D0%BE%D0%B9%D1%81%D1%82%D0%B2
http://0.0.0.0:4000/webdocs/vault.html#%D0%B2%D0%B2%D0%B5%D0%B4%D0%B5%D0%BD%D0%B8%D0%B5
http://0.0.0.0:4000/webdocs/vault.html#%D0%B2%D0%B2%D0%B5%D0%B4%D0%B5%D0%BD%D0%B8%D0%B5
http://0.0.0.0:4000/webdocs/vault.html#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-vault
http://0.0.0.0:4000/webdocs/vault.html#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-vault
http://0.0.0.0:4000/webdocs/vault.html#%D0%BF%D0%BE%D0%B4%D0%B3%D0%BE%D1%82%D0%BE%D0%B2%D0%BA%D0%B0-%D1%85%D1%80%D0%B0%D0%BD%D0%B8%D0%BB%D0%B8%D1%89%D0%B0-%D1%81%D0%B5%D0%BA%D1%80%D0%B5%D1%82%D0%BE%D0%B2

value: password

1. Co3pgaétcanonutmuka uidm-policy , npegocTaBnsaowas JOCTYM K XPaHUINLLY U yKa3aHHOMY My Tu:

path "uidm_secrets/data/uidm-test" §

capabilities = [ "read", "list" ]

3AMETKA

CerMeHT data Bpathucnonbayetca Tonbko BKV v2 (B KV v1eroHeT).

HacTtpowka ayTeHTUdUKaumm yepes AppRole

1. Cospaétca AppRole c npuBasaHHOW NONMTMKON uidm-policy .

2. BpeaynbTaTe 6yayT creHepupoBaHbl role_id n secret_id . 3Tn 3Ha4YeHNA HEO6XOOMMO yKa3aTb B KOHOUIypaLLmm
UIDM. UIDM 6ygeT ncnonb3oBaTb MeTO ayTeHTUbuKaunn AppRole gna poctynak Vault.

#£ Hactpouka UIDM

HacTtporka UIDM BkrtoyaeT B cebd creayoLime waru, noapobHO onncaHHbIe fanee:
1. Bdann config.xml pobasngaTcsd napaMeTpbl NoakmoyeHns K Vault.

2. B KOHOUrypaumoHHbIx dannax ( env.properties, custom.properties wap.) 3HaUEHWUA CEKPETOB 3aMEHSIOTCS Ha
ccoinkmBuaa $ivault.<key>% .

3. BbinonHaeTca nepesanyck Bcex KOMNoHeHToB RooX UIDM.

HacTpownka config.xml

B config.xml Heobxooumo ob6aBuTh Ba HOBbLIX dN1eMEHTa:
1. <providers> — BKAO4YaeT noanepxky Vault. Paamellaetca BHyTpu 6noka <header> .

2. <roox-vault> — 3apaéT napameTpbl NogkntoyeHnd Kk Vault. Pasmellaetcs cpasy nocne 6noka <header> u
COLEPXMUT aTpUbYThI:

a. base-url — URL nogkntodeHms k Vault
b. role-id n role-secret-id —wupeHTUdUKaTOP M cekpeT AppRole, creHepupoBaHHble npu HacTporke Vault

c. path —nyTb goknoyen B xpaHunuule Vault (cerMeHT data ykasbiBaTb He TpebyeTcs)

Mopsanok anemeHToBB config.xml onpedendeT NPMOpPUTET Noncka napaMeTpoB. YTobbl 3HaUYeHns 13 Vault umenu
MaKCUMarbHbIN MPUOPUTET, ANEMEHT <roox-vault> gomkeH 6biTb yKa3aH nepsbiM nocne <header> .


http://0.0.0.0:4000/webdocs/vault.html#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D1%87%D0%B5%D1%80%D0%B5%D0%B7-approle
http://0.0.0.0:4000/webdocs/vault.html#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-uidm
http://0.0.0.0:4000/webdocs/vault.html#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-uidm
http://0.0.0.0:4000/webdocs/vault.html#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-config-xml

Mpumep HacTpoek config.xml, no6aBneHHble Teru BolgeneHbl KOMMEeHTapuUaMm

<configuration>

<!-- endof: Bknwyaem noppepwky Vault -->

<!-- pobaBnsgem Vault KakK WCTOUHUK KOHOUTYpPaLMUOHHbIX CBOWCTB -->
<roox-vault base-url="http://vault:8200"
role-id="ad5d0a6be-4acd-4f53-ba5f-245b115138c6"
role-secret-id="0b441273-7£f01-4325-aa61-09b£35148878"
path="uidm_secrets/uidm-test"/>
nobasnsem Vault KaK MCTOYHUK KOHOUTYpPaLMOHHbIX CBOWCTB -->

<properties fileName="custom.properties" encoding="UTF-8">
<reloadingStrategy refreshDelay="60000"
config-
class="org.apache.commons.configuration.reloading.FileChangedReloadingStrategy"/>

</configuration>

HacTpoiika koHPUrypaLMOHHbIX CBOWCTB

B dawinax koHourypaumm ( env.properties, custom.properties u[ap.) 3HaYeHWs NapaMeTpPOB 3aMEHS0TCS Ha
KOHCTpyKuMn Buga $ivault.<key>% ,roe

® vault —cnyxebHaduacTb, yKasbiBatoLwasa Ha ucnonb3osaHue Vault;

e <key> —umdknoda B Vault, 3agaHHoe nNpu ero KoHGurypaumm

MpumMep:

com.rooxteam.webapi.database.password=${vault.com.rooxteam.webapi.database.password?



http://0.0.0.0:4000/webdocs/vault.html#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-%D0%BA%D0%BE%D0%BD%D1%84%D0%B8%D0%B3%D1%83%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D1%85-%D1%81%D0%B2%D0%BE%D0%B9%D1%81%D1%82%D0%B2

