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F#£ TepMuHbI U onpeaeneHus
® RooX UIDM — CepBep ayTeHTUPUKALMN M aBTOPUIALLMM, TO LLeHTPanM30BaHHbIN CEPBUC MO YNPaBneHUIO y4eTHbIMU
3anncamMmn 1 JOCTYMNOM K pecypcaM, KOTOPbIN BKTIOYaeT B Cebs:

® |dentity Provider — eanHyto TOUKY naeHTUdUKaLnmn/ayTeHTUGUKALMN, YIPaBNEHNS YY4eTHbIMM 3anUCAMmn 1 Npasuiamm
focTyna;

e Access Management — pasrpaHuyeHme AOCTyna K pecypcam;

e Single Sign-On (SSO) — ob6ecneyeHne eAMHOro 4OCTyna, Koraa nofb30BaTesnto AOCTAaTOYHO ayTEHTUOULMPOBATLCS
O[VH pa3 AN AocTyna K rpynne CepBuCoB;

e Federation — obecneyveHne penepaTBHOM ayTEHTUPUKALUMN MEXAY HECKONbKMMY JOMEHAMUW CUCTEM.

® ayTeHTUPMKaLMA — NPOBepKa NPUHAANEXHOCTH CyObekTy 4OCTYMNa NpeabaBneHHoro UM naeHTudumnkaTopa,
noATBEpPXAeHWe NOANNHHOCTMU.

® aBTOpM3aLMA — NPOLLECC NPOBEPKM MOMHOMOUMI MOMb30BATENA MO OTHOLLEHWIO K 3arnpaLlivBaeMbiM CEPBUCAM.

® ypoBeHb aBTOPU3aLLUMU — UNCIIOBOE 3HAUEHWE, ONpefensioLee MHOXECTBO OrnepaLymi, AOCTYMHbIX 3allMLaeMoMy
cepBuCy ANs BbINOMHEHNS OT nuLa nonb3oBaTens. OnepaLms 3aWmiiaeMoro cepsmnca MoXeT UMETb MUHUMAaIbHBbIN
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TpebyeMblll ypOBEHb aBTOPU3aLLMN U BBIMOMHATHCS TOMbKO €CMN TEKYLLMIA YPOBEHb aBTOPU3aLLMM NONb30BaTeNs 6onblue
WK paBeH MUHUMAaNbHOM.

® TOKEeH focTyna — access token.
® TOKeH — access token.

® access token — CTpOKOBbIl;I VIﬂeHTVIq)VIKaTOp, I'IpeﬂOCTaBﬂFHOLLI.VIl;I 3aumuaeMoMy CePBUCY BbIMOTHATD 0encTBua OT nuua
nonb3oBaTend.

® UAEHTUPUKATOP KIIMEHTa — CTPOKA, MAEHTUDULMPYIOLLAs 3aluMliaeMblii cepauc. KOHOUryprpyeTca adMUHUCTPaTOPOM
RooX UIDM.

e scope — aTpubyT access token, KOTOPbIM MOXET onpenensTs Habop AaHHbIX NOMb30BaTeNs, K KOTOPLIM NoyJaeT
LOCTYM 3alymllaeMbli cepBuc. MOXeT Takke onpenensaTb CIMCOK MAEHTUOKUKATOPOB 3alUMLLEHHBIX PECYPCOB, KOTOPbIE
MOTYT 6bITb MUCMOMb30BaHbI CEPBMCOM AN AAHHOMO NOoMb30BaTeNs.

e URL o6paTHoro peaupekTta — HTTP URL Ha KOTOPbI HEO6XOOMMO BbINOMHUTL NEPEXO Nocne yCrnewwHoro unm
HeyCneLwHOoro 3aBepLluieHnsa ayTeHTUdUKaLmm.

e encoded URL — O6biuHbIM HTTP URL, B KOTOPOM BCE 3ape3epBnpoBaHHblie URI CMMBOIIbI 3aMEHEHbI Ha 1X
npeacrasneHue B Buae %xXX .

e OTP — oaHopasoBbIv Naporb.
® pecypc — CTOPOHHUI pecypc.

® CTOPOHHUMN pecypc — HEKOTOPLI CepBUC He BXOAsLWMN B ROOX UIDM 1 npefoCTaBASIOLWMIA BO3MOXHOCTb
ayTeHTUOULMPOBaTL M aBTOPU30BaTL NOMb30BaTENA

# Co3paHune NpMBSI3KN CO CTOPOHHUM pecypcoM B RooX UIDM

Mocne ycnewHon aBTopM3aLmm B pecypce nonb3oBaTernnb MOXeT CBA3aTb CBOM akkayHT B RooX UIDM ¢ akkayHTOM 13
pecypca 1 B fanbHenWweM UCMob30BaTh pecypc Ang ayTeHTuduKaunm B RooX UIDM. Bce 3anpochl AOMKHbI BbITb
BbIMOMTHEHbI B MPUBEAEHHOM NOCNEA0BATENbHOCTU, TaK Kak none <execution> n3 Kaxaoro oTBeTa UCMnonb3yeTcd Kak
napameTp B CrefytoLeM 3anpoce

HaqanocueHapMﬂcoanaHMnanBﬂakw
[nga Havana cueHapua co3faHna NPUBA3KK HE0H6XO0ANMMO OTNPaBuTb 3anpoc B RooX UIDM Ha /sso/oauth2/authorize. B

oTBeTe bydeT cofepxaTbCd napamMeTp <execution>, KOTOPbIM HEOBXOANMMO By4eT BKIOUNUTL B CNeAyoLmi 3anpoc K RooX
UIDM.

®opmMaT 3anpoca

GET /sso/oauth2/authorize

realm=<realm>§
client_id=<client_id>&
redirect_uri=

MNapameTpbl

® <¢sso_host> — 6a3oBbivt agpec cepsepa RooX UIDM, HanpumMep sso.rooxteam.com
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e <client_id> —ngeHTndvkatop knneHTa, Hanpumep selfcare
® <redirect_uri> — url ong nepeagpecauunmn nonb3oBaTens B Criydae ycrnewHon ayTeHTUdnKaLmm

e <realm> — url-encoded nonb3oBaTenbCkuu realm, Hanpumep %2Fcustomer

®dopMarT ycnewHoro oTeeTa

B naHHOM npumMepe B oTBeTe codepxuTcsa html c encoded URL cChifikoi Ha BUAXET NornHa (Cebinika Ha BUAXeT MMeeT Bu
<sso_host>/widgets/login/login.xml ). B 3TOM CCbiNKe COAEPXMUTCA NapameTp <execution >, KOTOpPbI

Mcnonb3yeTcs B crefytowem 3anpoce K RooX UIDM.

HTTP/1.1 200 OK

<!doctype html>
<html>
<head>
<title>WHTepHeT-baHk</title>
<link rel=icon type="image/x-icon" href="/sso/ocb_resources/favicon.ico"/>
<link rel="shortcut icon" type="image/x-icon" href="/sso/bank/favicon.ico"/>
</head>
<body>
<span id="widget_wrapper_0"><link
href="https://sso.demo.rooxteam.com/widgets/login/roox_vf_8f095fal78c08585feacla7332b10473
/bundles/dist-bundle.css" rel="stylesheet"><link
href="https://sso.demo.rooxteam.com/widgets/login/roox_vEf_8f095fal178c08585feacla7332b10473
/bundles/styles-bundle.css" rel="stylesheet" type="text/css"><!--[if IE]>
<p class="browserupgrade">You are using an <strong>outdated</strong> browser. Please
<a href="http://browsehappy.com/">upgrade your browser</a> to improve your experience.</p>
<![endif]--><!-- Global site tag (gtag.js) - Google Analytics -->
<script>window['__isgadget']=true;</script><script>com=window['com']]| |
$%;com.rooxteam=com.rooxteam| |$}%;com.rooxteam.container=com.rooxteam.containexr||3%;
</script><script>com.rooxteam.container.renderType = 'INLINE'</script><script
id="externForcedlLibs" src="https://sso.demo.rooxteam.com/wrs-
4.3/gadgets/js/com.rooxteam.config:com.rooxteam.lifecycle:com.rooxteam.sso:com.rooxteam.st
atistic:core:rpc.js?
container=default&amp;nocache=0&amp;debug=0&amp;c=0&amp;v=d6314531c7650e32£5d8ebh992££97197
" type="text/javascript"></script><script id="externGadgetlLibs"
src="https://sso.demo.rooxteam.com/wrs-4.3/gadgets/js/locked-domain:auth-
refresh:opensocial-reference:security-token:opensocial-base:osapi:opensocial-
jsonrpc:com.rooxteam.webapi:com.rooxteam.templates:com.rooxteam.templates.dustjs:com.rooxt
eam.118n:com.rooxteam.webapicache:com.rooxteam.momentjs:com.rooxteam.numeraljs.js?
container=default&amp;nocache=0&amp;debug=0&amp;c=0&amp;v=6c8e922h086890a447e£f83fh1f3ad67a
&amp;transitive=false" type="text/javascript"></script>
<script>widgetUrls=window['widgetUrls"']| |
[];widgetUrls[0]="https\x3A\x2F\x2Focb\x2Ddigital.demo.rooxteam.com\x2Fwidgets\x2Flogin\x2
Flogin.xml\x3Fmid\x3D0O\x26country\x3DRU\x261lang\x3Dru\x26parent\x3Dnull\x26title\x3DLogin\
x26up_inputData\x3D\x257B\x2522execution\x2522\x253A\x2522c6d55£93\x2Dd98e\x2D47ef\x2D9546
\x2Db3b375be9b62_AAABFQAAAQCEEKBLIACZOqpllqvk4IJ\x252F6weo@p525wIRCYup8pVA4F8SE9P3qP7IQ8W17
FuTCOsCmCrj\x252FctcilLkhDLfgqRgIRTCtYE]j0ZBGjsCQeaxzDgl1BU\x252BnSYUSgmwHAt\x252BEK8TZEcuSxD\
x252BqavWRYQd8Ja5boTmnQK\x252BFXmB2IbJAeIY11GXgz7\x252FQfpqCBmHVV\x252BS02nXIz2eiVooRYVvXPf
aD8OrMHIpMplVMEnRQHBDKkJIL1IDUZzVE701irXT3xSqdctStYKKBQ7RoaPINy7ev\x252FG8yLgf8FOXaSVCCdH3uCN
REGkpbiWzjprgrNOU31Esq7zeid22hHWc\x252FTMPochZBx8ybBRViivOXAAAACWVAZWNI1dGlvbsaHPP3ZKTILhqU
gzV1b2QbsIrNJI2JUFdOxQzLIIbcFbXdkH306X65VRtZs0d9qPUAPCcHa93HKryS009g\x252Fm5q9iPt9JWz£3cI4Q
TaUSLrgY1PfhuOo\x252FmNaB\x252BTED\x252FFEJ7nFOvVvJz2TgQGFHbwsRMa0S\x252F\x252BS3C3IR6ilhf
AyCvbPdb\x252FTfh1Uf61NynvV\x252Bocm80FpWmUoS6Bi51c6KGY\x252BnRWO1T75aDtWTkFvHQ1rePEM5KNChH
\x252F8arPMSwIr2EtkTB8UazwhAUjlo6PseAnqP\x252B\x252FMcXGWC3PS\x252FXOB1T1gmsxDM28tI4Fn0x1\
x252BLTDGO21a7Qt8FonU6RMVGXsqrazsJ65G2xVLMIS3AGTN3My0\x252Fk4TSGqUHOEKTW6XR1WY JqyaOVB2qyRn
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P\x252FdQmglAlre2SIQR2ISm4AH2jsalcC5dpnfX7795rsL91j04C035S0500Dn81oUurdgd99SpH7PcrV76T8g xel
VUOQINOG5Fr3rKTZUDgZIOF1h37GwMrjM3Kz8AKR1h4\x252FmkU41G57FYPj\x252BImijHwMNafzZStBxr7iByrs5
TJcDUzLVguDdLE\x252BdTZZMSDjwNWauy4R9PCIXPVEMGiOQg2Fiptvv5IGtalgt13KDEW601mh8FDmsyly7Daa0y
NHHFRc\x252FtaiGBIBpgfFA8i3as1D4wYMES3\x252BGkHpXatQ5Ebmys7eHZQDopbROM\x252Bx0XRj98TRjyeQH
cNQIWB6WtUmMkkwtSIZVn2iDNL4mieNzug4pR\x252BUUYmM28P41S\x252BUO7FWCdF8k3fUrvtbI4Ck317bPrAcDfr]
6Wbdgt6gxPbB3pOfNGZ42gKFzRanpO1LEWOgRaYItUrDXE\x252FHU2I9d0TWzSPNdasys20MIRa4KYBonSPxGmbki
9bVBO6cuYkyQIR194eAh9b2FLKc33\x252FRZqFTapOYGWcMpQThKykbU90\x252FF2xwI7qGyVA4hMBU\x252F9mK
J2cnUCLhCRSujOnegy4qp6kLC14MX1IL6XN8G3NOXCZFN4KOHt550 7 pEMOPOpWER2t4\x252Faz\x252FrysPppeER
KQG\x252FY012BPgh5kxkfCefBBS8jTPt5LSH8peTygFx1Rp\x252F0BONLKil2cst5iHRNrQiLi7PR6TuVZzjgut\x
252BvqClWIR1icVvS8k8d0fUv89fEwiPz34cpBSBMEt9sGWBcgl1B30\x252BuliTs4kqRk09Zs1yIvRMQP8BZzV92R94
VikaYd5ua\x252FN\x252FNWuluRWE2DPVHOW\ x252F9PODukwTPnQOYNoGNGT4Moql2U9RRpNIVFjLGIOYEH3ZXBxX
1JdUMtiFyv7PQcYNo4rjItTXXWL2gbxHju\x252B6dsx4dXKvyzNglCWWXrz94V6Nyisajk33TALcz30X2zYXghlEo
KH8XxqOFJJLNuLMjAkBP72nzemIOnbeFLtIBdgW\x252BdC0sIy9G5q0nZxkRdJI2VB26NYnr7fH\x252FHWN10Fs604
vOxEfmYjIAUGEjmqL4v9BajGyFd70u6tE9C\x252BstkJ8BAKk5TTsqr4wbX9R011DVR16QRB4AVODbnu\x252BBdESI
vvWii8gzhlbwHnSVbZWhEQtZwUMI\x252FeknQJg7SnJIFbtXXiRdLTkBc\x252FnVVgz4JHGExj6mO4ypKLtHUBQJc
sMVEpZ18oyjvzMINUEeGZzCNVN5HZz3CB3J\x252BgjUR8NnyqFObzj0Bnbzrlv7jPWISC\x252BFT7uwIWsnREaQdwL
zTbXUOyz45LHHOPCL6EFGSzmiudgBY\x252Ff1VzqXD64gpVMqo584iKi6LLO2xPUDtsi7XETyqrP2Iy2WZIu4QhMi
shSE£Jg\x252BL6S58sbh159sZAW2TOjbZCh277F31rNpbNs6DmMIPUSXSAONL2¢c500T61KUD7HiIINdW8SHSGQP94NY 6y
3GiZgzIHylt\x252FWaJCUdzOR\x252BEzEst1\x252B0ophkwaqllkcbHr6W0I8gPeNEChT\x252BG6GemCXx1nX6Y,|
fq\x252F\x252F84FZkHr2\x252FYikDmpuGKBeDDL\x252Bns0eshl1tUnhyIF\x252BAk\x252B7£zTROBUi\x25
2B71VOJIE\x252B27iYCo7EpFBEcM699A6ckeK8ONHZcKGWHbOC6\x252F1rmpz\x252Bb1FIXNFuIXwvhUFalZOATW,
tHhF8eSXuJBM5TUs\x252B24BX1gGzm2Y2XY2En\x252F1abS2x1pchEv2I1h5ptgxUCAaRTDWSHWESGWVDGWN4qLJ
1vMzEZyhwZUQsY7bF1VJ32050QJ30KmehCwlRevn90IqP4pdIhkgDjqKadY1hoM67WLM8u3BOUIhfXRGN9igq2hX4mU
5ccOKRQDpa89QnT\x252FMmR5\x252B71Wg4weGxj2BTuK52Yi22MZv\x252Fx4AwEACE£17JIPGTFy4CYhJQQeLuOIjn
bNzeNOxaluQsr2PDIdEOKZVNNTSA4CX0BpoVH3Nm6xY3Vaorp6T7\x252FqPNgZMeCSWwOVD8KRxjrZSKsMEOA3GRsF
AGAXY63IBrZU2w\x252BIQ2vMCIIGSMLT30tc\x252Fe7r1C6aYE06hNLY\x252FaG3I16q741y\x252BAjH\x252F8
\x252FQ9\x252FY2qH1FGEAjCMKCTK7hpXoilKTPOBNoKui2MmX9a\x252FXzSW9rhEUGTThRiX9phQi79mG983SdZ
eQQdXRMhut6MaB6Fb\x252F76\x252FmeLDB3UoRcIuKYNZ40q2Aa7HB\x252BLchtTv0d3afN5\x252Fx\x252BSM
7JePiBFds\x252FAbp7\x252Bwafi65P8\x252BkXjRioGdIwzMsrzNACOtF1YZz\x2522\x252C\x2522view\x252
2\x253A\x257B\x2522vkontakteAppId\x2522\x253A\x25224133198\x2522\x252C\x25220dnoklassnikiR
equestScopesAsArray\x2522\x253A\x255B\x255D\x252C\x2522ss0Ur1\x2522\x253A\x2522https\x253A
\x252F\x252Focb\x2Ddigital.demo.rooxteam.com\x252Fsso0\x2522\x252C\x2522isBlocked\x2522\x25
3Afalse\x252C\x2522vkontakteRedirectUri\x2522\x253A\x2522\x252Fvk_callback.jsp\x2522\x252(C
\x2522vkontakteRequestScopesAsArray\x2522\x253A\x255B\x255D\x252C\x25220dnoklassnikiAppId\
x2522\x253A\x25221248780544\x2522\x252C\x25220dnoklassnikiRedirectUri\x2522\x253A\x2522htt
ps\x253A\x252F\x252Focb\x2Ddigital.demo.rooxteam.com\x252Fsso\x252Fok_callback.jsp\x2522\x
252C\x2522srp6CryptoParams\x2522\x253A\x257B\x2522N\x2522\x253A111442524391495334178357495
561689917369391577789249470372002683586138633500403390170977902591547509060724911816060447
74215413467851989724116331597513345603\x252C\x2522g\x2522\x253A2\x252C\x2522H\x2522\x253A\
x2522SHA\x2D1\x2522\x252C\x2522messageDigestInstance\x2522\x253A\x257B\x2522algorithm\x252
2\x253A\x2522SHA\x2D1\x2522\x252C\x2522provider\x2522\x253A\x257B\x2522A1g.Alias.Signature
.SHA1\x252FDSA\x2522\x253A\x2522SHAIwithDSA\x2522\x252C\x2522A1g.Alias.Signature.1.2.840.1
0040.4.3\x2522\x253A\x2522SHAIwithDSA\x2522\x252C\x2522A1g.Alias.Signature.DSS\x2522\x253A
\x2522SHA1withDSA\x2522\x252C\x2522SecureRandom.SHAIPRNG\x2BImplementedIn\x2522\x253A\x252
2Software\x2522\x252C\x2522KeyStore.IKS\x2522\x253A\x2522sun.security.provider.JavaKeyStor
e\x2524DualFormatJKS\x2522\x252C\x2522A1g.Alias.MessageDigest.SHA\x2D1\x2522\x253A\x2522SH
A\x2522\x252C\x2522MessageDigest.SHA\x2522\x253A\x2522sun.security.provider.SHA\x2522\x252
C\x2522KeyStore.CaseExactIKS\x2522\x253A\x2522sun.security.provider.JavaKeyStore\x2524Case
ExactJKS\x2522\x252C\x2522CertStore.com.sun.security.IndexedCollection\x2BImplementedIn\x2
522\ x253A\x2522Software\x2522\x252C\x2522Signature.SHA256withDSA\x2522\x253A\x2522sun.secu
rity.provider.DSA\x2524SHA256withDSA\x2522\x252C\x2522A1g.Alias.MessageDigest.0ID.1.3.14.3
.2.26\x2522\x253A\x2522SHA\x2522\x252C\x2522A1g.Alias.Signature.DSA\x2522\x253A\x2522SHA1w
ithDSA\x2522\x252C\x2522KeyFactory.DSA\x2BImplementedIn\x2522\x253A\x2522Software\x2522\x2
52C\x2522KeyStore.JKS\x2BImplementedIn\x2522\x253A\x2522Software\x2522\x252C\x2522A1gorith
mParameters.DSA\x2BImplementedIn\x2522\x253A\x2522Software\x2522\x252C\x2522Signature.NONE
withDSA\x2522\x253A\x2522sun.security.provider.DSA\x2524RawDSA\x2522\x252C\x2522A1g.Alias.
CertificateFactory.X509\x2522\x253A\x2522X.509\x2522\x252C\x2522Signature.SHA256withDSA\x2
BSupportedKeyClasses\x2522\x253A\x2522java.security.interfaces.DSAPublicKey\x257Cjava.secu
rity.interfaces.DSAPrivateKey\x2522\x252C\x2522CertStore.com.sun.security.IndexedCollectio
n\x2522\x253A\x2522sun.security.provider.certpath.IndexedCollectionCertStore\x2522\x252C\x
2522Provider.id\x2BclassName\x2522\x253A\x2522sun.security.provider.Sun\x2522\x252C\x2522A
lg.Alias.MessageDigest.1.3.14.3.2.26\x2522\x253A\x25225HA\x2522\x252C\x2522A1g.Alias.Signa|
‘ture.SHA\x2D1\x252FDSA\x2522\x253A\x2522SHAIwithDSA\x2522\x252C\x2522KeyStore.DKS\x2522\x2
53A\x2522sun.security.provider.DomainKeyStore\x2524DKS\x2522\x252C\x2522CertificateFactory




.X.509\x2BImplementedIn\x2522\x253A\x2522Software\x2522\x252C\x2522A1g.Alias.Signature.0ID
.2.16.840.1.101.3.4.3.2\x2522\x253A\x2522SHA256withDSA\x2522\x252C\x2522A1g.Alias.Signatur
e.0ID.2.16.840.1.101.3.4.3.1\x2522\x253A\x2522SHA224withDSA\x2522\x252C\x2522Signature.SHA
1withDSA\x2BKeySize\x2522\x253A\x25221024\x2522\x252C\x2522Signature.NONEwithDSA\x2BKeySiz
e\x2522\x253A\x25221024\x2522\x252C\x2522CertPathValidator.PKIX\x2BImplementedIn\x2522\x25
3A\x2522Software\x2522\x252C\x2522KeyFactory.DSA\x2522\x253A\x2522sun.security.provider.DS
AKeyFactory\x2522\x252C\x2522Configuration.JavaLoginConfig\x2522\x253A\x2522sun.security.p
rovider.ConfigFile\x2524Spi\x2522\x252C\x2522A1g.Alias.Signature.0ID.1.2.840.10040.4.3\x25
22\x253A\x2522SHA1withDSA\x2522\x252C\x2522A1g.Alias.MessageDigest.0ID.2.16.840.1.101.3.4.
2.4\x2522\x253A\x2522SHA\x2D224\x2522\x252C\x2522A1g.Alias.KeyFactory.1.2.840.10040.4.1\x2
522\ x253A\x2522DSA\x2522\x252C\x2522MessageDigest.MD5\x2BImplementedIn\x2522\x253A\x2522S0
ftware\x2522\x252C\x2522A1g.Alias.MessageDigest.0ID.2.16.840.1.101.3.4.2.3\x2522\x253A\x25
22SHA\x2D512\x2522\x252C\x2522A1g.Alias.MessageDigest.0ID.2.16.840.1.101.3.4.2.2\x2522\x25
3A\x2522SHA\x2D384\x2522\x252C\x2522A1g.Alias.MessageDigest.0ID.2.16.840.1.101.3.4.2.1\x25
22\x253A\x25225HA\x2D256\x2522\x252C\x2522A1g.Alias.Signature.RawDSA\x2522\x253A\x2522N0ONE
WwithDSA\x2522\x252C\x2522Provider.id\x2Bname\x2522\x253A\x2522S5UN\x2522\x252C\x2522A1g.Ali
as.AlgorithmParameters.1.2.840.10040.4.1\x2522\x253A\x2522DSA\x2522\x252C\x2522CertPathBui
lder.PKIX\x2BValidationAlgorithm\x2522\x253A\x2522RFC3280\x2522\x252C\x2522Policy.JavaPoli
cy\x2522\x253A\x2522sun.security.provider.PolicySpiFile\x2522\x252C\x2522Signature.SHA224w|
ithDSA\x2BKeySize\x2522\x253A\x25222048\x2522\x252C\x2522A1g.Alias.AlgorithmParameters.0ID
.1.2.840.10040.4.1\x2522\x253A\x2522DSA\x2522\x252C\x2522A1g.Alias.AlgorithmParameters.1.3
.14.3.2.12\x2522\x253A\x2522DSA\x2522\x252C\x2522A1g.Alias.Signature.SHA\x252FDSA\x2522\x2
53A\x2522SHAIwithDSA\x2522\x252C\x2522A1g.Alias.KeyPairGenerator.1.3.14.3.2.12\x2522\x253A
\x2522DSA\x2522\x252C\x2522MessageDigest.SHA\x2D384\x2522\x253A\x2522sun.security.provider
.SHA5\x2524SHA384\x2522\x252C\x2522MessageDigest.SHA\x2D224\x2522\x253A\x2522sun.security.
provider.SHA2\x2524SHA224\x2522\x252C\x2522Signature.SHA1withDSA\x2BImplementedIn\x2522\x2
53A\x2522Software\x2522\x252C\x2522A1gorithmParameterGenerator.DSA\x2522\x253A\x2522sun. se
curity.provider.DSAParameterGenerator\x2522\x252C\x2522Signature.NONEwithDSA\x2BSupportedK|
eyClasses\x2522\x253A\x2522java.security.interfaces.DSAPublicKey\x257Cjava.security.interf
aces.DSAPrivateKey\x2522\x252C\x2522SecureRandom.NativePRNGBlocking\x2522\x253A\x2522sun.s
ecurity.provider.NativePRNG\x2524Blocking\x2522\x252C\x2522MessageDigest.SHA\x2D512\x2522\
x253A\x2522sun.security.provider.SHA5\x2524SHA512\x2522\x252C\x2522A1g.Alias.KeyFactory.0I
D.1.2.840.10040.4.1\x2522\x253A\x2522DSA\x2522\x252C\x2522CertPathBuilder.PKIX\x2522\x253A
\x2522sun.security.provider.certpath.SunCertPathBuilder\x2522\x252C\x2522A1g.Alias.Signatu
re.1.3.14.3.2.27\x2522\x253A\x2522SHA1withDSA\x2522\x252C\x2522A1g.Alias.MessageDigest.2.1]
6.840.1.101.3.4.2.4\x2522\x253A\x2522SHA\x2D224\x2522\x252C\x2522CertPathBuilder.PKIX\x2BI
mplementedIn\x2522\x253A\x2522Software\x2522\x252C\x2522A1g.Alias.MessageDigest.2.16.840.1
.101.3.4.2.3\x2522\x253A\x2522SHA\x2D512\x2522\x252C\x2522Provider.id\x2Bversion\x2522\x25
3A\x25221.8\x2522\x252C\x2522A1g.Alias.MessageDigest.2.16.840.1.101.3.4.2.2\x2522\x253A\x2
522SHA\x2D384\x2522\x252C\x2522Signature.SHA256withDSA\x2BKeySize\x2522\x253A\x25222048\x2
522\x252C\x2522A1g.Alias.MessageDigest.2.16.840.1.101.3.4.2.1\x2522\x253A\x2522SHA\x2D256\
x2522\x252C\x2522A1gorithmParameters.DSA\x2522\x253A\x2522sun.security.provider.DSAParamet
ers\x2522\x252C\x2522Signature.SHAIwithDSA\x2BSupportedKeyClasses\x2522\x253A\x2522java.se
curity.interfaces.DSAPublicKey\x257Cjava.security.interfaces.DSAPrivateKey\x2522\x252C\x25
22CertStore.Collection\x2522\x253A\x2522sun.security.provider.certpath.CollectionCertStore
\x2522\x252C\x2522A1lgorithmParameterGenerator.DSA\x2BImplementedIn\x2522\x253A\x2522Softwa
re\x2522\x252C\x2522SecureRandom.NativePRNGNonBlocking\x2522\x253A\x2522sun.security.provi
der.NativePRNG\x2524NonBlocking\x2522\x252C\x2522KeyPairGenerator.DSA\x2BKeySize\x2522\x25
3A\x25222048\x2522\x252C\x2522CertStore. LDAP\x2522\x253A\x2522sun.security.provider.certpa
th.ldap.LDAPCertStore\x2522\x252C\x2522CertificateFactory.X.509\x2522\x253A\x2522sun.secur
ity.provider.X509Factory\x2522\x252C\x2522A1g.Alias.Signature.2.16.840.1.101.3.4.3.2\x2522
\x253A\x2522SHA256withDSA\x2522\x252C\x2522A1g.Alias.Signature.2.16.840.1.101.3.4.3.1\x252
2\x253A\x2522SHA224withDSA\x2522\x252C\x2522SecureRandom.NativePRNG\x2522\x253A\x2522sun.s
ecurity.provider.NativePRNG\x2522\x252C\x2522CertStore.LDAP\x2BLDAPSchema\x2522\x253A\x252
2RFC2587\x2522\x252C\x2522CertStore. LDAP\x2BImplementedIn\x2522\x253A\x2522Software\x2522\
x252C\x2522KeyPairGenerator.DSA\x2BImplementedIn\x2522\x253A\x2522Software\x2522\x252C\x25
22CertPathValidator.PKIX\x2BValidationAlgorithm\x2522\x253A\x2522RFC3280\x2522\x252C\x2522
CertStore.Collection\x2BImplementedIn\x2522\x253A\x2522Software\x2522\x252C\x2522Signature
.SHA224withDSA\x2522\x253A\x2522sun.security.provider.DSA\x2524SHA224withDSA\x2522\x252C\ X
2522A1g.Alias.Signature.1.3.14.3.2.13\x2522\x253A\x2522SHAIwithDSA\x2522\x252C\x2522CertPa|
thValidator.PKIX\x2522\x253A\x2522sun.security.provider.certpath.PKIXCertPathValidator\x25
22\x252C\x2522A1g.Alias.MessageDigest.SHA1\x2522\x253A\x25225HA\x2522\x252C\x2522A1gorithm
ParameterGenerator.DSA\x2BKeySize\x2522\x253A\x25222048\x2522\x252C\x2522SecureRandom.SHA1
PRNG\x2522\x253A\x2522sun.security.provider.SecureRandom\x2522\x252C\x2522Signature.SHAlwi




thDSA\x2522\x253A\x2522sun.security.provider.DSA\x2524SHALwithDSA\x2522\x252C\x2522A1¢g.Al1
as.KeyFactory.1.3.14.3.2.12\x2522\x253A\x2522DSA\x2522\x252C\x2522MessageDigest.SHA\x2BImp
lementedIn\x2522\x253A\x2522Software\x2522\x252C\x2522KeyPairGenerator.DSA\x2522\x253A\x25
22sun.security.provider.DSAKeyPairGenerator\x2524Current\x2522\x252C\x2522Provider.id\x2Bi
nfo\x2522\x253A\x2522SUN\x2B\x2528DSA\x2Bkey\x252Fparameter\x2Bgeneration\x253B\x2BDSA\x2B
signing\x253B\x2BSHA\x2D1\x252C\x2BMD5\x2Bdigests\x253B\x2BSecureRandom\x253B\x2BX.509\x2B
certificates\x253B\x2BJKS\x2B\x2526\x2BDKS\x2Bkeystores\x253B\x2BPKIX\x2BCertPathValidatox]
\x253B\x2BPKIX\x2BCertPathBuilder\x253B\x2BLDAP\x252C\x2BCollection\x2BCertStores\x252C\x2
BJavaPolicy\x2BPolicy\x253B\x2BJavaLoginConfig\x2BConfiguration\x2529\x2522\x252C\x2522A1g|
.Alias.KeyPairGenerator.1.2.840.10040.4.1\x2522\x253A\x2522DSA\x2522\x252C\x2522A1g.Alias.
Signature.SHAwithDSA\x2522\x253A\x2522SHAIwithDSA\x2522\x252C\x2522MessageDigest.MD5\x2522
\x253A\x2522sun.security.provider.MD5\x2522\x252C\x2522A1g.Alias.Signature.DSAWithSHA1\x25
22\x253A\x2522SHA1withDSA\x2522\x252C\x2522MessageDigest.SHA\x2D256\x2522\x253A\x2522sun.s
ecurity.provider.SHA2\x2524SHA256\x2522\x252C\x2522A1g.Alias.KeyPairGenerator.0ID.1.2.840.
10040.4.1\x2522\x253A\x2522DSA\x2522\x252C\x2522Signature.SHA224withDSA\x2BSupportedKeyCla
sses\x2522\x253A\x2522java.security.interfaces.DSAPublicKey\x257Cjava.security.interfaces.
DSAPrivateKey\x2522\x252C\x2522MessageDigest.MD2\x2522\x253A\x2522sun.security.provider.MD
2\x2522\x257D\x252C\x2522digestLength\x2522\x253A20\x257D\x257D\x252C\x2522utm\x2522\x253A
\x257B\x257D\x257D\x252C\x2522form\x2522\x253A\x257B\x2522name\x2522\x253A\x25221oginForm\
x2522\x252C\x2522fields\x2522\x253A\x257B\x2522password\x2522\x253A\x257B\x2522constraints
\x2522\x253A\x255B\x257B\x2522name\x2522\x253A\x2522NotNull\x2522\x257D\x252C\x257B\x2522n
ame\x2522\x253A\x2522Size\x2522\x252C\x2522attributes\x2522\x253A\x257B\x2522min\x2522\x25
3A1\x252C\x2522max\x2522\x253A1024\x257D\x257D\x255D\x257D\x252C\x2522username\x2522\x253A
\x257B\x2522constraints\x2522\x253A\x255B\x257B\x2522name\x2522\x253A\x2522NotNull\x2522\x
257D\ x252C\x257B\x2522name\x2522\x253A\x2522Size\x2522\x252C\x2522attributes\x2522\x253A\ x
257B\x2522min\x2522\x253A1\x252C\x2522max\x2522\x253A2000\x257D\x257D\x255D\x257D\x257D\ x2
52C\x2522errors\x2522\x253A\x255B\x255D\x257D\x252C\x2522serverUrl1\x2522\x253A\x2522https\
x253A\x252F\x252Focb\x2Ddigital.demo.rooxteam.com\x252Fsso\x252Fauth\x252F1login\x2Dwidget\
x2Drouter\x2522\x252C\x2522step\x2522\x253A\x2522auth_form\x2522\x257D"' ;baseUrls=window['b

[1;baseUrls[0]="https\x3A\x2F\x2Foch\x2Ddigital.demo.rooxteam.com\x2Fwidgets\x2Flogin\x2Fx

oox_vE_8f095fal178c08585feacl1a7332b10473\x2Flogin.xml"';com.rooxteam.lifecycle &&
com.rooxteam.lifecycle.features('init');</script>

ABTOpM3aLMA B CTOPOHHEM pecypce

[ng co3paHns NprBA3KM MOMb30BaTENO HEOH6XO0AMMO BbIOpaTh CTOPOHHUIN PECYPC, HanpuUMep CouMnanbHY CeTb, 1 3anTu
Ha CTpaHWLLy aBToOpM3aLMmn 3TOro pecypca vyepes Beb-6paysep. Kak npaBuio nocne aToro nonb3oBaTento npeanaraetcs
BBECTW JTOTMH 1 Naponb OT CBOEro akkayHTa B pecypce. [1ocne ycrnewHon aBTopu3saumnmn pecypc oTrpaBnsaeT HeKoTopble

HOaHHble <social_data>, koTopble B fansHemwem ncnonbaytotca RooX UIDM ans cosgaHus npuBa3ku.

[lna aBTOpPM3aLLMM MOy T MCMONb30BaTbCS TOMNbKO PECYPChI U3 TabanLLbl.

Bbi6op pecypca Ans cosfaHus NpUBA3KK

®opmMaT 3anpoca

POST /sso/auth/login-widget-router
<sso_host>
application/json
Content-Type: application/x-www-form-urlencoded

execution=<execution>&
socialData=<socialData>&
loginType=WEBSITE&
_eventId=<_eventId>
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MapamMeTpbl

® <¢sso_host> — 6a3oBbivt agpec cepeepa RooX UIDM, HanpumMep sso.rooxteam.com

® <execution> — 3HaYeHVe paBHO 3HAYEHUIO NOoNA <execution> Nony4yeHHOMy 13 OTBeTa Ha 3anpoc K
<Sso_host>/sso/oauth2/authorize

e <socialData> — npeobpa3oBaHHble COrnacHo anropuUTMy AaHHble (<social_data>), oTocnaHHble pecypcoMm B pesynbtaTe
aBTOpuM3aunn nonb3oBaTend

e <_eventld> — ngeHTMdUKATOP pecypca 13 TabnuLibl, B KOTOPOM paHee aBTopu30Barcs nofb3oBaTerb

®dopmMaT ycnewHoro oTeeTa

HTTP/1.1 200 OK

1
"execution": "cflc9aab-8fb0-44bd-a981-
733155bbedcd_AAABFQAAAQC2prcT4uzedmcuJYHIdCENkpAWPa/XhX/nYuFh7PaRzzJhsHWPin6qzIbBOH+HZ1BIg|
gEvudV2GntL4Kt9yGc30Kv2dRvyn4MZYy2NTrEPW7 /V6KNI /+MbG+ys4t4dvFqIRYBjjU+hx2913ug7/sNH5Q0CRFiH
neT2XLvQrnlIQTFu+EIrmogmi51S4SKFykn3Wr2HkDZw=="",
"view": 1
"odnoklassnikiRequestScopesAsArray": [],
"avatarUrl": "https://sun9-39.userapi.com/c836624/v836624898/1744a/ZKN17uQNQmg.jpg?
ava=1",
"ssoUrl": "https://sso.demo.rooxteam.com/sso",
"isBlocked": false,
"fullName": "Roox Test",
"utm": $%,
"socialNetworkId": "vkontakte",
"firstName": "Test",
"vkontakteAppId": "4133198",
"vkontakteRedirectUri": "/vk_callback.jsp",
"vkontakteRequestScopesAsArray": [],
"odnoklassnikiAppId": "1248780544",
"odnoklassnikiRedirectUri": "https://sso.demo.rooxteam.com/sso/ok_callback.jsp",
"srp6CryptoParams": 1§
"N": 1.1144252439149533e+154,
"g'i 2,
"H": "SHA-1",
"messageDigestInstance": {
"algorithm": "SHA-1",
"provider": {
"Alg.Alias.Signature.SHA1/DSA": "SHA1withDSA",
"MessageDigest.MD2": "sun.security.provider.MD2"
o
"digestlLength": 20
¥
%
o
"form": 1§
"name": "loginForm",
"fields": 3%
"password": {
"constraints": [
]
"name": "NotNull"

}l
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"name": "Size",
"attributes": §
"min": 1,
"max": 1024

]
5o
"username": $
"constraints":

i

[

"name": "NotNull"

}l
1

"Size",

i

"name" :
"attributes":

"min": 1,
"max": 2000

[]

"errors":

} I
"serverUrl": "https://sso.rooxteam.com/sso/auth/login-widget-router",
"step": "auth_form"

3

Beop YYeTHbIX AaHHbIX NOJib30BaTeNnd And co3gaHna NnpuBA3Ku C BblﬁpaHHblM pecypcomM

®opmMaT 3anpoca

POST /sso/auth/login-widget-router
<sso_host>
application/json
Content-Type: application/x-www-form-urlencoded

execution=<execution>&
username=<username>&
password=<password>&
_eventId=next

MapamMeTpbl

® <¢sso_host> — 6a3oBbivt agpec cepepa RooX UIDM, HanpumMep sso.rooxteam.com

® <execution> — 3HauYeHne paBHO 3HAYEHMIO NOSS <execution> NoNyYeHHOMY U3 OTBeTa Ha 3anpoc K
<sso_host>/sso/auth/login-widget-router

® <cusername> — NIOrMH Nonb3oBaTend Ang ayTeHTudnkaumm 8 RooxX UIDM

® <password> — napofb Nonb3oBaTens ang ayteHtnpukaumm B Roox UIDM

®opMmaT ycnewHoro otTeeTa
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HTTP/1.1 200 OK

"execution": "402806ac-dcd7-4ef7-82e6-
1eb847002ced _AAABFQAAAQAXMEMS4zVZ6hdEXg+PAK8qSA==",

"socialNetworkId": "vkontakte",
"firstName": "Test",
"avatarUrl": "https://sun9-39.userapi.com/c836624/v836624898/1744a/ZKN17uQNQmg.jpg?

"fullName": "Roox Test",
"step": "attach_form",
”Cid“: II2II

"form": 3
"name": "attachForm",
"fields": {%,
"errors": []

"serverUrl": "https://sso.demo.rooxteam.com/sso/auth/social-attach",
"step": "show_attach_form"

MonTBep)xaeHue cosgaHus NPUBA3KU C BbIGpaHHbIM PECYPCOM

B 3aBucumMocTur oT HacTpoek RooX UIDM, MoxeT noTpeboBaTbCA NOATBEPXAeHVEe JaHHOW onepauyum ¢ nomMoubio OTP

®opmMaT 3anpoca

POST /sso/auth/login-widget-router

execution=<execution>&
_eventId=next

MapamMeTpbl

® <¢sso_host> — 6a3oBbivt agpec cepepa RooX UIDM, HanpumMep sso.rooxteam.com

e <execution> — 3Ha4YeHVe PaBHO 3HAUEHMIO MONS <execution> NoMyYeHHOMY U3 OTBETa Ha NPeablayLLMi 3anpocC B
Lenoyke

®dopMaT ycnewHoro oTeeTa B cnyyae HeobxoammocTm seoga OTP

HTTP/1.1 200 OK
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"execution": "796449a6-32fb-4fdc-83ca-
9346bfe2f2d8_AAABFQAAAQAWVIK3+1zcl09IZV3C9zsYX/AqEeBrxRQUANTlcax6VhHIh4D6I£q07LSoUKz0a0005
OeocjahmFAMDr0/§20b/KO1uhTF78cufUWkzXBQ8TbFKB19C57h7XS92L2gMX/REDt1R4xev/99Fna5imKqzHR+2Pr
355ntNKcp96gMZW2V9IMTIYEehgms7n5mUlgGelRiodUN2hFxpkKQjxOI4NL4 /wR2whfuPSAK1b3BTmPHW/m3DGjs3
Pvp9ao/9LqN4TV5sQmp50VHzalpy/a9gMOiulXQPnFzfOXMKdFyKr80415wweibGw5HU9UBL /x0eyA322Z2",

"nextOtpCodePeriod": 9,
"otpCodeAvailableAttempts": 6,
"expireOtpCodeTime": 119,
"blockedFor": 0,

"isBlocked": false,
"otpCodeNumber": 94,

"msisdn": "3211",

"cid": "2"

"form": {
“name": "otpForm",
"fields": %
"otpCode": %
"constraints": [

"name": "NotNull"

"errors": []

} I

"serverUrl": "https://sso.demo.rooxteam.com/sso/auth/otp-sms",
"step": "enter_otp_form"

Beoa OTP ons 3aBepueHus cueHapusa co3faHus NPUBA3KU C BblI6paHHbIM peCypCcoM
[ns 3aBeplUeHns cLLeHapus CO34aHNs MPUBA3KM MOXET NoTpeboBaTbes BBeCTN OTP, KOTOPLIM 6yAeT oTnpaBieH

nonb3osatento. [onyyeHHbIn nonb3osatenem OTP Heo6xoaMMo oTnpasuTb B RooX UIDM crnefytoLmm 3anpocom.

®opmMaT 3anpoca

POST /sso/auth/otp-sms

otpCode=<otpCode>&
execution=<execution>&
_eventId=start

MapameTpbl

® <¢sso_host> — 6a3oBbivt agpec cepepa RooX UIDM, HanpumMep sso.rooxteam.com

e <execution> — 3Ha4YeHVe PaBHO 3HAUEHUIO MONS <execution> NoMyYeHHOMY U3 OTBETa Ha NpeablayLUMii 3anpoc B
Lernoyke
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http://0.0.0.0:4000/webdocs/third-party-integration.html#%D0%BF%D0%B0%D1%80%D0%B0%D0%BC%D0%B5%D1%82%D1%80%D1%8B-5
http://0.0.0.0:4000/webdocs/third-party-integration.html#%D0%B2%D0%B2%D0%BE%D0%B4-otp-%D0%B4%D0%BB%D1%8F-%D0%B7%D0%B0%D0%B2%D0%B5%D1%80%D1%88%D0%B5%D0%BD%D0%B8%D1%8F-%D1%81%D1%86%D0%B5%D0%BD%D0%B0%D1%80%D0%B8%D1%8F-%D1%81%D0%BE%D0%B7%D0%B4%D0%B0%D0%BD%D0%B8%D1%8F-%D0%BF%D1%80%D0%B8%D0%B2%D1%8F%D0%B7%D0%BA%D0%B8-%D1%81-%D0%B2%D1%8B%D0%B1%D1%80%D0%B0%D0%BD%D0%BD%D1%8B%D0%BC-%D1%80%D0%B5%D1%81%D1%83%D1%80%D1%81%D0%BE%D0%BC

e <otpCode> — nonyveHHbI nonb3osatenem OTP

®opmMaT oTBETa B CNyyae ycnewHoro ssofga OTP

HTTP/1.1 200 OK

"step": "redirect",
"location": "/sso/auth/complete",
"Cid": II2II

NMonyuyeHne ToKkeHa AocTyna

[aHHbI 3Tan 9BnaeTcy onumoHanbHbiM. EFO HencnonHeHune, Takxe Kak v pe3ynbTaT B Cllyvae UCMONHEeHWA He BNNAIOT Ha
CO3[aHuVe MpUBA3KKW. YCreLwHoe NpoxXoxaeHue no3sonsaeT Nonb30oBaTento NONYyYnTb TOKEH AOCTYMNa Cpasy Xe nocne
CO3[aHus NPUBHA3KM 63 MOBTOPHOW ayTeHTUduKaumm. [1ng atoro HeobxoAMMo NepenTn Ha url na nong <location»
nonyyeHHbIM Ha Npefbiayliem ware. B oteeTe bynet cogepxatbca HTTP cookie nog Ha3saHueM at, B koTopov 6ydeT
cofepXaTbCHA TOKEH AOCTYyna

®opmMaT 3anpoca

GET <redirect_uzrl>
Host: <sso_host>
Accept: text/html,*x/%;q=0.8

MapamMeTpbl

® <sso_host> — 6a3oBbit agpec cepepa RooX UIDM, HanpuMep sso.rooxteam.com

e <redirect_url> — url gna nonyyeHns TokeHa gocTyna, HanpumMmep /sso/auth/complete

®opmMaT oTBETa

HTTP/1.1 200 OK

Set-Cookie:
at=eyAiY3R5IjogIkpXVCIsICIO0eXAi0iAiandOIiwgImVuYyI6ICIBMTI4Q0IDXOhTMjURsB2_La4j5csosSgw;
Expires=Fri, 30-Aug-2019 09:12:40 GMT; Path=/; Secure; HttpOnly

<meta http-equiv=Content-Type content="text/html; charset=UTF-8"/>
<title>Cucrtema</title>
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<script src="//ajax.googleapis.com/ajax/libs/jquery/1.7/jquery.min.js"></script>
</head>
<body>
<div id="container" style="position: relative; width:
auto; ">
<img src="lk.png" style="position: absolute; display: block; margin: auto;"
usemap="4#settingsmap">
<map name="settingsmap">
<area id="settings" shape="rect" coords="1112,17,1250,39"
href="/widgets/settings.html" alt="HacTpounkn">

1280px; height: 981px; margin:

</map>
<script type="text/javascript">
$(function() s

$("#settings").click(function()$
$("#container") .append('<iframe src="/widgets/settings.html" style="background-color:
transparent;border:0; width: 100%; height: 100%; position: absolute; top: 0; bottom:
</iframe>"')

0">

return false;

£)

£),
</script>
<a href="/sso/UI/Logout?
goto=https¥%3A%2F%2Fsso.demo.rooxteam.com¥$2Fsso¥%2Fauth%2Fdispatcher%3FskipAutolLogin%3Dtrued
26g0t0%3Dhttps¥%253A%252F%252Fsso.demo.rooxteam. com¥%252Fss0%252FUI%252FLogin%253Forgf%253Dcu
stomer%2526service?$253Duidm" style="position: absolute; text-decoration: none; top:
68px;left: 89%;">

</a>
</div>
</body>
</html>

#H AyTeHTUPMKaLMA Nonb3oBaTeNs Yepe3 CTOPOHHUM pecype

Co3spaB paHee npunBsA3ky cBoero akkayHTa B RooX UIDM ¢ HEKOTOPbIM peCcypCcoM, MoNb30BaTENb MOXET
ayTeHTMduumMpoBaTbca B RooX UIDM nocpeacTsoM aBTOpM3aLMmn B 3TOM pecypce. Bce 3anpochl AOMKHbI ObiTb BbINMOHEHbI
B MpvBEeAEeHHOM NOCnefoBaTeNbHOCTH, TaK Kak none <execution> 13 Kaxaoro oTBeTa UCMOMb3yeTCd Kak mapameTp B
cnepytolleM 3arnpoce

Hauano cueHapusa ayTeHTUpumKaumm B RooX UIDM
[nga Havana cueHapua ayTeHTudmrkaumm B RooX UIDM vyepes CTOpOHHMI pecypc Heo6X0AMMO OTNpaBuTh 3arnpoc B ROoX

UIDM Ha /sso/oauth2/authorize. B oTBeTe 6yaeT cofaepxaTbCs napaMeTp <execution >, KOTOpPbIM HEO6X0OMMO ByaeT
BK/MIOYMTb B criegytowmmn 3anpoc kK RooX UIDM.

®opmMaT 3anpoca

GET /sso/oauth2/authorize

realm=<realm>&
client_id=<client_id>&
redirect_uri=<redirect_uri>
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MapaMeTpbl

® <¢sso_host> — 6a3oBbivt agpec cepepa RooX UIDM, HanpuMep sso.rooxteam.com
e <client_id> — naeHTudumkaTop KnveHTa, Hanpumep selfcare
e <redirect_uri> — url ang nepeagpecaumm NoNb30BaTENSA B Cydae yCnewHon ayTeHTudukaLumm

® <realm> — url-encoded nonb3oBaTenbCKUM realm, HanpuMep %2Fcustomer

®PopmMaT ycnewHoro oTeeTa

B naHHOM npumMepe B oTBeTe codepxumTcs html ¢ encoded URL cChifikoi Ha BUAXET NornHa (Ccbifika Ha BUAXET MMeeT Bu
<sso_host>/widgets/login/login.xml ). B 3TOM CCbiNKe COAEPXMUTCA NapameTp <execution>, KOTOpPbI
ncnonb3yeTcs B criefytowem 3anpoce K RooX UIDM 13 Lenoyku 3anpocos.

HTTP/1.1 200 OK

<!doctype html>
<html>
<head>

<title>WHTepHeT-6aHk</title>

<link rel=icon type="image/x-icon" href="/sso/ocb_resources/favicon.ico"/>

<link rel="shortcut icon" type="image/x-icon" href="/sso/bank/favicon.ico"/>

</head>
<body>
<span id="widget_wrapper_0"><link
href="https://sso.demo.rooxteam.com/widgets/login/roox_vEf_8f095fal178c08585feacl1a7332b10473
/bundles/dist-bundle.css" rel="stylesheet"><link
href="https://sso.demo.rooxteam.com/widgets/login/roox_vEf_ 8f095fal178c08585feacla7332b10473
/bundles/styles-bundle.css" rel="stylesheet" type="text/css"><!--[if IE]>

<p class="browserupgrade">You are using an <strong>outdated</strong> browser. Please
<a href="http://browsehappy.com/">upgrade your browser</a> to improve your experience.</p>
<![endif]--><!-- Global site tag (gtag.js) - Google Analytics -->
<script>window['__isgadget']=true;</script><script>com=window['com']]| |
$%;com.rooxteam=com.rooxteam| |$}%;com.rooxteam.container=com.rooxteam.containexr||$%;
</script><script>com.rooxteam.container.rendexType = 'INLINE'</script><script
id="externForcedlLibs" src="https://sso.demo.rooxteam.com/wrs-
4.3/gadgets/js/com.rooxteam.config:com.rooxteam.lifecycle:com.rooxteam.sso:com.rooxteam.st
atistic:core:xrpc.js?
container=default&amp;nocache=0&amp;debug=0&amp;c=0&amp;v=d6314531c7650e32£5d8ebh992££97197
" type="text/javascript"></script><script id="externGadgetlLibs"
src="https://sso.demo.rooxteam.com/wrs-4.3/gadgets/js/locked-domain:auth-
refresh:opensocial-reference:security-token:opensocial-base:osapi:opensocial-
jsonrpc:com.rooxteam.webapi:com.rooxteam.templates:com.rooxteam.templates.dustjs:com.rooxt
eam.il8n:com.rooxteam.webapicache:com.rooxteam.momentjs:com.rooxteam.numeraljs.js?
container=default&amp;nocache=0&amp;debug=0&amp;c=0&amp;v=6c8e922h086890a447ef83fh1f3adb67a
&amp;transitive=false" type="text/javascript"></script>
<script>widgetUrls=window['widgetUrls']| |
[];widgetUrls[0]="https\x3A\x2F\x2Focb\x2Ddigital.demo.rooxteam.com\x2Fwidgets\x2Flogin\x2
Flogin.xml\x3Fmid\x3D0O\x26country\x3DRU\x261lang\x3Dru\x26parent\x3Dnull\x26title\x3DLogin\
x26up_inputData\x3D\x257B\x2522execution\x2522\x253A\x2522c6d55£93\x2Dd98e\x2D47ef\x2D9546
\x2Db3b375be9b62_AAABFQAAAQCEEKBLIAcZOqpllqvk4IJ\x252F6weo@p525wIRCYup8pV4F8SE9P3qP7IQ8W17
FuTCOsCmCrj\x252FctcilLkhDLfgqRgIRTCtYE]jOZBGjsCQeaxzDgl1BU\x252BnSYUSgmwHAt\x252BEK8TZEcuSxD\
x252BqavWRYQd8Ja5boTmnQK\x252BFXmB2IbJAeIY11GXgz7\x252FQfpqCBmHVV\x252BS02nXIz2eiVooRYVvXPf
aD8OIrMHIpMplVMENRQHBDKIL1IDUZVE701irXT3xSqdctStYKKBQ7RoaPINy7ev\x252FG8yLgf8FOXaSVCCdH3uCN
REGkpbiWzjprgrNOU31Esq7zeid22hHWc\x252FTMPochZBx8ybBRViiv9XAAAACWVAZWNI1dGlvbsaHPP3ZKTILhqU
gzV1b2QbsIrNJ2JUFdOXxQzLIIbcFbXdkH306X65VRtZs0d9qPUAPCcHa93HK1ryS009g\x252Fm5q9iPt9JWz£3cI4Q
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TaUSLrgY1PfhuOo\x252FmNaB\x252BTED\x252FFEJ7nFOvVvJz2TgQGFHbwsRMa0S\x252F\x252BS3C3IR6ilhf
AyCvbPdb\x252FTfh1U£61NynvV\x252Bocm80FpWmU0S6Bi51c6KGY \x252BNRWO1T75aDtWTkFVHQ1rePEM5KNCh
\x252F8arPMSwIr2EtkTB8UazwhAUjlo06PseAnqP\x252B\x252FMcXGWC3PS\x252FXOB1T1gmsxDM28tI4Fn0xr1\
x252BLTDGO2ra7Qt8FonU6RMVGXsqraZzsJ65G2xVLMIS3AGIN3My0\x252Fk4TSGquHOEKTw6XR1WYJqya®VB2gyRn
P\x252FdQmglAlre2SIQR2ISm4H2jsalcC5dpnfX7795rsL91j04C035S0500Dn81oUurdgd99SpH7PcrV76T8gjxel
VUOQINOG5Fr3rKTZUDgZIOF1h37GwMrjM3Kz8AKR1h4\x252FmkU41G57FYPj\x252BImijHwMNafzZStBr7iByrs5
TJcDUzLVguDdLE\x252BdTZZMSDjwNWauy4R9PCIXPVEMGi0Qg2Fiptvv5IGtalgt13KDEW601mh8FDmsyly7Daady
NHHFRc\x252FtaiGBIBpgfFA8i3as1D4wYMES3\x252BGkHpXatQ5Ebmys7eHZQDopbROM\x252Bx0XRj98TRjyeQH
cNQIWB6WtUmkkwtSIZVn2iDNL4AmieNzuqd4pR\x252BUUYM28P41S\x252BUO7FWCdF8k3fUrvtbI4Ck317bPrAcDfr]
6Wbdgt6gxPbB3pOEINGZ42gKFzRanpO1LEWOgRaYItUrDXE\x252FHU2I9d0TWzSPNdasys20MIRa4KYBonSPxGmbkE
ObVBO6cuYkyQIR194eAh9b2FLKc33\x252FRZGFTapOYGWcMpQThKykbU90\x252FF2xwI7qGyVA4hMBU\x252F9mK|
J2cnUCLhCRSuUjOnegy4qp6kLC14MX1IL6XN8G3NOXCZFNAKOHt5507pEMOPOpWER2t4\x252Faz\x252FrysPppeER
KQG\x252FY012BPgh5kxkfCefBBS8jTPt5LSH8peTygFx1Rp\x252F0BONLKil2¢cst5iHRNrQiLi7PR6TuVZzjgut\x
252BvqClWIR1icVvS8k8d0fUv89fEwWiPz34cpBSBMEt9sGWBcgl1B30\x252BuliTs4kqRk09Zs1yIvRMQP8BZzV92R94
VikaYd5ua\x252FN\x252FNWuluRWE2DPVHOW\x252F9PODukwTPnQOYnoGNGT4Moql2U9RRpN1VFjLGIOYEH3ZXBX
1JdUMtiFyv7PQcYNo4rjItTXXWL2gbxHiu\x252B6dsx4dXKvyzNglCWWXTz94V6Nyisajk33TALcz30X2zYXghlEo
KH8XxqOFJJLNuLMjAkBP72nzemIOnbeFLtIBdgW\x252BdC0sIy9G5q0OnZxkRdI2VB26NYnr7fH\x252FHWN1OFs604
vOxEmYjIAUGEjmqL4v9BajGyFd70u6tE9C\x252BstkI8BAKk5TTsqr4wbX9R011DVR16QRBAVODbnu\x252BBdEST
vVWii8gzhlbwHnSVbZWhEQtZwWUMI\x252FeknQJg7SnJIFbtXXiRdLTkBc\x252FnVVgz4JHGExj6mO4ypKLtHUBQIC
sMV£EpZ18o0yjvzMINUEeGZzCNvN5HZz3CB3J\x252BgjUR8nyqFObzjQBnbzr1v7jPW9SC\x252BFT7uwIWsnREaQdwL
zTbXUQyz45LHHOPCL6EFGSzmiudgBY\x252Ff1VzqXD64gpVMqo584iKi6LL02xPUDtsi7XETyqrP2Iy2WZIu4QhMi
shSfJg\x252BL6S58sbh159sZAW2TO bZCh277F3rNpbNs6DmIPUSXSAONL2¢c500T61KUD7HIINdW8SHSGQP94NY6Y
3GiZgzIHylt\x252FWaJCUdzOR\x252BEzEst1\x252B0ophkwaqllkcbHr6W0JI8gPeNEChT\x252BG6GemCx1nX6Yy|
fq\x252F\x252F84FZkHr2\x252FYikDmpuGKBeDDL\x252Bns0eshl1tUnhyIF\x252BAk\x252B7fzTROBU1\x25
2B71VOJE\x252B27iYCo7EpFBEfcM699A6ckeK8ONHZcKGWHHOC6\x252F1rmpz\x252Bb1FIXNFuIXwvhUFalZOATW,
tHhF8eSXuJBM5TUs\x252B24BX1gGzm2Y2XY2En\x252F1abS2x1pchEv2J31h5ptgxUCAaRTDWSHWESGWVDGWN4qld
1vMzEZyhwZUQsY7bF1VJ32050QJ30KmehCwlRevn90IqP4pdIhkgDjqKadY1h9M67WLM8u3BOUIhEXRGN9igq2hX4mU
5ccOKRQDpa89QnT\x252FMmR5\x252B71Wg4weGxj2BTuK52Y122MZv\x252Fx4wEACT17JIPGTFy4CYhJQQeLuOIjn
bNzeNOxaluQsr2PDIAEOKZVNNTSACX0BpoVH3Nm6XxY3Vaorpb6T7\x252FqPNgZMeCSWwIOVD8KRxjrZSKSMEOA3GRsF
AGAXY63IBrZU2w\x252BIQ2vMCIIGSMLT30tc\x252Fe7r1C6aYE06hNLY\x252FaG3I16q741y\x252BAjH\x252F8
\x252FQ9\x252FY2qH1FGfAjCMKCTK7hpXoilKTPOBNoKui2MmX9a\x252FXzSW9rhEUGTThRiX9phQi79mG983SdZ
eQQdXRMhuté6MaB6Fb\x252F76\x252FmeLDB3UoRcIuKYNZ40q2Aa7HB\x252BLchtTv0d3afN5\x252Fx\x252BSM
ZJePjBFds\x252FAbp7\x252Bwafi65P8\x252BkXjRioGdIwzMsrzNACOtF1YZz\x2522\x252C\x2522view\x252
2\x253A\x257B\x2522vkontakteAppId\x2522\x253A\x25224133198\x2522\x252C\x25220dnoklassnikiR
equestScopesAsArray\x2522\x253A\x255B\x255D\x252C\x2522ss0Url1\x2522\x253A\x2522https\x253A
\x252F\x252Focb\x2Ddigital.demo.rooxteam.com\x252Fsso\x2522\x252C\x2522isBlocked\x2522\x25
3Afalse\x252C\x2522vkontakteRedirectUri\x2522\x253A\x2522\x252Fvk_callback.jsp\x2522\x252C
\x2522vkontakteRequestScopesAsArray\x2522\x253A\x255B\x255D\x252C\x25220dnoklassnikiAppId\
x2522\x253A\x25221248780544\x2522\x252C\x25220dnoklassnikiRedirectUri\x2522\x253A\x2522htt
ps\x253A\x252F\x252Focb\x2Ddigital.demo.rooxteam.com\x252Fsso\x252Fok_callback.jsp\x2522\x
252C\x2522srp6CryptoParams\x2522\x253A\x257B\x2522N\x2522\x253A111442524391495334178357495
561689917369391577789249470372002683586138633500403390170977902591547509060724911816060447
74215413467851989724116331597513345603\x252C\x25228\x2522\x253A2\x252C\x2522H\x2522\x253A\
x2522SHA\x2D1\x2522\x252C\x2522messageDigestInstance\x2522\x253A\x257B\x2522algorithm\x252
2\x253A\x2522SHA\x2D1\x2522\x252C\x2522provider\x2522\x253A\x257B\x2522A1g.Alias.Signature
.SHA1\x252FDSA\x2522\x253A\x2522SHALwithDSA\x2522\x252C\x2522A1g.Alias.Signature.1.2.840.1
0040.4.3\x2522\x253A\x2522SHALwithDSA\x2522\x252C\x2522A1g.Alias.Signature.DSS\x2522\x253A
\x2522SHA1withDSA\x2522\x252C\x2522SecureRandom.SHAIPRNG\x2BImplementedIn\x2522\x253A\x252
2Software\x2522\x252C\x2522KeyStore.IKS\x2522\x253A\x2522sun.security.provider.JavaKeyStor]
e\x2524DualFormatJKS\x2522\x252C\x2522A1g.Alias.MessageDigest.SHA\x2D1\x2522\x253A\x2522SH
A\x2522\x252C\x2522MessageDigest.SHA\x2522\x253A\x2522sun.security.provider.SHA\x2522\x252
C\x2522KeyStore.CaseExactIKS\x2522\x253A\x2522sun.security.provider.JavaKeyStore\x2524Case
ExactJIKS\x2522\x252C\x2522CertStore.com.sun.security.IndexedCollection\x2BImplementedIn\x2
522\x253A\x2522Software\x2522\x252C\x2522Signature.SHA256withDSA\x2522\x253A\x2522sun.secu
rity.provider.DSA\x2524SHA256withDSA\x2522\x252C\x2522A1g.Alias.MessageDigest.0ID.1.3.14.3
.2.26\x2522\x253A\x2522SHA\x2522\x252C\x2522A1g.Alias.Signature.DSA\x2522\x253A\x2522SHA 1w
ithDSA\x2522\x252C\x2522KeyFactory.DSA\x2BImplementedIn\x2522\x253A\x2522Software\x2522\x2
52C\x2522KeyStore.JKS\x2BImplementedIn\x2522\x253A\x2522Software\x2522\x252C\x2522A1gorith
mParameters.DSA\x2BImplementedIn\x2522\x253A\x2522Software\x2522\x252C\x2522Signature.NONE
withDSA\x2522\x253A\x2522sun.security.provider.DSA\x2524RawDSA\x2522\x252C\x2522A1g.Alias.
CertificateFactory.X509\x2522\x253A\x2522X.509\x2522\x252C\x2522Signature.SHA256withDSA\x2
BSupportedKeyClasses\x2522\x253A\x2522java.security.interfaces.DSAPublicKey\x257Cjava.secu
rity.interfaces.DSAPrivateKey\x2522\x252C\x2522CertStore.com.sun.security.IndexedCollectio
n\x2522\x253A\x2522sun.security.provider.certpath.IndexedCollectionCertStore\x2522\x252C\x




2522Provider.id\x2BclassName\x2522\x253A\x2522sun.security.provider.Sun\x2522\x252C\x2522A
lg.Alias.MessageDigest.1.3.14.3.2.26\x2522\x253A\x2522SHA\x2522\x252C\x2522A1g.Alias.Signa|
ture.SHA\x2D1\x252FDSA\x2522\x253A\x2522SHAL1withDSA\x2522\x252C\x2522KeyStore.DKS\x2522\x2
53A\x2522sun.security.provider.DomainKeyStore\x2524DKS\x2522\x252C\x2522CertificateFactory
.X.509\x2BImplementedIn\x2522\x253A\x2522Software\x2522\x252C\x2522A1g.Alias.Signature.0ID
.2.16.840.1.101.3.4.3.2\x2522\x253A\x2522SHA256withDSA\x2522\x252C\x2522A1g.Alias.Signatur
e.0ID.2.16.840.1.101.3.4.3.1\x2522\x253A\x2522SHA224withDSA\x2522\x252C\x2522Signature.SHA
1withDSA\x2BKeySize\x2522\x253A\x25221024\x2522\x252C\x2522Signature.NONEwithDSA\x2BKeySiz
e\x2522\x253A\x25221024\x2522\x252C\x2522CertPathValidator.PKIX\x2BImplementedIn\x2522\x25
3A\x2522Software\x2522\x252C\x2522KeyFactory.DSA\x2522\x253A\x2522sun.security.provider.DS
AKeyFactory\x2522\x252C\x2522Configuration.JavalLoginConfig\x2522\x253A\x2522sun.security.p
rovider.ConfigFile\x2524Spi\x2522\x252C\x2522A1g.Alias.Signature.0ID.1.2.840.10040.4.3\x25
22\x253A\x2522SHA1withDSA\x2522\x252C\x2522A1g.Alias.MessageDigest.0ID.2.16.840.1.101.3.4.
2.4\x2522\x253A\x2522SHA\x2D224\x2522\x252C\x2522A1g.Alias.KeyFactory.1.2.840.10040.4.1\x2
522\ x253A\x2522DSA\x2522\x252C\x2522MessageDigest.MD5\x2BImplementedIn\x2522\x253A\x2522S0
ftware\x2522\x252C\x2522A1g.Alias.MessageDigest.0ID.2.16.840.1.101.3.4.2.3\x2522\x253A\x25
22SHA\x2D512\x2522\x252C\x2522A1g.Alias.MessageDigest.0ID.2.16.840.1.101.3.4.2.2\x2522\x25
3A\x2522SHA\x2D384\x2522\x252C\x2522A1g.Alias.MessageDigest.0ID.2.16.840.1.101.3.4.2.1\x25
22\x253A\x2522SHA\x2D256\x2522\x252C\x2522A1g.Alias.Signature.RawDSA\x2522\x253A\x2522N0ONE
withDSA\x2522\x252C\x2522Provider.id\x2Bname\x2522\x253A\x2522SUN\x2522\x252C\x2522A1g.Ali
as.AlgorithmParameters.1.2.840.10040.4.1\x2522\x253A\x2522DSA\x2522\x252C\x2522CertPathBui
lder.PKIX\x2BValidationAlgorithm\x2522\x253A\x2522RFC3280\x2522\x252C\x2522Policy.JavaPoli
cy\x2522\x253A\x2522sun.security.provider.PolicySpiFile\x2522\x252C\x2522Signature.SHA224w|
ithDSA\x2BKeySize\x2522\x253A\x25222048\x2522\x252C\x2522A1g.Alias.AlgorithmParameters.0ID
.1.2.840.10040.4.1\x2522\x253A\x2522DSA\x2522\x252C\x2522A1g.Alias.AlgorithmParameters.1.3
.14.3.2.12\x2522\x253A\x2522DSA\x2522\x252C\x2522A1g.Alias.Signature.SHA\x252FDSA\x2522\x2
53A\x2522SHA1withDSA\x2522\x252C\x2522A1g.Alias.KeyPairGenerator.1.3.14.3.2.12\x2522\x253A
\x2522DSA\x2522\x252C\x2522MessageDigest.SHA\x2D384\x2522\x253A\x2522sun.security.provider
.SHA5\x2524SHA384\x2522\x252C\x2522MessageDigest.SHA\x2D224\x2522\x253A\x2522sun.security.
provider.SHA2\x2524SHA224\x2522\x252C\x2522Signature.SHALwithDSA\x2BImplementedIn\x2522\x2
53A\x2522Software\x2522\x252C\x2522A1gorithmParameterGenerator.DSA\x2522\x253A\x2522sun. se
curity.provider.DSAParameterGenerator\x2522\x252C\x2522Signature.NONEwithDSA\x2BSupportedK|
eyClasses\x2522\x253A\x2522java.security.interfaces.DSAPublicKey\x257Cjava.security.interf
aces.DSAPrivateKey\x2522\x252C\x2522SecureRandom.NativePRNGBlocking\x2522\x253A\x2522sun.s
ecurity.provider.NativePRNG\x2524Blocking\x2522\x252C\x2522MessageDigest.SHA\x2D512\x2522\
x253A\x2522sun.security.provider.SHA5\x2524SHA512\x2522\x252C\x2522A1g.Alias.KeyFactory.0I
D.1.2.840.10040.4.1\x2522\x253A\x2522DSA\x2522\x252C\x2522CertPathBuilder.PKIX\x2522\x253A
\x2522sun.security.provider.certpath.SunCertPathBuilder\x2522\x252C\x2522A1g.Alias.Signatu
re.1.3.14.3.2.27\x2522\x253A\x2522SHATwithDSA\x2522\x252C\x2522A1g.Alias.MessageDigest.2.1]
6.840.1.101.3.4.2.4\x2522\x253A\x2522SHA\x2D224\x2522\x252C\x2522CertPathBuilder.PKIX\x2BI
mplementedIn\x2522\x253A\x2522Software\x2522\x252C\x2522A1g.Alias.MessageDigest.2.16.840.1
.101.3.4.2.3\x2522\x253A\x2522SHA\x2D512\x2522\x252C\x2522Provider.id\x2Bversion\x2522\x25
3A\x25221.8\x2522\x252C\x2522A1g.Alias.MessageDigest.2.16.840.1.101.3.4.2.2\x2522\x253A\x2
522SHA\x2D384\x2522\x252C\x2522Signature.SHA256withDSA\x2BKeySize\x2522\x253A\x25222048\x2
522\x252C\x2522A1g.Alias.MessageDigest.2.16.840.1.101.3.4.2.1\x2522\x253A\x2522SHA\x2D256\
x2522\x252C\x2522A1gorithmParameters.DSA\x2522\x253A\x2522sun.security.provider.DSAParamet
ers\x2522\x252C\x2522Signature.SHAIwithDSA\x2BSupportedKeyClasses\x2522\x253A\x2522java.se
curity.interfaces.DSAPublicKey\x257Cjava.security.interfaces.DSAPrivateKey\x2522\x252C\x25
22CertStore.Collection\x2522\x253A\x2522sun.security.provider.certpath.CollectionCertStore
\x2522\x252C\x2522A1gorithmParameterGenerator.DSA\x2BImplementedIn\x2522\x253A\x2522Softwa
re\x2522\x252C\x2522SecureRandom.NativePRNGNonBlocking\x2522\x253A\x2522sun.security.provi
der.NativePRNG\x2524NonBlocking\x2522\x252C\x2522KeyPairGenerator.DSA\x2BKeySize\x2522\x25
3A\x25222048\x2522\x252C\x2522CertStore. LDAP\x2522\x253A\x2522sun.security.provider.certpa
th.ldap.LDAPCertStore\x2522\x252C\x2522CertificateFactory.X.509\x2522\x253A\x2522sun.secur
ity.provider.X509Factory\x2522\x252C\x2522A1g.Alias.Signature.2.16.840.1.101.3.4.3.2\x2522
\x253A\x2522SHA256withDSA\x2522\x252C\x2522A1g.Alias.Signature.2.16.840.1.101.3.4.3.1\x252
2\x253A\x2522SHA224withDSA\x2522\x252C\x2522SecureRandom.NativePRNG\x2522\x253A\x2522sun.s
ecurity.provider.NativePRNG\x2522\x252C\x2522CertStore.LDAP\x2BLDAPSchema\x2522\x253A\x252
2RFC2587\x2522\x252C\x2522CertStore. LDAP\x2BImplementedIn\x2522\x253A\x2522Software\x2522\
x252C\x2522KeyPairGenerator.DSA\x2BImplementedIn\x2522\x253A\x2522Software\x2522\x252C\x25
22CertPathValidator.PKIX\x2BValidationAlgorithm\x2522\x253A\x2522RFC3280\x2522\x252C\x2522
CertStore.Collection\x2BImplementedIn\x2522\x253A\x2522Software\x2522\x252C\x2522Signature
.SHA224withDSA\x2522\x253A\x2522sun.security.provider.DSA\x2524SHA224withDSA\x2522\x252C\x
2522A1g.Alias.Signature.1.3.14.3.2.13\x2522\x253A\x2522SHA1withDSA\x2522\x252C\x2522CertPa|




thValidator.PKIX\x2522\x253A\x2522sun.security.provider.certpath.PKIXCertPathValidator\x25
22\x252C\x2522A1g.Alias.MessageDigest.SHA1\x2522\x253A\x2522SHA\x2522\x252C\x2522A1gorithm
ParameterGenerator.DSA\x2BKeySize\x2522\x253A\x25222048\x2522\x252C\x2522SecureRandom.SHA1
PRNG\x2522\x253A\x2522sun.security.provider.SecureRandom\x2522\x252C\x2522Signature.SHAlwi
thDSA\x2522\x253A\x2522sun.security.provider.DSA\x2524SHAIwithDSA\x2522\x252C\x2522A1¢g.Al1
as.KeyFactory.1.3.14.3.2.12\x2522\x253A\x2522DSA\x2522\x252C\x2522MessageDigest.SHA\x2BImp
lementedIn\x2522\x253A\x2522Software\x2522\x252C\x2522KeyPairGenerator.DSA\x2522\x253A\x25
22sun.security.provider.DSAKeyPairGenerator\x2524Current\x2522\x252C\x2522Provider.id\x2Bi
nfo\x2522\x253A\x2522SUN\x2B\x2528DSA\x2Bkey\x252Fparameter\x2Bgeneration\x253B\x2BDSA\x2B
signing\x253B\x2BSHA\x2D1\x252C\x2BMD5\x2Bdigests\x253B\x2BSecureRandom\x253B\x2BX.509\x2B
certificates\x253B\x2BJKS\x2B\x2526\x2BDKS\x2Bkeystores\x253B\x2BPKIX\x2BCertPathValidatox]
\x253B\x2BPKIX\x2BCertPathBuilder\x253B\x2BLDAP\x252C\x2BCollection\x2BCertStores\x252C\x2
BJavaPolicy\x2BPolicy\x253B\x2BJavaLoginConfig\x2BConfiguration\x2529\x2522\x252C\x2522A1g
.Alias.KeyPairGenerator.1.2.840.10040.4.1\x2522\x253A\x2522DSA\x2522\x252C\x2522A1g.Alias.
Signature.SHAwithDSA\x2522\x253A\x2522SHA1withDSA\x2522\x252C\x2522MessageDigest.MD5\x2522
\x253A\x2522sun.security.provider.MD5\x2522\x252C\x2522A1g.Alias.Signature.DSAWithSHA1\x25
22\x253A\x2522SHALwithDSA\x2522\x252C\x2522MessageDigest.SHA\x2D256\x2522\x253A\x2522sun.s
ecurity.provider.SHA2\x2524SHA256\x2522\x252C\x2522A1g.Alias.KeyPairGenerator.0ID.1.2.840.
10040.4.1\x2522\x253A\x2522DSA\x2522\x252C\x2522Signature.SHA224withDSA\x2BSupportedKeyCla
sses\x2522\x253A\x2522java.security.interfaces.DSAPublicKey\x257Cjava.security.interfaces.
DSAPrivateKey\x2522\x252C\x2522MessageDigest.MD2\x2522\x253A\x2522sun.security.provider.MD
2\x2522\x257D\x252C\x2522digestLength\x2522\x253A20\x257D\x257D\x252C\x2522utm\x2522\x253A|
\x257B\x257D\x257D\x252C\x2522form\x2522\x253A\x257B\x2522name\x2522\x253A\x25221oginForm\
x2522\x252C\x2522fields\x2522\x253A\x257B\x2522password\x2522\x253A\x257B\x2522constraints
\x2522\x253A\x255B\x257B\x2522name\x2522\x253A\x2522NotNull\x2522\x257D\x252C\x257B\x2522n
ame\x2522\x253A\x2522S1ize\x2522\x252C\x2522attributes\x2522\x253A\x257B\x2522min\x2522\x25
3A1\x252C\x2522max\x2522\x253A1024\x257D\x257D\x255D\x257D\x252C\x2522username\x2522\ x253A
\x257B\x2522constraints\x2522\x253A\x255B\x257B\x2522name\x2522\x253A\x2522NotNull\x2522\x
257D\ x252C\x257B\x2522name\x2522\x253A\x2522Size\x2522\x252C\x2522attributes\x2522\x253A\ x
257B\x2522min\x2522\x253A1\x252C\x2522max\x2522\x253A2000\x257D\x257D\x255D\x257D\x257D\x2
52C\x2522errors\x2522\x253A\x255B\x255D\x257D\x252C\x2522serverUrl1\x2522\x253A\x2522https\
x253A\x252F\x252Focb\x2Ddigital .demo.rooxteam.com\x252Fsso\x252Fauth\x252Flogin\x2Dwidget\
x2Drouter\x2522\x252C\x2522step\x2522\x253A\x2522auth_form\x2522\x257D"' ;baseUrls=window['b
aseUrls']| |
[1;baseUrls[0]="https\x3A\x2F\x2Foch\x2Ddigital.demo.rooxteam.com\x2Fwidgets\x2Flogin\x2Fr
oox_vEf_8f095fal78c08585feacla7332b10473\x2Flogin.xml"';com.rooxteam.lifecycle &&
com.rooxteam.lifecycle.features('init');</script>

ABTOpM3aL s B CTOPOHHEM pecypce

[ns aBTopu3saumnn B RooX UIDM nonb3oBaTternb AOMKEH aBTOPU30BaTLCA B peCypce, KOTOPLIN OH paHee CBA3an CO CBOUM
akkayHToM B RooX UIDM. [Nocne ycneLwHom aBTopu3aumnm pecypc oTnpaBnsaeT HEKOTOpble AaHHble <social_data>, koTopble
B fanbHerweM necnonbdytotca RooX UIDM aona ayTeHTndumkaumm nonb3osaTens.

AyTteHTdUKaumsa B RooX UIDM c nomollblo CTOPOHHEro pecypca

B 3aBucKrMOCTH OT HacTpoek RooX UIDM, MoxeT noTpeboBaTbCA NOATBEPXAEHWE faHHOM onepaLuum ¢ nomoLlbo OTP.

®opmMaT 3anpoca

POST /sso/auth/login-widget-router

execution=<execution>&
socialData=<socialData>§



http://0.0.0.0:4000/webdocs/third-party-integration.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-%D0%B7%D0%B0%D0%BF%D1%80%D0%BE%D1%81%D0%B0-8
http://0.0.0.0:4000/webdocs/third-party-integration.html#%D0%B0%D0%B2%D1%82%D0%BE%D1%80%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D1%8F-%D0%B2-%D1%81%D1%82%D0%BE%D1%80%D0%BE%D0%BD%D0%BD%D0%B5%D0%BC-%D1%80%D0%B5%D1%81%D1%83%D1%80%D1%81%D0%B5-2
http://0.0.0.0:4000/webdocs/third-party-integration.html#%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D1%8F-%D0%B2-roox-uidm-%D1%81-%D0%BF%D0%BE%D0%BC%D0%BE%D1%89%D1%8C%D1%8E-%D1%81%D1%82%D0%BE%D1%80%D0%BE%D0%BD%D0%BD%D0%B5%D0%B3%D0%BE-%D1%80%D0%B5%D1%81%D1%83%D1%80%D1%81%D0%B0

loginType=WEBSITE&

_eventId=<_eventId>

MapamMeTpbl

® <¢sso_host> — 6a3oBbit agpec cepepa RooX UIDM, HanpumMep sso.rooxteam.com

e <execution> — 3HaYeHWe paBHO 3HAYEHMIO NONS <execution >, MONyYeHHOMY U3 OTBETa Ha 3anpoc K
<sso_host»>/sso/oauth2/authorize

e <socialData> — npeo6pa3oBaHHble COrnacHo anropuUTMy AaHHble (<social_data>), oTocnaHHble pecypcoMm B pesynbTaTe
aBTOpPU3aLMM MOMb3oBaTeNd

e <_eventld> —naeHTUOUKATOP pecypca U3 TabauLibl, B KOTOPOM paHee aBTOpM30Barcs Nob3oBaTe b

(DOpMaT yCcnewHoro oTeeTa B Cliy4ae Heob6xoanmocTu Beoaa OTP

HTTP/1.1 200 OK

"execution": "4f07ae0Oc-fb5c-4522-b211-
d57363d6c49a_AAABFQAAAQDS1h/XidbL8TR2BsQNSFANUEKZ2a9EriZiwd8yCOO9E7FXS11rtvinIk901WyHQ+wcl0
JduRaVVg4qwxRanuETjpt8HRbNMvujWvLEK1kmmzhqcqA60+T2kCilW+FvtXwFOuVYSo=",

"nextOtpCodePeriod": 9,
"otpCodeAvailableAttempts": 6,
"expireOtpCodeTime": 119,
"blockedFor": 0O,

"isBlocked": false,
"otpCodeNumber": 96,

"msisdn": "3211"

"form": 3
"name": "otpForm",
"fields": %
"otpCode": %
"constraints": [

“NotNull"

"errors": []

"serverUrl": "https://sso.demo.rooxteam.com/sso/auth/otp-sms",
"step": "enter_otp_form"

Beon OTP anf 3aBepleHUsa cueHapu1a ayTeHTUdUKaLum

[na 3aBeplieHns ayTeHTUdMKaLm MoxeT noTpebosaTbcs BBeCTM OTP, KOTOpbIM ByAeT oTnpasnieH Nonb30BaTesnto.
Mony4yeHHbI Nnons3osatenem OTP Heo6xoaMMo OTnpasuTb B RooX UIDM crneaytoLwmm 3anpocom.


http://0.0.0.0:4000/webdocs/third-party-integration.html#%D0%BF%D0%B0%D1%80%D0%B0%D0%BC%D0%B5%D1%82%D1%80%D1%8B-8
http://0.0.0.0:4000/webdocs/third-party-integration.html#social_data
http://0.0.0.0:4000/webdocs/third-party-integration.html#social_id_table
http://0.0.0.0:4000/webdocs/third-party-integration.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-%D1%83%D1%81%D0%BF%D0%B5%D1%88%D0%BD%D0%BE%D0%B3%D0%BE-%D0%BE%D1%82%D0%B2%D0%B5%D1%82%D0%B0-%D0%B2-%D1%81%D0%BB%D1%83%D1%87%D0%B0%D0%B5-%D0%BD%D0%B5%D0%BE%D0%B1%D1%85%D0%BE%D0%B4%D0%B8%D0%BC%D0%BE%D1%81%D1%82%D0%B8-%D0%B2%D0%B2%D0%BE%D0%B4%D0%B0-otp-2
http://0.0.0.0:4000/webdocs/third-party-integration.html#%D0%B2%D0%B2%D0%BE%D0%B4-otp-%D0%B4%D0%BB%D1%8F-%D0%B7%D0%B0%D0%B2%D0%B5%D1%80%D1%88%D0%B5%D0%BD%D0%B8%D1%8F-%D1%81%D1%86%D0%B5%D0%BD%D0%B0%D1%80%D0%B8%D1%8F-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8

®opmMaT 3anpoca

POST /sso/auth/otp-sms

otpCode=<otpCode>&
execution=<execution>&
_eventId=start

MapamMeTpbl

® <¢sso_host> — 6a3oBbivt agpec cepepa RooX UIDM, HanpumMep sso.rooxteam.com

e <execution> — 3Ha4YeHVe PaBHO 3HAUEHMIO NMONS <execution>, MoNyYeHHOMY 13 OTBEeTa Ha NpeablAyLLMiA 3anpoc B
Lenoyke

e <otpCode> — nonyyeHHbI nonb3oBaTenem OTP

®opMaT oTBeTa B cny4yae ycnewHoro ssoaa OTP

HTTP/1.1 200 OK

"step": "redirect",
"location": "/sso/auth/complete"

NMonyyeHne ToKkeHa AocTyna

[nga nonyyeHnsa TokeHa AOCTYyMa nonb3oBaTesno HeObX0AMMO NEPENTH MO CCbiNKe 13 nona <location>, KOTopoe COAePXUT
OTBET Ha npeablaywun 3anpoc B RooX UIDM. B oTeeTe 6yaeT conepxatbca HTTP cookie noa Ha3BaHWeM at, B KOTOPOWn
ByOeT cogepxaTbCa TOKeH focTyna

®opmMaT 3anpoca

GET <redirect_url>

Accept: text/html,*/%;q=0.8

MapamMeTpbl

® <¢sso_host> — 6a3oBbivt agpec cepepa RooX UIDM, HanpumMep sso.rooxteam.com

e <redirect_url> — url ona nonyyeHnsd TokeHa AoCTyna, HanpuMep /sso/auth/complete


http://0.0.0.0:4000/webdocs/third-party-integration.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-%D0%B7%D0%B0%D0%BF%D1%80%D0%BE%D1%81%D0%B0-9
http://0.0.0.0:4000/webdocs/third-party-integration.html#%D0%BF%D0%B0%D1%80%D0%B0%D0%BC%D0%B5%D1%82%D1%80%D1%8B-9
http://0.0.0.0:4000/webdocs/third-party-integration.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-%D0%BE%D1%82%D0%B2%D0%B5%D1%82%D0%B0-%D0%B2-%D1%81%D0%BB%D1%83%D1%87%D0%B0%D0%B5-%D1%83%D1%81%D0%BF%D0%B5%D1%88%D0%BD%D0%BE%D0%B3%D0%BE-%D0%B2%D0%B2%D0%BE%D0%B4%D0%B0-otp-2
http://0.0.0.0:4000/webdocs/third-party-integration.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-%D0%B7%D0%B0%D0%BF%D1%80%D0%BE%D1%81%D0%B0-10
http://0.0.0.0:4000/webdocs/third-party-integration.html#%D0%BF%D0%B0%D1%80%D0%B0%D0%BC%D0%B5%D1%82%D1%80%D1%8B-10
http://0.0.0.0:4000/webdocs/third-party-integration.html#%D0%BF%D0%BE%D0%BB%D1%83%D1%87%D0%B5%D0%BD%D0%B8%D0%B5-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%B0-%D0%B4%D0%BE%D1%81%D1%82%D1%83%D0%BF%D0%B0-2

®opmMaT oTBETa

HTTP/1.1 200 OK

Set-Cookie: at=eyAiY3R5IjogIkpXVCIsICJOeXAiOiAianxdyqFtWgq9PKc6£fGBYPp-
1JgoPFaJc2tCvTpQ.E7MH9i1fu0cm6Y00g4LejA; Expires=Tue, 27-Aug-2019 19:56:20 GMT; Path=/;
Secure; HttpOnly

<html>
<head>
<meta http-equiv=Content-Type content="text/html; charset=UTF-8"/>
<title>Cucrtema</title>
<script src="//ajax.googleapis.com/ajax/libs/jquery/1.7/jquery.min.js"></script>
</head>
<body>
<div id="container" style="position: relative; width: 1280px; height: 981px; margin: 0
auto; ">
<img src="lk.png" style="position: absolute; display: block; margin: auto;"
usemap="4#settingsmap">
<map name="settingsmap">
<area id="settings" shape="rect" coords="1112,17,1250,39"
href="/widgets/settings.html" alt="HacTponkn">
</map>
<script type="text/javascript">
$(function() s
$("#settings").click(function()$
$("#container") .append('<iframe src="/widgets/settings.html" style="background-color:
transparent;border:0; width: 100%; height: 100%; position: absolute; top: 0; bottom: 0">
</iframe>"')
return false;
)
i) §
</script>
<a href="/sso/UI/Logout?
goto=https%3A%2F%2Fsso.demo.rooxteam.com¥2Fsso%2Fauth%2Fdispatcher®3FskipAutolLogin®%3Dtrued
26g0t0%3Dhttps%253A%252F%252Fsso.demo.rooxteam. com®$252Fss09%252FUI%252FLogin%253Foxrg%253Dcu
stomer¥%2526service?$253Duidm" style="position: absolute; text-decoration: none; top:
68px;left: 89%;">
</a>
</div>
</body>
</html>

# AnropuTMm BbluMCNEHUs 3HaUYeHUs NnapameTpa <socialData>»

CTOpOHHMI pecypc BO3BpaLlaeT pe3dynbTaT NombiTKM aBTopmn3aLmm nons3osartens B suae JSON. JaHHbin JSON HeobxoamMmo
npeobpasoBaTh 1 nepefaTtb B RooX UIDM B kKayecTBe NnapameTpa <socialData>. [lng npeobpa3oBaHnsd HE06X0AUMO:
npencTasnTb JSSON B popmaTe x-www-form-urlencoded, 3akogmMpoBaTh NONy4YeHHY0 CTpoky B UTF-8, B3ATb bUTOBOE
npencTasneHne cTpoku B koanposke UTF-8, 3akoanpoBaTb bUTOBOE NpeacTasneHne B Baseb4. MNonyyeHHas CTpoka n3
OUTOBOIr0 NPeACcTaBNeHns N eCcTb 3Ha4YeHne napameTpa <socialData>

Mpumep. MycTb JSON, KOTOPLIV OTRpaBnsgeT CTOPOHHWUI pecypc, eCTb



http://0.0.0.0:4000/webdocs/third-party-integration.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-%D0%BE%D1%82%D0%B2%D0%B5%D1%82%D0%B0-2
http://0.0.0.0:4000/webdocs/third-party-integration.html#social_data
http://0.0.0.0:4000/webdocs/third-party-integration.html#social_data

"accessToken": "EAAC04Is07YsBAFygpkjSqxKEN8hOBZAWB1EZD",
"data_access_expiration_time": 1574223509,
"expiresIn": 6091,

"signedRequest": "FmLQr-m3i9F9",
"userID": "100007547412176"

Torpa x-www-form-urlencoded npenctasnenve 6ynet

accessToken=EAAC04Is07YsBAFygpkijSqxKENS8hOBZAWB1EZD&data_access_expiration_time=15742235094
expiresIn=6091&signedRequest=FmLQr-m3i9F9&usexrID=100007547412176

buTtoBoe npencTasneHHWe, 3akoaMpoBaHHOE B Baseb4, 6ynet

YWNFZXNzVG9rZWA49RUFBQ28OSXMwN11zQkFGeWdwa2pTcXhLRU44aE9CWKFXQmxFWkQmZGFOYVOhY2N1c3NEfZXhwaX

JhdGlvb190aW11PTEINZQyMjMIMDkmZXhwaXJ1cOLluPTYWOTEmc21nbmVKUmVXxdWVzdD1GbUXRci1tM2k5RjkmdXN1
ck1EPTEWMDAWNZUONzQxMJE3Ng==

7+ Moppep)xMBaeMble pecypcbl U UX UAEHTUDUKATOPDI

Kaxabln pecypc nMeeT yHuUKanbHbIM MaeHTudunkaTop B RooX UIDM.

Ta6nuua 1. Tabnuua noanepXKMBaembixX
pecypcoB 1 UX N AEHTUPUKaTOPOB

Ha3BaHMe pecypca vaeHTUdukaTop
BkoHTaHkTe vkontakte
O[HOKNACCHMKM odnoklassniki
Twitter twitter

Google google
Anpekc yandex
Mail.Ru mailru


http://0.0.0.0:4000/webdocs/third-party-integration.html#social_id_table
http://0.0.0.0:4000/webdocs/third-party-integration.html#social_id_table

