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QMounck no AokyMeHTaumm

NMoTokoBas o6paboTka cobbITUN ayanTa
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# OCO6EHHOCTM M OrpaHUYEeHUs

# NpuMeHeHue

MexaHn3M 06paboTkM 3anncen ayamTta, AeNCTBYIOWMI MO YMOMIYaHWIO, CNPOEKTUPOBaH UCXOOd U3 NPEANONOXeHNs O
BbICOKOW AOCTYMHOCTM 1 Npon3BoanTensHocTM CYB ayamTa, He oNTUMU3MPOBaH Ha 3anuch B Tabnuuy ayauTta (kaxaas
BCTaBKa MAeT B CBOEW TpaH3aKLLMK, NakeTpoBaHue He ncrnonbayeTcd). NoMUMO NpoYero, ayamT 3aMeanseT o6paboTky
BCeX BXOAAWMX 3anpoCcoB N3-3a Cl/IHXpOHHOVI 3anMcun B 6a3y, M 3aTpaT BpeMeHn Ha onpegeneHne 0ONnoNHUTENbHbIX AaHHbIX
no cnosapam GeolP n UserAgent.

CyluecTBeHHbIM TpeboBaHNEM K MeXaHMU3MY 3anucu ayamta aBngeTcq CUHXPOHHOCTb, TO €CTb B Clly4Yae Heycrnexa
buKcaLmMmM CoBbITUS AOMKEH NPOM30MTY 0TKa3 B 06CyXM1BaHUK 3anpoca (HanpuMep, olmbKa 3anucu cobbITUs 06
YCMEewWHOon ayTeHTUOUKALLMM [OMKHA MPUBECTU K 0TKa3y B ayTeHTUdUKaumm). TpebosaHWe 6bi110 peanu3oBaHo Kak
CUHXPOHHa4d 3anucb B CYB[]. OaHako, B xoe akcrnnyaTaumnmn pelweHna RooX UIDM nponcxoaunu cnyyamn gerpagaumm u
MOJSIHOrO OTKa3a cepBMCa ayTeHTUPMKaLMK, Korda nHcTaHc CYB HaunHan paboTaTthb € 3aaepXKaMu U COBCEM
OTKa3blBas Ha BCTaBKy.

[ns yckopeHusa paboThbl BbileyKa3aHHbIX MeXaHWU3MOB Oblfl BBEAeH KOMMNOHEHT HaAeXHOoW ouepe i COOBLLEHWN.
KOMMOHeHT npeaHa3HayeH ans Toro, YTobbl 0TNPaBNsTh BCe COO6LeHWs ayauTa (BMecTo 3an1cu nx cpasdy B B[ nocne
reHepaLumn) B ouepeb COOBLLEHNIA, FAe OHM ByAyT HAAEXHO CoOXpaHsaTbCA. Ouepeam paccumTaHbl Ha 6bICTPOE NonyyeHne
60/MbLWOro o6bemMa CoObLLEHNI U UX HaAeXHOe XpaHeHue AN nocneayoLlen obpaboTku.

F£ YcTtpounctBeo

APXUTEKTYPHO NpUMeHeH WabnoH Subscribe-Publish (topic), KOTOpPbIA MO3BOMNT HACTPOUTE BHYTPEHHUA POYTUHT
COObLLEHWI C AanbHewLen 06paboTKoM.

OTAenbHbIM CepBepPHbI MPOLLECC CrywaeT NoAnNUCKy, 6epeT C Hee HOBble COBbITVA ayauTa (NakeTamu no N COOBLLEHWI) 1
3anucoiBaeT nx B CYB/[] TakXe nakeToMm.

[pyroi oTaenbHbI CepBEPHbIN MPOLLECC MOXET «CyLlaTb» CBOK MNOAMWUCKY U 3an1CbiBaTb COBbITUSI HA ANCKOBYIO
noacucTemy Ans AONrOBPEMEHHOI O XpaHeHust MHbopMaLum (Ha pas3suTue).
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Peanusauus ouepenm kak standalone-npotiecca (B NpoTMBOMONOXHOCTL in-memory B RooX UIDM) npeaocTasuT xopoluve
BO3MOXHOCTM MO KOHOUIypaLmMmM 3aKa3unkoM CaMOCTOSTENBbHO, a Tak Xe NpefoCTaBnT CPeACTBa MOHUTOPUHIA 13 KOPOBKMY.

3agauu, pewaemMble aCMHXPOHHbIM ayqUTOM

® YBenunyeHne nponyckHon cnocobHocTn RooX UIDM cepsepa npun o6paboTke coobLeHui, He 3aMefnaacb Ha 06paboTky
3anucewv ayouTa

e YMeHbLIEeHWe Harpy3ku Ha cepBep 6a3 aHHbIX, OT/IOXMB 3an1Ch ayanTa, U MPOM3BOAUTb €€ U3 APYroro NPUMNOXeHUs C
KOHTPONIMPYEMOW CKOPOCTHIO M MO BO3MOXHOCTU MakeTHO

L4 ﬂpeﬂOCTaBﬂeHVle BO3MOXHOCTWN HE3aBMUCUMOIO MaCLIJTa6VIpOBaHMﬂ OTAOENbHbIX 3TanoB o6pa60'r|<v1

MoTeHumnanbHble Lenu (OTKPbITUE HOBbIX BO3SMOXHOCTEW)
® B cnyyae pocTta Harpysku Ha 6a3y ayanTa — BO3MOXHOCTb MEePeHeCcTun Ha Apyrov cepsep 6e3 gayHTanma

® BO3MOXHOCTb BPEMEHHO OCTaHOBWTL 3amuch ayanTa B b1 (B cryyae 60/bLIOM Harpy3ku Ha 6a3y), Npyn 9TOM HaaeXHOo
COXPaHsa BCe CO0bLIEHNA B ovepeb

e [IpocTas MHTerpauus c cucteMamu Antifraud uepes pa3paboTky OTAeNbHOro nepeknagyvka (Méo aHTudpoa
noakn4vyaeTcd noannCyYMKoOM NpAaMo B TOﬂl/IK)

® CTpUMUHT cobbiTui B ELK ong Texnoanepxku
® O6paboTka OaHHbIX cuctemammn Machine Learning, predictive aHanus

® BO3MOXHOCTb U3MEHEHUHA MEXaHN3MOB XpaHeHWs Ha No-sql 6a3bl AaHHbIX, UnK time-series 6a3bl JaHHbIX.

He sBnaioTCa LensiMyM laHHOr0 U3MEHEHMS
® |I3MeHeHne popMaTa 3anucK ayanTta

® I3MeHeHWe NOrnKmn HanonHeHNa CoobLLeHN ayanTa nHGopmMaLLmen

# N3meHeHue apxuTeKkTypbl RooX UIDM ans BkntovyeHUs GyHKLMUOHANbHOCTHU

Mpu NpAMON 3anmcuK cobbiTUin ayanTa B B («CUHXPOHHbIN» BAPUaHT peannaaumnm), OCHOBHOM cepBep NpunoxeHnsa RooX
UIDM BbinonHsAeT 3anuck Hanpsamyto B CYB ayanTa, rapaHTMPOBaHHO OTAENbHO AN KaXA0ro NPOTOKONMPYEMOro
CObbITUA.

sso-server -> CYBI (cxema RX_AUDIT)

MpY NOTOKOBOW 3aMUCK COBBITUI ayanTa («aCUHXPOHHbIN» BapuaHT peanunsaLmmn), OCHOBHOM cepBep NpunoxeHns RooX
UIDM BbINONHAET 3an1ch COBbITUS ayanTa B oMepeb, Kak 1 paHee rapaHTUPOBAHHO M OTAENbHO ANA KaX4oro
NMPOTOKOMNPYEMOr0O COBbITUHA; COOBLLEHNA N3 O4epenn CUNTLIBAET KOMNOHEHT audit-db-writer wnauykamu coxpaHsaeT
BCYBA.

sso-server -> odepedb -> audit-db-writer -> CYBA (cxema RX_AUDIT)

Bnaronapsa HoBOW apXMTEKTYype Lenoyka paboTbl C COOLITUAMM ayAnTa B AaNbHENLLEM MOXET PACLUMPATLCH: MOTYT
NOABMATLCHA HOBbIE UICTOUYHMKM COBLITUI ayanTa, KpoMe cepaepa RooX UIDM; MoryT 0o6aBnaTbCa AOMNONHUTENbHbIE
NPUNOXEeHNA-06paboTunKM CObbITUM ayanTa; MOryT 406aBAATLCA AOMOMHUTENbHbIE MOTPEBbUTENN.

audit-writer
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HoBbIVt KOMMOHeHT B cocTaBe RooX UIDM. YcTaHaBnMBaeTCs, 3anyckaeTcsa U KOHOUIYPUPYETCA aHaNorMyHoO oCTarnbHbIM
KOMTMOHEHTaM.

audit-writer (3anucb cobbiTuinayanTa BB M3 ouepenn coobLIEHNIT aCUHXPOHHOMO ayanTa) NoCTaBNSeTCs B BUAe
rom-nakeTa audit-writer-<Bepcua>-rpm.rpm M YyCTaHaBMIMBAETCS C MOMOLLBIO yum Ha cepBepa npunoxeHun RooX
UIDM (1nu Ha opyrue cepBepa, B 3aBUCUMOCTM OT NPoekTa). Ha cepBepa AOMKHbI 6bITb TakKe YCTaHOBMNEHbI NMakeThl
KOHpUrypauum ¢ He06X0ANMbIMU HACTPOMKaMM.

Ha3HaueHne — 3anuch cobbiTu ayanTa B B.

AnropuTtm paboTbl

1. MonyunTb nakeT ¢ (N) BXOAALMX 3anmcen.
2. MpownsBecTu NakeTHyto BCTaBky Yepes JdbcTemplate batchUpdate().
3. Bcnyvae ecnv Bce ycnewHo, noareepanTs JMS ceccuio,

4. Bcny4vae oWwmnbKkn OTKaTUTb BCIO CECCUIO.

Ouepenb coobujeHUM

PelueHne rapaHTMpOBaHHO paboTaeT ¢ odepensammn cooblueHnn Artemis, RabbitMQ.

Bo3moxHo ncnonb3aoBaHue ActiveMQ, Kafka n opyrux ¢ Hebonbluon opaboTkon. MNpu HEOBXOAMMOCTHU NoAAepXaTb
ApYryto ouepenb 0bpaTUTEeCh K akkayHT-MeHeaxepy.

TpeboBaHWSA K pa3BepTbiBaHUIO CepBepa ouepean CoobLeHmnin

1. HacTpoeHbl NOBTOPHbIE AOCTaBKM COOBLLEHWI, KOTOPbIE He yaanock 0bpaboTaTh C backpressure v nporpeccrBHON
3apepxKon, HaunHas ¢ 10 cekyHa 1 o 14aca, C MaKCUMasbHbIM KONMYeCTBOM MOMbITOK AOCTaBKM paBHbIM 10.

2. Bcnydyae HEBO3MOXHOCTM 06paboTKM COOBLLEHNA C o4epeamn nonyyaTenemM oTnpasnaTb COOBLIEHNS B «OUepeb
MepTBbIX Mucem» (aHrn. Dead-letter queue)

3. CepBep ouepenm OOnMxXeH bbiTb pa3BepHYT B pexume failover-cluster Ha ABYX pa3Hbix GU3NYECKMX YCTPOMNCTBAX.

4. CepBep OOMKEH YCMELHO NPUHUMATh HOBbIE COOBLLEHUS B OYepeb, AaXe eCv BCe YntaTeny odepenm OTKIOUEHb,
cepBep AOMKEH MPUHMMAaTb HOBblE COOBLLEHNS, KOTOPbIE HE CUNTBLIBAIOT C OYepenn MUHUMYM 24 yaca. Heo6XxoauMo
paccuntaTb TpebyemMoe KONMUYeCcTBO AMCKOBOrO NPOCTPAHCTBA U MOCTaBUTb M0 Ha MOHUTOPUHT.

5. BbIBECTW B MOHUTOPWHI COBbLITUS, €CNM COOBLLEHMSA CAULLKOM MEeANEHHO CUMTLIBAOTCS.
6. MNpenycMoTpeTb NOANNCUYMKOB, B KOTOPbLIX AOMYCTUMbI NOTEPU COOBLLEHMI, K MPUMEPY CEPBUCHI aHANUTUKK.
7. Ouepedb cepBuca 3anucu cooblleHnn B B n nocTobpaboTku He [Oo/MKHa AONYyCKaTb NOTEPb M MPOMyCcKa COOBLEHNNA.

8. [lonxeH 6blTb 0TPaboTaH MexaHN3M PyYHOro Aob6aBneHnd COobLWeHNn B o4epeb B Criyvae OWwmnboK, 1 He06X0ANMOCTH
NMOBTOPHO 06paboTaTh COO6LWEHNA. BO3BMOXHOCTb CraTb COOBLLEHNA BPYUHYIO MPAMO B MOAMMUCKY, a HE B 04epe/b.

# KoHopurypaumsa

HacTtponkn sso-server
MapameTp OnucaHue 3HauyeHune No yMonyaHuio

com.rooxteam.sso.configuration.auditWriterimpl Peanu3saumng MexaHn3ma CoOXpaHeHns jdbcOperationAuditDao
cobbITur ayanTa. B napameTpe MoxeT
6bITb YKa3aHO OAHO WK Yepes 3andaTyto
HECKOIbKO 13 CneayowWwmx 3Ha4YeHnm: -
jdbcOperationAuditDao CUMHXPOHHas
3anucb B CYB/ -
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com.rooxteam.sso.audit. filter

com.rooxteam.audit.fields.excluded

com.rooxteam.audit.amqgp.addresses

com.rooxteam.audit.amgp.username

com.rooxteam.audit.amqp.password

com.rooxteam.audit.amgp.exchangeName

NMPEAYNPEXOAEM

amgpOperationAuditDao 3anucCb no
npotokony AMQP B ouepenb -

loggingFirstlLastOperationAuditDao
3anncb uHGopMaLLMm O NEPBOM U

nocnenHem Bxoae nonb3opatensa B CYB

BkntovaeT GuibTP Mo UMEHM COBbLITHI ¥
ayanTa, perynapHoe BbipaxeHue.

Cnmcok nonen ayanTa, KOTopble He 3aaHo, NUWYTCH BCe

OOJTKHbI 6bITb MCKOYEHbI U3 3aMUCK B nons
oyepenb, TOMbKO ANnd NOTOKOBOM
3anncu.

Anpec v nopT cepBepa ouepenen, He 3apaH
Hanpumep 127.0.0.1:5672

Nmsa nonb3oBaTens Ang NOAKNOYEHNS  He 3afaH
K cepBepy ouepenemn

Maponb ANsg NOAKNIYEHNS K CepBepy He 3apaH
oyepepnen

iMa Tonuka audit.raw

Ecnv B HacTporKkax sso-server BKaueCTBE pPeXuma 3anucu ayamTaykasaHo O4HOBPEMEHHO
jdbcOperationAuditDao M amgpOperationAuditDao , TO BaXHO y6eanTbCs, UTO sso-server W Audit DB Writer
NMOAKMYEHb! K pa3HbiM CYB/. B npoTnBHOM crnyyae 6yayT BO3HMKATb OLMOKM MPU 3anmMCu OAMHAKOBbLIX COBbITUI B OOHY

N Ty xe 6a3y.

Bce napameTpbl TpebyioT nepesanycka cepBuca roox-sso .

Hactpouku Audit DB Writer

MapameTp

com.rooxteam.audit.fields.excluded

com.rooxteam.audit.amqgp.addresses

com.rooxteam.audit.amgp.username

com.rooxteam.audit.amqgp.password

OnucaHue

Cnucok nonen ayamta, KOTopble AOMKHbI 6bITb
McKoYeHbl 13 3anucu B b

ALlpec 1 MOpPT CepBepa oyepenen, HanpumMep
127.0.0.1:5672

MMs nonb3oBaTens Ans NoaKMoYeHUs K cepeepy
oyepepnen

Maponb Ans NoaknYeHUs K cepeepy odepenem

3HaueHue nc
yMOn4aHuo

He 3a4aHo,

BCe nongd

He 3adaH

He 3adaH

He 3adaH


http://0.0.0.0:4000/webdocs/firstLastAuth.html
http://0.0.0.0:4000/webdocs/streaming_audit.html#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B8-audit-db-writer

com.rooxteam.audit.amqgp.exchangeName Mm@ nognuckn audit.raw::t

com.rooxteam.audit.writer.datasource.url JDBC URL gna nogknovenHnsa k CYB ayauTa, He 3afaH
Hanpumep
jdbc:postgresql://db.server.com:5432/RX_AUDIT

com.rooxteam.audit.writer.datasource.driver JDBC Driver ong nogkntodenus Kk CYB ayouTa, He 3afaH
Hanpumep org.postgresql.Driver

com.rooxteam.audit.writer.datasource.username IMa nonb3oBaTensa Aang nogknodeHua Kk CYb/ He 3a0aH
ayaouTa, HanpuMep postgres

com.rooxteam.audit.writer.datasource.password Maponb nonb3osatensa Ang nogknoveHns K CYb He 3afaH
ayauTa, HanpuMmep postgres

com.rooxteam.audit.writer.queueFlushBachSize=250 Pa3mep nakeTa ang 3anvcu B b 250

Bce napameTpbl TpebyloT nepesanycka cepuca audit-db-writer .

HacTtpowka cepBepa ouepenemn

B ouepean Heob6xo0anMMo HaCTPOUTbL exchange co CBOMCTBaMM:

name = audit.raw
durable

B exchange HeobxoavMa noanmcka ¢ MMeHem

audit.raw::to_enrich

F£ Oco6€HHOCTU U OrpaHUUYEeHuUs

CepBuchl ouepener nogaepXxmBaloT ceMaHTUky at least once 1 at most once. At most once ansg uenen o6paboTkm ayamTa
He NOAXOAMUT, TaK Kak HeNb35 NO3BONMUTb TEPATb 3anucn ayamTta. Ouepeam No3BONAT TPaH3aKUMOHHO NONYyYnTh addekT
exact once 3a cyeT ncnonb3osanua Distributed Transactions n two-phase commit, KOTOpPbIV rapaHTUPOBaHHO paboTaeT ¢
OCHOBHbIMM PCYB[1. HO faHHbI MeXaHW3M TpebyeT AeTarnbHbIX HaCTPOoeK, TECTUPOBAHUA, M paboTaeT LOBObHO
MeaNeHHO.

BBMAOY 3TOro NPUHATO pelueHne, YTO COobLLEHNE MOXET BbiTb MOTyYeHO cepBMCOoM 3anuncu B B[] 6onee ogHoro pasa. B
TeKyLlen Bepcum CXeMbl ayanTa OTCYTCTBYET YHUKANbHbIM MHAEKC Ha ID 3anncu, NnoaToMy BO3MOXHO co34aHne Ay6nmkaTos.
Cnyx6a akcnnyaTaumm 4omKHa 6blTb FOTOBa K NOABNEHMIO OYBNMPYOLWMX 3anMcen B Tabnuuax ayamTa, 1 npu paséope
3anucewn npoBepdAThb ID Ha Hannune aybnen. [lobaBneHne coobLeHni B Tabnuuy 6e3 4ONOMHUTENbHBIX NPOBEPOK SBASETCS
Hanbonee BbLICTPLIM.

MpouTuTe Takxe


http://0.0.0.0:4000/webdocs/streaming_audit.html#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-%D1%81%D0%B5%D1%80%D0%B2%D0%B5%D1%80%D0%B0-%D0%BE%D1%87%D0%B5%D1%80%D0%B5%D0%B4%D0%B5%D0%B9
http://0.0.0.0:4000/webdocs/streaming_audit.html#%D0%BE%D1%81%D0%BE%D0%B1%D0%B5%D0%BD%D0%BD%D0%BE%D1%81%D1%82%D0%B8-%D0%B8-%D0%BE%D0%B3%D1%80%D0%B0%D0%BD%D0%B8%D1%87%D0%B5%D0%BD%D0%B8%D1%8F
http://0.0.0.0:4000/webdocs/streaming_audit.html#%D0%BE%D1%81%D0%BE%D0%B1%D0%B5%D0%BD%D0%BD%D0%BE%D1%81%D1%82%D0%B8-%D0%B8-%D0%BE%D0%B3%D1%80%D0%B0%D0%BD%D0%B8%D1%87%D0%B5%D0%BD%D0%B8%D1%8F

® PaboTa Cc reonokaunen nonb3oBaTtens
® CnpaBOYHWUK COBbLITUIM ayauTa


http://0.0.0.0:4000/webdocs/detection.html
http://0.0.0.0:4000/webdocs/audit-events.html

