RooX UIDM

QlMownck no oKyMeHTaLum

APl ayTeHTUpMKaLumm

OrnaBsneHue

# O6éwmne 3aMevaHus no paéore c API
# ABTOMaTu4eckuy Bxopn rno texHonorum HTTP Header Enrichment
# AyTEeHTUPUKAaLMSA NO NOrMHY-Naposto

# CTapT cL.eHapus

# [Nepenaya normHa u napons

# OTobpaxeHune captcha

# [Nepepayva noruHa, napons u cumeonos captcha
# [ByxdakTOpHasa ayTeHTuduKauma

# Banunpauua OTP
# AyTeHTudMKaumnsa no Homepy TenedoHa n OTP koay

# BBoa HoMepa TenedoHa n otnpaska CMC coobleHuns

# Banupauus BBEAEeHHOro Koaa
# 0b6paboTKa OLMBOK M OCOB6EHHbIX CryYyaeB

# BnokupoBKa nonb3osaTens

# [puHyanTenbHas cMeHa napons nonb3oBaTens npu exone

# BnokMpoBKa AocTyna rnonb3oBaTens K KOHKpeTHOMY pecypcy no client_id
# BO3MOXHbl€ OrpaHUYEeHNs Ha Nons GopMbl

# BO3MOXHbIe KOAbl OLM60K
# AYTEHTUPMKaLMA OT UMEHM NoMb3oBaTens
# (MopMarT 3anpoca
# Banupauumsa TokeHa gocTyna
# (MopMaT 3anpoca
# [NoBblWeHne ypoBHA aBTopu3aumm RooX UIDM c nomolubio OTP

# CXxeMa MNoBbIWEeHNS YPOBHS aBTOpU3aLIMK

# (GopMaTt 3anpoca Ha NoBbllIEeHNE YPOBHS aBTopuM3aLmm

# (QopMaT yCnewHoro oTBeTa Ha NoBbllIEHNE YPOBHS aBTOPU3aLLUm
# (MopMaT 3anpoca Ha NOBTOPHYIo oTnpaBky OTP nonb3oBaTento

# (QopMar ycnewHoro oteeta Ha otnpasky OTP nonb3oBaTento

# (QopMaT 3anpoca Ha Banuaauuio OTP

# (MopMaT ycrnewHoro oTeeta Ha Banmaauuio OTP

# GopMart owmnbkm Banupaumm OTP

# OopMaT oTBeTa Npu 6JI0KUPOBKE NONb30BaTeNs
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# BO3MOXHble KOobl OLN60K
MonyyeHne TokeHa rnop onepauuo

# NpoBepka HEO6XO0ANMOCTHU MOTyYEHUS TOKEHa NoJ ornepaLumio
# NonyyeHne 0AHOPa30BOIro TOKeHa nof onepauuio

# 3anpoc Banvaauun BBEAEHHOro koaa

# ®opMart owmnbkm Banugaumm OTP

# (@opMaT oTBeTa npu 6/10KMPOBKE Nonb3oBaTens

# BO3MOXHble KO/bl OLIN6OK

CMeHa faHHbIX ayTEHTUdMKALMK (MOrMH M Naponb) Nonb3oBaTens
# 3anpoc Ha CMeHY napbl Naponb/NornH nonb3osaTtens

Bbixon uepes API

# (QopMarT 3anpoca

Bbi3os callback URL npu nHBannMpauumn TOKEHOB

# MHBanuMpauunsa ToOKeHa nonb3oBaTens
# BnokMpoBaHue cepBuca LLefTMKOM

# TNOHUXEHVe YPOBHS aBTOpM3aLLMM TOKEHa

Mcnonb3oBaHWe NnapaMeTpa scope
OuarpaMmmbl nepexonoBs ans pa6otbl ¢ RooX UIDM

# ABTopu3aumsa B RooX UIDM npwu cylecTBytowen ceccum

# AyTeHTudmkaumsa B RooX UIDM c TokeHOM aBTOMaTU4yecKoro Bxofa npu oTCyTCTBUM CECCUN
# AyTeHTudukaums n asTopusaums B RooxX UIDM

# [NoBblWEHWe YPOBHS aBTOpU3aLmm

# OT3bIB TOKEHA

API npeaHa3HadeHo ansg ayTeHTuouKaunm Yepes RooX UIDM 13 SPA 1 MOBUABHBIX MPUNOXEHWIA.

MoanepXuBailoTcs CneayioLye CLeHapum Bxoa:

yYepes NormH-naposb, B TOM YMCNe YCUNEHHbIV BTOPbIM hakTopoM - OTP yepe3 SMS

Yyepes [0NrOXMBYLLMI TOKEH, COXPaHEHHbIN B MPUNOXEHUM (MCNonb3yeTca ana ayTeHTudukaumnm yepes MUH-koa nnm
6roMeTpUIo)

aBToOBXOA No TexHonorum HTTP Header Enrichment

Kerberos

# O6wure 3ameuyaHusa no pa6ote ¢ API

Bce napameTpbl 3anpoCcoB M OTBETOB, aTPUBYThl MONb30BATENEN U NPOYME NapaMeTpbl ABNSAIOTCS PEFMCTPO3aBUCUMbBIMU
Bce napameTpbl 3anpoCcoB U OTBETOB ABNATCS 0653aTeNbHbIMUW, €CNK IBHO HE yKasaHo o6paTHoe

MNepeHoChl CTPOK B HEKOTOPLIX MPUMEpPax 3anpocoB AobaBneHbl Ang yoobCTBa UTeHWA, peanbHas CTpoKa 3anpoca
[OMKHa BbITb 63 HUX

KnueHT ponxeH nogaepxmsats HTTP cookies
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® [Ipu 3anpocax K API, owmnbkm co ctatycom 503 Bcerga npuxoaat 8 HTML.

#£ ABToMaTuuyeckum Bxon no texHonornm HTTP Header Enrichment

HAMOMUWHAEM

[aHHbIV War 9BNg9eTCH OrnunMoHanbHbIM 1 MOXET 6bITb MPOMYLLEH, €CNK aBTOMAaTUYECKUI BXO HE TpebyeTCs 1nu
ncnonbayeTcsa TexHonorus, otnuyHaa ot HTTP Header Enrichment.

[n9 BO3MOXHOCTM aBTOMaTUYeCKOro Bxoaa rno texHonoruv HTTP Header Enrichment Heo6x0oAMMO MOMyYnUTh TOKEH
aBTOMaTW4yeckoro Bxoa otaenbHbiM POST-3anpocom.

3anpoc fomkeH obasatenbHo naTu no npotokony HTTP, a He HTTPS - 370 orpaHuyeHne TEXHOMOMUu.

®opmarT 3anpoca

POST /sso/auth/autologin

<sso_host>
application/json

® <sso_host> - 6a3oBbivt aapec cepsepa RooX UIDM, HanpuMep sso.rooxteam.com

®dopmaT oTBETa

B oTBeTe Bcerga BO3BpallaeTCcs TOKEH aBTOMaTMUYEeCKOro BXOAa, KOTOPbIA HY>XHO NepefaTth B 3anpoce Hayana
ayTeHTUdUKaLLNK:

HTTP/1.1 200 OK

"auto-login-jwt": "eyJhbGciOiJSUGEtTOFFUCISImVuYyI6IKEXMjhHQOO1£Q.enSg9mzML5y -
RE_tFDMh1Ixwrb8yYX-bPN8X-
rz9nHFQFhb1lyGyQ5RVEEDF12hpfDPbMTi5WzHaC79FFwkHWwdneDYMCnF1GBMTpZGNRrQxubyItycAY_GEAURpW3_3
BT2Dkj78Q-faD4XoeREodhaPsfQrAOTunMLODCwia5Rs.61r2M6pqz47ge5aGQ6L6N5T -
U55qZ5ISd4aik4YWa.j09EB1wfaDONNN6BZRoOdNgndUejGWQOxpellinxY.SI8AtbswxqHFf6Wb_gd5BQ"

[Nona oTBeTa

® <auto-login-jwt> - TOkeH aBTOMaTU4YeCKOoro Bxoaa

#H AyTeHTUPUKaLMUSA Mo NTOrMHy-naposo

CtapT cueHapusa

AyTeHTuduKaLms BoinonHAeTcsa no npotokony OAuth2.0 c nepefaven crneumanbHOro 3Ha4yeH1a napameTpa grant_type
ans SPA 1 MOBMMbHBIX MPUNOXEHWN
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[na nonbITkKM aBTOMaTMYECKOro Bxoaa yepes texHonoruio HTTP Header Enrichment moxeT 6biTb NepefaH napamMeTp auto-
login-jwt, nonyyYeHHbIN B OTBETE Ha Ware ABTOMaTUYeCKMI BXOL.

®opmMaT 3anpoca

POST /sso/oauth2/access_token

client_id=<client_id>&

client _secret=<client_secret>§

scope=<scope>§
grant_type=urn:roox:params:oauth:grant-type:m2m&
realm=<realm>&

service=dispatcher§

MapamMeTpol

® <sso_host> - 6a3oBbit agpec cepsepa RooX UIDM, HanprmMep sso.rooxteam.com

® <realm> - peanmM B RooX UIDM, Hanpumep, %2Fcustomer, koTopoe aBngeTcs uri-encoded 3HavyeHneM /customer
e <client_id> - noeHTUdGUKaTOP KNMEHTAa, HanpumMmep selfcare

® <client_secret> - naponb kKnneHTa

e <scope> - OAuth2.0 scope, onuMoHanbHO, perMcTpo3aBUCMMO

e <«grant_type> - cnocob aBToOpM3aLMM NoNb30BaTENS, AN AaHHOIr0 CLeHapusa BCceraa urn:roox:params:oauth:grant-
type:m2m

® <service> - UMA LLeNoYkn ayTEHTUOMKALLMK, AN AaHHOMO cL.eHapus Bceraa dispatcher
e <response_type> - cnocob aBTopu3aLLMm Nonb3oBaTeNs; B AaHHOM CLieHapum Bceraa token
e <auto-login-jwt> - TOKEH aBTOMaTUYECKOr 0 BXOAa, ONLMOHANbHO

e «mpt> - MynbTUNNATGOPMEHHbI TOKEH, OMLMOHANbHO
B cnyuyae ycrnewHoro aBToBXxoa, B 0TBeTe 6yaeT cpa3y Bo3BpalleH access_token

B cnyyae HeycnelwHoro aBToBxoa, OTBeT 6yAeT cofepxaTb AaHHble 0 GopMe AN BXOAA MO NOTrvHY ¥ Naponio.

(DOpMaT OoTBeTa npuycnewHoOM aBToBxoae

HTTP/1.1 200 OK

"access_token": "fe8a0976-972c-4773-9ba8-662c92869639",
"refresh_token": "863a4983-2424-4ch3-9ed2-18£9357b64c0",
"refresh_expires_in": 1599,
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"token_type": "Bearer",

"expires_in":

"old_token": "fe8a0976-972c-4773-9ba8-662c92869639",

"IJWTToken":
"eyAiY3R5IjogRh1XVCIsICJ0eXZu5iAiandOIiwgImFsGuM6ICITIUZIANIiIgfQ.eyIhdWQiOlsieW90YV9sal9tMm

OiXSwed3ViIjoiYmlzX19£X18yRpg3NjUOMzIxIiwiABUOIjoxNjAXOTgzNTc4LCIhenA101iI5b3RhT5trX20ybSIs
ImFtciI6ImR1dmljZV9zdG9yZWREAGITrZWAiLCIOb2t1bk5hbWUi0iFXCF90b2t1biIsImlzcyI6InlvdSWwbGtEbT
JtIiwicmVhbGOi0OuUvY3VzdG9tZXIiLCIOb2t1b1R5cGUi01JCaVI1ZGR1IZEpXVFRva2VuIliwiZXhwIjoxNjAx0Tgo
MTc4LCIpNOZi0jE2MDE50DMINZzh9 . _KCRnEwOqI9K1JIVCVbwofCqsZzzEm7PIBqEfICAGLI9bG"

MapamMeTpbl 3anpoca

® scope - cnuncok scope (B dopmMaTte JSON Array) paspeleHHbiX A5 UCNoNb30BaHUS OT UMEHM NOMb30BaTe s, BO3MOXHbIE
3HayYeHns 3a0at0TCA KOHOUrypaLmen

e token_type - Tvn BbiAaHHOro TOKeHa. Bcerpa Bearer

e refresh_token - BblaaHHbIN refresh token

e refresh_expires_in - BpeMs 0 UCTeUYeHNs Cpoka AencTBua refresh TokeHa B cekyHOax
® 3ccess_token - BblgaHHbINM access token

® expires_in - BpeMs O UCTeYEeHMs CpOoKa AENCTBUSA TOKEeHa B CekyHaax

® old_token - TOKeH, BblAaHHbIV BHELLUHEN CUCTEMOW, CTPOKA

o JWTToken - JWT TOKEH AN ANNTENbHOMO XPaHEHUS 1 NOCNeayoLen ayTeHTuduKaLmm

CDOpMaT OTBETa cepBepa nocrsie HeycnewHoro asToexona

Ecnu aBTOBXOA 6bIN MPOMYLLEH, MO0 3aKOH4YMICHA HeycrnewHo, RooX UIDM oTnpasnaeT onncaHne GopMbl BBOAAE YHETHbIX
uaHHuxnonb3OBaTeneM(TaKMXKaKnorMH/naponb%

Ul nomxkeH otpucosaTb GOPMY COriaCHO ONMUCaHKIO.

HTTP/1.1 200 OK

"form": 1§
"errors": [],
“name": "loginForm",
"fields": %
"username": {
"constraints": [

“NotNull"

"name": "Size",
"attributes": §
"min": 10,

"name": "FilteredSize"
"attributes": §




"skip": "(A[N9]+) | ([MG-9]) ",
"min": 10,
"max": 10

]
5o
"password": {
"constraints":

1

[

”Size”,

i

"name":
"attributes":

"min": 4,
"max": 1024

5
}l
1

"name": "NotNull"

%
i
"view": %
"blockedFoxr": null,
"isBlocked": false

}I
"serverUrl": "<ignore>",
"step": "auth_form",
"execution": "dec7dacf-as2d-4345-aae5-d08410ch8f95 _H4sIAAAAAAAAANIWTWwWcRRYu27GdxE5wWENnYF"

MNona oTBeTa

form - bopma nonyveHWs napamMeTpoB ayTEHTUGUKALIMM NONb30BaTENS

errors - CrMcoK oWMB0oK, COOBLIEHNE MOXET BbITb NpUBA3aHo K nonto (field)
form.name - nms Gopmbl

fields - cnvucok nonen Gopmbl

username - atTpubyTbl, OTHOCALUMECH K UMEHW MOMb30BaTEN

password - aTpnbyTbl, OTHOCHLLMECSH K MAPOIIIO
constraints - cnncok orpaHnyeHni Ha none
constraints.name - UMA orpaHn4eHns
constraints.attributes - nepeyeHb aTpUOYTOB OrpaHUYEHI
constraints.attributes.min - MMHMManNbHOE 3HaYeHVe ONA AaHHOro aTpubyTa
constraints.attributes.max - MakcuManbHoe 3HauyeHWe a5 AaHHOro aTpubyTa
constraints.attributes.skip - perynapHoe BbipaxeHune BannaaLmm 3Ha4yeHns Ansa nonsg
View - JONOMHUTENbHbIE AaHHbIe TeKyLero wara

isBlocked - npu3Hak 610KMPOBKM NMOMb30BaTeNA

blockedFor - Bpems 00 pa3bnokMpoBKM B CeKyHAaax

serverUrl| - URL ona 3anpocoB Ha cepBep

step - naeHTudukaTop wara

execution - ngeHTMdMKaTOP Npeaceccum ayTeHTduKaLLmm



Nepepaya noruHa v naponsa

B aTOM 3anpoce ncnonb3yeTcs 3HaueHne napamMeTpa execution n3 npefblayLiero oTeeTa cepsepa. B cnyyae ycnewHom
ayTeHTUOVKaumm byneTt Bo3BpalleH access_token. B cnyyae HeycnelwHown ayTeHTUduKaumm 6yneT BO3BpalleH OTBET,
aHanorn4yHbI OTBETY CepBepa Nnoce HeyCcrnewHoro aBToBxo4a, CoaepXalluii onmcaHne owmnoboK.

Bo3moxHa oTnpaska AOMOMHUTENBbHBIX NapaMeTpoB ANA BHEWHUX aHTUdpoa cucTeM. Hanpumep: extlp, innerlp, mac. MNong
HOCAT MHDOPMATUBHbBIV XapakTep Tak Kak 6€30MacHOCTb Nnepefadn 3HadeHnn He rapaHTMpyeTCcs.

®opmaT 3anpoca

POST /sso/oauth2/access_token HTTP/1.1
<sso_host>

Accept: application/json

Cache-Control: no-cache

Content-Type: application/x-www-form-urlencoded

client_id=<client_id>&
client_secret=<client_secret>&
scope=<scope>§
grant_type=urn:roox:params:oauth:grant-type:m2m&
realm=%2Fcustomer&
service=dispatcher&
response_type=token&
execution=<execution>&
username=<username>&
password=<password>&
_eventId=next

MapaMeTpbl

® <sso_host> - 6asoBbit agpec cepsepa RooX UIDM, HanprmMep sso.rooxteam.com

e <client_id> - noeHTUGUKaTOP KNMEeHTa, Hanpumep selfcare

e <client_secret> - naponb knneHTa

® <«scope> - OAuth2.0 scope B kogmposke UTF-8, onunmoHanbHoO, permcTpo3aBMcumo

® <grant_type> - cnocob aBTOpM3aLLMM NOMb30BATENSA, B JaHHOM CLieHapuu BCeraa UCnonb3yeTcs 3HadeHme
urn:roox:params:oauth:grant-type:m2m

® <realm> - rpynna nonb3oBaTenen RooX UIDM, Bcerfa Ucrnonb3yeTcs 3HadeHne %2Fcustomer, KOTOpPOe ABMAeTCA Uri-
encoded 3HayeHneM /customer

e <execution> - naeHTUdUKaATOP NPeaceccun ayTeHTuduKaummn, 3HayeHne 6epeTtcs n3 npenbliayLero oTeeta cepsepa
® <service> - UMS LLernoYkn ayTeHTudunkaumn, scerpa dispatcher

® <response_type> - cnocob aBTopu3aLmMmn Nonb3oBaTeNd; B JaHHOM CLieHapuu Bcera token

® <username> - IOrMH NOMb30BaTENA

® <password> - Maposb NONb30BaTeNS

e <_eventld> - ngeHTUGUKaTOP OENCTBUA, BCerga next

® <innerlp> - BHyTpeHHUI IP-nonb3oBaTens nonb3oBaTend, onuMoHanbHo

® <mac> - MAC-agpec ceTeBoro aganrtepa, ofnuMoHanbHo

e <extlp> - BHewHu IP-agpec nonb3oBaTens, onuMoHanbHoO

®dopmMaT ycrnewHoro oTeeTa
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HTTP/1.1 200 OK

"access_token": "fe8a0976-972c-4773-9ba8-662c92869639",
"refresh_token": "863a4983-2424-4cb3-9ed2-18f9357b64c0",
"refresh_expires_in": 1599,
"scope": [

g

"token_type": "Bearer",

"expires_in": 599,

"IWTToken":
"eyAiY3R5IjogRh1XVCIsICJI0eXZu5iAiandOIiwgImFsGuM6ICITIUZIINIiIgfQ.eyIhdWQiOlsieW90YV9sal9tMm
OiXSwed3ViIjoiYmlzX19£fX18yRpg3NjUOMzIXxIiwiABUOIjoxNjAXOTgzNTc4LCIhenAi0iJI5b3RhT5trX20ybSIs
ImFtciI6ImR1dm1jZV9zdG9yZWREdGIrZWAiLCIOb2t1bk5hbWUiOiFrCF90b2t1lbiIsImlzcyI6InlvdSWwhGtEbT,
JtIiwicmVhbGOiOuUvVY3VzdG9tZXIiLCIOb2t1b1R5cGUi01JCaVI1ZGR1ZEpXVFRva2VuIliwiZXhwIjoxNjAx0Tg0o
MTc4LCIpNOZiOjE2MDE50DMINZh9 . _kCRNEWOqI9K1IVCVbwofCqsZzzEm7PIBqfICAGI9bG",

"mpt": "4b527cee-af96-455f-902c-ebl4f13ed3fh"

[Nona oTBeTa

scope - cnncok scope (B dopmMaTte JSON Array) paspelleHHbiX 415 UICNoNb30BaHUS OT UMEHM NONb30BaTeNs), BO3MOXHbIE
3HaYeHWsa 3a4al0TCA KOHPUrypaLmemn

token_type - Tvn BblAaHHOr 0 TOKeHa. Bcerpa Bearer
refresh_token - BblgaHHbIN refresh token

refresh_expires_in - Bpems 0O UCTEeYeHUA CpokKa AencTBuA refresh TokeHa B cekyHaax
access_token - BbifaHHbIN access token

expires_in - BpemMd [O UCTEYeHNA CpoKa AeNCTBUA TOKEHa B CeKyHaax

JWTToken - JWT TokeH Ang AnnTenbHOro XpaHeHus 1 nocnenyowen ayTeHTnounkaumm B CLeHapum ABTOMaTUYEeCKUI
BXoO

mpt - MynbTUNAaTGOPMEHHbBIN TOKEH. CnyXUT AnF 3aMeHbl BBoAa NnoruHa/napona/OTP B cueHapum ayTeHTUOUKaLNN
Hanuyme 3TOro TOKEHa B OTBETE 3aBMCUT OT KOHPUrypaumum cepsmca RooX UIDM

®opmMaT oTBETa NPV HEBEPHOM Maporne

HTTP/1.1 200 OK

"form": $
"errors": [

"message": "invalid_credentials"

"name": "loginForm",
"fields": §t%
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"blockedFor":
"isBlocked":

"serverUrl": "https://sso.rooxteam.com/sso/auth/login-widget-router",
"step": "auth_form",
"execution": "dec7dacf-as2d-4345-aae5-d08410ch8f95 _H4sIAAAAAAAAANIWTWwWcCRRYu27GdxE5wWENnYF"

lMonsa oTBeTa

e form - popmMa nonyyeHns napaMeTpoB ayTeHTUDUKALUM NONb3oBaTeNns

® errors - CrMCoK OWNB0K, COOBLLEHNE MOXET 6bITb NpuBa3aHo k nosnio (field)
® message - cooblieHne 06 olmnbke

e form.name - UM GOpPMbI

e fields - cnucok nonen Gopmbl; B JAHHOM NprMepe 3HadyeHre yaaneHo ang ynobcrea YteHus
® view - ONOMHUTEeNbHbIe JaHHbIE TeKyLWero wara

® isBlocked - npu3Hak 6/10KMPOBKM MOMb30BaTENA

® blockedFor - Bpems 00 pa3bnokMpoBKM B CeKyHaax

e serverUrl - URL ona 3anpocoB Ha cepBep

e step - maeHTUdMKaTOp LWara

® execution - ngeHTUPUKaATOP Npeaceccun ayTeHTudmKaLmnm

CDOpMaT oTBETa npu owunbke aYTeHTMCI)MKaLI.VIM yepe3 BHeWHK Cnctemy

Mpun ncnonb3oBaHUM ayTeHTUDUKALLMKM YEPES BHELLHIO CUCTEMY BO3MOXEH MPO6POC OWNBOK BHELLHEN CUCTEMbI B POPMY
3HaveHune nond form.errors.message 1 popMaT AaHHbIX view.externalAuthError onpenenseTtca paspaboTymMKoM npu
peanu3auunmn KOHKPEeTHOro MOAY A

HTTP/1.1 200 OK

"form": 3§
"errors": [

"message": "user_blocked"

"name": "loginForm",
"fields": §%

"isBlocked": false,
"externalAuthErroxr": 3%
"error_type": {
"additionalParams": $%,
"message": "OTkas ayTeHTupukaumm: user_blocked"




"serverUrl": "https://sso.rooxteam.com/sso/auth/login-widget-router",
"step": "auth_form",

"execution": "dec7dacf-as2d-4345-aae5-d08410ch8f95 H4sIAAAAAAAAANIWTWwcRRYu27GdxE5wWENYF"

Monsa oTeBeTa

e form - popma NnonyyeHns napaMeTpoB ayTeHTUPUKALUM NoNb3oBaTens

® errors - CnNMcok oWwmn60okK, cooblieHne MOXeT 6bITb MpuasasaHo k nonto (field)

® message - cCoobLeHVe 06 olmnbKe (onpenenseTcs MHTErPaLMOHHBIM CLLeHapUEM)

e form.name - UM GOpPMbI

e fields - cnncok nonen GOpMbl; B JAHHOM NpUMepe 3HayYeHne yaaneHo Ana yaobcTea YTeHus
® view - JONOMHUTEeNbHbIe faHHbIe TeKyLero wara

® isBlocked - npu3Hak 6110KMPOBKM MOMb30BaTENS

® plockedFor - Bpema [0 pa3brokMpOBKM B CEKYHAAX

e externalAuthError - Moenb AaHHbIX COAepXKallas OWMBKM BHELIHEN CUCTeMbl (onpeaenseTcs MHTerpaLmoHHbIM
cLeHapueM)

e serverUrl - URL ons 3anpocoB Ha cepBep
® step - maeHTUOUKaTOp Wwara

® execution - UOEHTUGUKATOP Npeaceccun ayTeHTupmKaLmm

OTo6paxeHune captcha

[Nocne npeBblleHns 3afaHHOro Ymcna nonelTok BxoAa RooX UIDM nepepaet captcha v TpebyeT B cneaytolem 3anpoce
ﬂepeﬂaTbCMMBOﬂH3TOFOM306paerMH

COCTOQHMeMOXGTOTPMCOBHBaTbCﬂKaKBCueHapMMBXOﬂaﬂOﬂOFMHYTBpOﬂD,TaKMBCueHapMMCO3ﬂaHMﬂﬂpMBﬂ3KMC
couceTamu.

Tabnuua 1. BxoaHble gaHHble (0T cepBepa K BUAXETY)

nms o6si3aTenbHbIN onucaHue KOHCTPEMNHTbI
serverUrl na URL onga cnepytowero
3anpoca
execution na NoeHTudunkaTop
npenceccumn
ayTeHTuduKaumm
step na Kopn coctodaHua Bcerpa captcha_auth_form
view.recaptchaSiteKey na Knoy ana ¢opmmnpoBaHma

response ans
nocneaylowen sBanuaaLmm
ReCaptcha

form.errors[].message HeT CooblieHmne 06 ownbke
Banngaunm
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form.errors|].field HeT

[Mone B KOTOPOM HavdeHa
olmnbka

Tabnuua 2. [laHHble, nepeaatowmecs ToNbKO B CLeHapum co3faHns NPUBA3KM

ums

avatarUr

firstName

fullName

socialNetworkld

Mpumep

"form": 1§

"errors'

"field":

"message":

"name":

"fields'

o6s3aTeNnbHbIN

HeT

HeT

HEeT

na

|: [

"captchaCode",
"invalid_captcha"

"captchaloginForm",

. {

[

"name": "NotNull"

"name": "Size",
"attributes": §
"min": 10,

"name": "FilteredSize",
"attributes": §
“skip": "(A[A91F) | ([AMN\NAD) M,
"min": 10,

onucaHue KOHCTpeﬁHTH
Apnpec poTorpadpum

aKkKkayHTa coLl. ceTu ans

NPUBA3KM

IMa nonb3oBaTens
aKKayHTa cou,. ceTu Ang
NPUBA3KK

MonHoe nMs Nonb3oBaTens
aKkayHTa coL.,. ceTu ans
NPUBA3KN

NoeHTrdunkaTop cou,. ceTtu
(vkontakte, odnoklassniki)
LN NpYBA3KM



]
Fo
"password": {
"constraints":

1

[

"name" :
"attributes":
"min": 4,
"max": 1024

”Size”,

i

§
5,
1

"name": "NotNull"

"view": 1
"recaptchaSiteKey":

"6LE5CQkUAAAAA3shbFPdpOb7HEWIivKgKFUACNtR"

o
"serverUrl": "https://sso.rooxteam.com/sso/auth/websso",
"step": "captcha_auth_form",
"execution": "dec7dacf-as2d-4345-aaeb-
d08410ch8f95_HAsTAAAAAAAAANIWTWwCRRYu27GdxE5SwENYF. . ."
%

Ta6nuua 3. Mona oTeBeTa

ums o6s3aTeNnbHbIN onuncaHue KOHCTpeVIHTbI

username na Homep TenedoHa Habop 13 CUMBOIOB,
MUHUMYM 10, MakCUMyM 25

password na [Maponb 4-1024 cumBona

gRecaptchaResponse na Response
CHOPMMUPOBaHHbBIV pekanyen
ANA Banuaaumm

Nepepaua nornHa, napons u cumMBonoB captcha

B aTOM 3anpoce 1cnonb3yeTca 3HadeHe napameTpa execution 3 HeycrnewHoro oTeeTa ¢ TpeboBaHeM BBOa CUMBOIOB
captcha. B cnyyae ycnelwHon ayTeHTuduMKaunm 6yaet Bo3BpalleH access_token. B cnyyae HeycnewHon ayTeHTuduKaLmm
OyLeT BO3BpaLLeH OTBET, COAepXaLlmi onucaHne ownbok.

BBop nonb3oBaTeneM CMMBONOB Cc captcha

POST /sso/oauth2/access_token
<sso_host>

Accept: application/json
Cache-Control: no-cache
Content-Type: application/x-www-form-urlencoded
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client_id=<client_id>&
client_secret=<client_secret>§

scope=<scope>§
grant_type=urn:roox:params:oauth:grant-type:m2m&
realm=%2Fcustomer&

service=dispatcher§
execution=<execution>&
username=<username>&
password=<password>&
captchaCode=<captcha_code>§&
_eventId=next

MapamMeTpsbl 3anpoca

e <realm> - rpynna nonb3oBaTenen RooX UIDM, Bcerga ncnonb3yeTcs 3HadeHne %2Fcustomer, KOTOpoe ABNgeTCs uri-
encoded 3HayeHueM /customer

® <sso_host> - 6a3oBbivt aapec cepsepa RooX UIDM, HanpuMmep sso.rooxteam.com

e <client_id> - ngeHTndumkaTop KNMeHTa, Hanpumep selfcare

® <service> - UMS LLernoYku ayTeHTudunkaumn, scerpa dispatcher

e <client_secret> - naposnb knneHTa

e <¢scope> - OAuth2.0 scope B koanposke UTF-8, onunmoHanbHoO, permcTpo3aBMcumo

® <execution> - MAeHTUPUKATOP NPeAcecCcumn ayTeHTUdUKaLMK, 3Ha4eHne 6epeTca n3 npeabiayLero oTBeTa cepsepa

® <grant_type> - cnocob aBToOpM3aLM NONb30BaTENS, BCeraa Ucnonb3yeTcd 3Ha4deHne urn:roox:params:oauth:grant-
type:m2m

e <username> - UMs Nnonb3oBaTens (Homep TenedoHa)
e <password> - naposb Nonb3oBaTens

e <captcha_code> - cumBonsl captcha

<_eventld> - noaeHTUdMKaTOP AENCTBUS, BCeraa next

CDOpMaT ycnewHoro oTeeTa

HTTP/1.1 200 OK

"access_token": "fe8a0976-972c-4773-9ba8-662c92869639",
"refresh token": "863a4983-2424-4cb3-9ed2-18f9357b64c0",
"refresh_expires_in": 1599,

"token_type": "Bearer",

"expires_in": 599,

"old_token": "feB8a0976-972c-4773-9ba8-662c92869639",

"IWTToken":
"eyAiY3R5IjogRh1XVCIsICJ0eXZu5iAiandOIiwgImFsGuM6ICITIUZIANIiIgfQ.eyIhdWQiOlsieW90YV9sal9tMm
OiXSwed3ViIjoiYmlzX19£X18yRpg3NjUOMzIXxIiwiABUOIjoxNjAXOTgzNTc4LCIhenAi0iJI5b3RhT5trX20ybSIs
ImFtciI6ImR1dm1ljZV9zdG9yZWREdGIrZWAiLCIOb2t1bk5hbWUiOiFXCF90b2tlbiIsImlzcyI6InlvdSWwhGtEbT
JtIiwicmVhbGOiOuUvY3VzdG9tZXIilLCJOb2t1b1lR5cGUi0iICaVI1ZGR1ZEpXVFRva2VuliwiZXhwIjoxNjAx0Tgo
MTc4LCIpNOZiOjE2MDE50DMAINZh9 . _kCRnNEwOqI9K1JIVCVbwofCqsZzzEm7PIBqfJICAG19bG"




MapaMeTpsbl 3anpoca

® scope - cnuncok scope (B dopmaTte JSON Array) paspelleHHbIX 415 UCNOoNb30BaHUA OT UMEHM NOMb30BaTeNs, BO3MOXHbIe
3HaYeHMs 3a4aTCH KOHOUrypaLmemn

e token_type - TN BbiAaHHOro TOKeHa. Bcerpna Bearer

e refresh_token - BbigaHHbIN refresh token

e refresh_expires_in - BpeMs 0O UCTedeHus cpoka aencTeud refresh TokeHa B cekyHaax
® access_token - BblgaHHbIN access token

® expires_in - BpeMda 4O UCTedyeHUs Cpoka OenCTBUA TOKeHa B CEKyHOAX

® 0ld_token - TOKEH, BblAaHHbIV BHELLIHEN CUCTEMOW, CTPOKa

o JWTToken - JWT TOKeH ONnd ANUTENbHOM0 XpaHeHus 1 nocneayoLwen ayTeHTudukaumm

®dopMaT HeycnewHoro oTeeTa Npu HeBepHOM 3HavyeHun captcha

HTTP/1.1 200 OK

"form": 1§
"errors": [

"field": "captchaCode",

"message": "invalid_captcha"

“name": "captchalLoginForm",
"fields": §t%

"https://sso.rooxteam.com/sso/api/captchas/elbd0719-f8cd-4aa9-9bcé6-

"serverUrl": "https://sso.rooxteam.com/sso/auth/websso",
"step": "captcha_auth_form",
"execution": "dec7dacf-as2d-4345-aae5-d08410chb8f95 H4sTAAAAAAAAANIWTWwWcRRYu27GdxE5wWENYF"

Monsa oTeBeTa

e form - popma nonyyeHns napaMeTpoB ayTeHTUPUKALMM NoNb3oBaTens

® errors - CnMcok oWwmn6okK, cooblieHne MOXeT 6bITb MpuasasaHo k nonto (field)

e field - none, K KOTOPOMY NPUBA3aHO COOBLLEHNE 06 OLnbKe

e form.name - UM GOpPMbI

e fields - cnncok nonen GOpMbl; B JAHHOM NPUMeEpe 3HadYeHne yaaneHo Ana yaobcTea YTeHus
® view - ONOMHUTEeNbHbIe fJaHHbIE TeKyLero wara

® sBlocked - npu3Hak 6/10KMPOBKM MOMb30BaTENS



blockedFor - Bpemst 0O pa3b/1oKMPOBKM B CEKYHOAX
serverUrl - URL ons 3anpocoB Ha cepsep
step - naeHTudukaTop wara

execution - uaeHTUGUKaTOpP Npeaceccun ayTeHTudmnKaLmm

[ByxdakTopHaa ayTeHTUpUKauma

Ecnu Ha okpyXeHMM 1 y NoNb30BaTeNs BKIOUYEHa HaCTpoWika, Tpebylowas NoATBEPXAEHNE ayTEHTUOHUKALMM C MOMOLLBIO
OTP, To 6yneT 3anpollueH Ko Ha Lare "step”: "enter_otp_form™.

®opmaT oTBeTa, Tpebytownn seoga OTP

HTTP/1.1 200 OK

"step": "enter_otp_form",
"execution": "30cfc0f9-b1d4-4820-a476-06056£140e12_ AAABFQAAAQBFRxdnzé6ys",
"serverUrl": "https://sso.rooxteam.com/sso/auth/_otp-sms",
"form": $
"fields": {
"otpCode": {
"constraints": [

"name": "NotNull"

i

"name": "Size"

"attributes": 3§
”IegeXp”Z ||/\|:0_9:|+$||'
"flags": []

"name": "Pattern"

"errors": [],
“name": "otpForm"

"view": 1§
"msisdn": "79876543210",
"isBlocked": false,
"nextOtpCodePeriod": 29,
"blockedFoxr": 0O,
"expireOtpCodeTime": 59,
"otpCodeAvailableAttempts":
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Monsa oTBeTa

e form - popma NnonyyeHns napaMeTpoB ayTeHTUPUKALMM NONb3oBaTeNs

® errors - CnMcok oWwmn60okK, cooblieHne MOXeT 6bITb MpuasasaHo k nonto (field)

e form.name - UMs GOpPMbI

e fields - cnncok nonen Gopmsl

e otpCode - aTpnbyThl, OTHOCAWMECS K kogy OTP

® constraints - CNMCOK OrpaHNYeHnn Ha none

® constraints.name - MdA orpaHn4eHns

e constraints.attributes - nepeyeHb aTpnbYTOB OrpaHNYEHNN

® constraints.attributes.min - MMHUManNbHOE 3HaYeHVe ONA AaHHOro aTpubyTa

e constraints.attributes.max - MakcuManbHoe 3HaueHne Ong JaHHoro atpubyTta

® constraints.attributes.skip - perynapHoe BbipaxeHue Banuaaunm 3HadeHns ongd nong

® view - JOMOMHUTENbHbIE faHHbIE TekyLlero wara

® view.msisdn - MSISDN, Ha KOTOPbI 6bI/10 OTNPAaBAEHO COObLLEeHNe C OAHOPa30BbIM KOLOM
e view.nextOtpCodePeriod - BpeMs B cekyHOax A0 HAaCTYMNNeHNA BO3MOXHOCTK OTnpasky HoBoro OTP kofa
e view.otpCodeAvailableAttempts - konnyecTBo nonbiTok BBoda OTP kofa

® view.isBlocked - npu3Hak 6110KMPOBKM MOMb30BaTENS

e view.blockedFor - Bpema 0o pa3brokMpOBKM B CEKYHAAX

e serverUrl - URL ons 3anpocoB Ha cepBep

® step - maeHTUOUKaTOp Wwara

® execution - UOeHTUGUKATOP Npeaceccun ayTeHTupmKaLmm

Banupnauua OTP

[aHHbIn 3anpoc BanuanpyeT BBeAeHHbI OTP koA nonb3osateneM. M pe3ynbTaToM BbiMOMIHEHWUS [AHHOMO 3anpoca byner
BblJayva access token

POST /sso/oauth2/access_token

Cache-Control: no-cache
Content-Type: application/x-www-form-urlencoded

client_id=<client_id>&

client_secret=<client_secret>§

scope=<scope>§
grant_type=urn:roox:params:oauth:grant-type:m2m&
realm=%2Fcustomer&

service=dispatcher§

execution=<execution>&
otpCode=<otpCode>&
_eventId=start

MapameTpbl
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® execution - ngeHTUdMKaATOP NPeaceccun ayTeHTndukaummn
e _eventld - ngeHTUGUKATOP OENCTBUA, ONpenenseTcsd OTAeNbHO ANA Kax40ro COCTOAHUS

e otpCode - nonyyeHHbint OTP ko

®opmaTt ycnelwHoro oteeTa Ha Banupauuto OTP

HTTP/1.1 200 OK

"access_token": "fe8a0976-972c-4773-9ba8-662c92869639",
"refresh_token": "863a4983-2424-4ch3-9ed2-18f9357b64c0",
"refresh_expires_in": 1599,

"token_type": "Bearer",

"expires_in": 599,

"old_token": "fe8a0976-972c-4773-9ba8-662c92869639",

"IWTToken":
"eyAiY3R5Ij0ogRh1XVCIsICJ0eXZu5iAiandOIiwgImFsGuM6ICITIUZIAINIiIgfQ.eyIhdWQiOlsieW90YV9sal9tMm
EiXSwed3ViIjoiYmlzX19£fX18yRpg3NjUOMzIXIiwiABUOIjoxNjAX0TgzNTc4LCIhenAi0iJ5b3RhT5trX20ybSTIs
ImFtciI6ImR1dm1jZV9zdG9yZWREdGIrZWAilLCIOb2t1bk5hbWUiOiFrCF90b2t1biTIsImlzcyI6InlvdSWwbGtEbT,
JtIiwicmVhbGOiOuUvY3VzdG9tZXIilLCJIOb2t1b1R5cGUi0iICaVI1ZGRIZEpXVFRva2VuIliwiZXhwIjoxNjAx0Tgo
MTc4LCIpNOZi0jE2MDES0DMAINZh9 . _kCRNEwOqI9K1JVCVbwofCqsZzzEm7PIBqfJCAGL9bG"

MapameTpbl 3anpoca

e scope - cnucok scope (B popMaTe JSON Array) pa3peLleHHbIX A5 UCMONb30BaHWs OT UIMEHU MOMb30BaTENs, BO3MOXHbIE
3HaYeHnsa 3a4at0TCA KOHOUrypaumen

® token_type - Tvn BblgaHHOT O TOkeHa. Bcerpna Bearer

o refresh_token - BblaaHHbIN refresh token

e refresh_expires_in - BpeMs 0O UCTevyeHusa cpoka aencTeud refresh TokeHa B cekyHaax
® access_token - BblJaHHbIN access token

® expires_in - BpeMs [0 UCTeYeHMA CpOoKa AeNCTBUA TOKEHa B CekyHaax

® old_token - TOKeH, BblAaHHbIN BHELLUHEN CUCTEMOW, CTPOKA

o JWTToken - JWT TOKeH Ond ANUTENbHOr0 XpaHeHus 1 nocneayoLwen ayTeHTndukaumm

® JWTToken - MOXET 6blTb MCMOMb30BaH ANA ayTEHTUDMKALMK B CLLEHapUn ABTOMATUYECKUIA BXOL

®opmaT ownbkm Banupaumm OTP

HTTP/1.1 200 OK
Content-Type: application/json



http://0.0.0.0:4000/webdocs/mlk-api.html#autologin

"form": 1
"errors":

i

[

"field": "otpCode",
"message": "invalid_otp"
¥

1.
“name": "otpForm",
"fields": 3%
"otpCode": %
"constraints":

i

[

"name": "NotNull"

"view": 1§
"otpCodeAvailableAttempts":
"msisdn": "79876543210",
"nextOtpPeriod": 120,
"blockedFor": 0,

21

"isBlocked": false
o
"serverUrl": "http://sso.ocb.hosted:8080/sso/auth/otp-sms",
"step": "otp_form",
"execution": "dec7dacf-as2d-4345-aae5-d08410ch8f95 _H4sIAAAAAAAAANIWTWwWcRRYu27GdxE5wWENYF"

MNona oTBeTa

execution - naeHTUGMKaTOpP Npeaceccum ayTeHTudnKaumnm

_eventld - noeHTudMKaTOp OENCTBUA, ONPefenaeTcs OTAENbHO AN KaXA0ro COCTOAHNS
view.msisdn - HoMmep TenedoHa, Ha KoTopbin 6yaeT oTnpasneH OTP SMS
view.otpCodeAvailableAttempts - kon-Bo nonbiTok BBOoAa OTP kofa

view.nextOtpPeriod - BpemMa B cekyHAax 4O HAaCTynNeHnsd BO3MOXHOCTU oTrnpasku Hosoro OTP kopaa
view.isBlocked - npn3Hak 610KMPOBKM MOMb3oBaTENS
view.blockedFor - Bpems 00 pa3bnokMpoBKM B CeKyHaax
form.errors[].message - cooblieHne 06 owrbKe BanMaaLmm, onuMOHanbHo

form.errors[].field - none B KOTOPOM HalaeHa OWn6Ka, ONLMOHANBHO

# AyTeHTUdUKaumMa no HoMepy TenedpoHa n OTP koay

Ecnv B RooX UIDM 1y nonb3oBaTens BKMNOYeHa BO3MOXHOCTb ayTeHTuduKaunmn Yepe3d OTP, nocne nepBoro Lara MOXHO
nepepatb _eventld=login-by-otp 1 execution.

3AMETKA

OT0 caMoCTOSATENbHbIN CNOCO6 BXOAA, a He AByX(daKTopHas ayTeHTUHUKALLUS

®opmarT 3anpoca


http://0.0.0.0:4000/webdocs/mlk-api.html#%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D1%8F-%D0%BF%D0%BE-%D0%BD%D0%BE%D0%BC%D0%B5%D1%80%D1%83-%D1%82%D0%B5%D0%BB%D0%B5%D1%84%D0%BE%D0%BD%D0%B0-%D0%B8-otp-%D0%BA%D0%BE%D0%B4%D1%83
http://0.0.0.0:4000/webdocs/mlk-api.html#%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D1%8F-%D0%BF%D0%BE-%D0%BD%D0%BE%D0%BC%D0%B5%D1%80%D1%83-%D1%82%D0%B5%D0%BB%D0%B5%D1%84%D0%BE%D0%BD%D0%B0-%D0%B8-otp-%D0%BA%D0%BE%D0%B4%D1%83

POST /sso/oauth2/access_token HTTP/1.1
<sso_host>

Accept: application/json

Cache-Control: no-cache

Content-Type: application/x-www-form-urlencoded

client_id=<client_id>&

client_secret=<client_secret>§

scope=<scope>§
grant_type=urn:roox:params:oauth:grant-type:m2m&
realm=<realm>&

service=dispatcher§

execution=<execution>&
_eventId=login-by-otp

MapameTpbl 3anpoca

® <¢sso_host> - 6a3oBbin agpec cepsepa RooX UIDM, HanprmMep sso.rooxteam.com

e <client_id> - noeHTUGUKaTOP KNMEHTa, Hanpumep selfcare

e <client_secret> - naponb knneHTa

® <«scope> - OAuth2.0 scope B koanposke UTF-8, onunmoHanbHoO, permcTpo3aBucumo

® <«grant_type> - cnocob aBTopun3aLn Nonb3oBaTesNs, BCeraa ncrnonb3yeTcd 3HadeHne urn:roox:params:oauth:grant-
type:m2m

e <realm> - rpynna nonb3oBaTenen RooX UIDM, Bcerfa ncnonb3yeTcs 3HadeHne %2Fcustomer, KOTopoe aBngeTca uri-
encoded 3HaueHneM /customer

e <execution> - naeHTUdUKaATOP NPeAcecCcHn ayTeHTuduKaummn, 3HadeHne 6epeTcs 13 npenbliayLero oTeeta cepsepa
® <service> - UMS LLernoYku ayTeHTudukaumn, scerpa dispatcher

e <response_type> - cnoco6 aBTopM3aLmMmn Nonb3oBaTens; B AaHHOM CLLeHapum Bcerda token

<_eventld> - ngeHTMdMKaTOP OENCTBUA, BCerga login-by-otp

®dopmMaT ycrnewHoro oTeeTa

HTTP/1.1 200 OK

"step": "login-by-otp-form",
"execution": "2787d6ac-d397-435a-a6f5-b2dd72£11725",
"serverUrl": "http://sso.demo.rooxteam.com:8080/sso/auth/_login-by-otp"

"form": %
"fields": {
"msisdn": §
"constraints": [

“NotNull"

"attributes": §




"message": "symbols {skip} should be filtered out, and resulting string
should have length between {min} and {maxi",

"skip": "(A[A9+) | ([M0-91)",

"min": 10

"name": "FilteredSize"

i

"errors": [],
"name": "form"

Monsa oTBeTa

e form - popma NnonyyeHns napaMeTpoB ayTeHTUPUKALUM NoNb3oBaTens

® errors - CnMcok oWwmn60okK, cooblieHne MOXeT 6bITb NpuasasaHo k nonto (field)

e form.name - Ms GOpPMbI

e fields - cnncok nonen Gopmsl

® constraints - CNMCOK orpaHnUYeHnn Ha none

e constraints.name - UMA orpaHnyeHus

® constraints.attributes - nepeyeHb aTpMOYTOB OrpaHNYEHUI

e constraints.attributes.min - MMHMManNbHOE 3HaYeHVe ONA AaHHOro aTtpubyTa
® constraints.attributes.max - MakcuManbHOe 3HayeHWe Ang JaHHOro aTpubyTta
e constraints.attributes.skip - perynapHoe BbipaxeHne BanMaaunm 3HaueHna ans nons
e serverUrl - URL onsa 3anpocoB Ha cepsep

® step - maeHTUOUKaTOPp Wwara

e execution - ngeHTUOUKATOP NPeaceccUr ayTeHTUdMKaLLMK

Beoa HoMepa TenedoHa un otnpaska CMC coobujeHus

[Mocne BbINOMHEHUA AaHHOMO 3aripoca 6y,ueT oTnpasB/ieHO CMC Ha BBEOEHHbIN HOMEpP Teﬂe(DOHa.

POST /sso/oauth2/access_token HTTP/1.1
<sso_host>
application/json
Content-Type: application/x-www-form-urlencoded

client_id=<client_id>&
client_secret=<client_secret>&

scope=<scope>§
grant_type=urn:roox:params:oauth:grant-type:m2m&
realm=<realm>&



http://0.0.0.0:4000/webdocs/mlk-api.html#%D0%B2%D0%B2%D0%BE%D0%B4-%D0%BD%D0%BE%D0%BC%D0%B5%D1%80%D0%B0-%D1%82%D0%B5%D0%BB%D0%B5%D1%84%D0%BE%D0%BD%D0%B0-%D0%B8-%D0%BE%D1%82%D0%BF%D1%80%D0%B0%D0%B2%D0%BA%D0%B0-%D1%81%D0%BC%D1%81-%D1%81%D0%BE%D0%BE%D0%B1%D1%89%D0%B5%D0%BD%D0%B8%D1%8F

service=dispatcher§
response_type=token&
execution=<execution>&

msisdn=<msisdn>§
_eventId=next

MapamMeTpbl 3anpoca

® <sso_host> - 6a3oBbivt agpec cepsepa RooX UIDM, HanpuMep sso.rooxteam.com

e <client_id> - ngeHTndumkaTOp KNMEHTa, Hanpumep selfcare

® <client_secret> - naponb kKnneHTa

e <«scope> - OAuth2.0 scope B kogmposke UTF-8, onumnoHanbHoO, permcTtpo3aBMcumo

® <grant_type> - cnocob aBTOpM3aLIMM NOMNb30BATENA, BCEria UCronb3yeTCcs 3HaueHne urn:roox:params:oauth:grant-
type:m2m

e <realm> - rpynna nonb3oBaTenen RooX UIDM, Bcerfa ncrnonb3yeTcs 3HadeHne %2Fcustomer, KOTOpOe ABMAETCA Uri-
encoded 3HadeHneM /customer

® <execution> - naeHTUOUKATOP NPeAceccun ayTeHTUGUKaLmMKM, 3HadeHe bepeTcs 13 npeabliayLlero oTseTa cepeepa
® <service> - UMA LLenoyku ayTeHTndukaLmm, scerna dispatcher
® <response_type> - cnocob aBTopu3aLmmn Nonb3oBaTend; B JaHHOM CLieHapuu Bcera token

e <«¢msisdn> - msisdn akkayHTa

<_eventld> - ngeHTMdUKaTOpP AencTsud, Bcerga next

®dopmMaT ycrnewHoro oTeeTa

HTTP/1.1 200 OK

"step": "enter_otp_form",
"execution": "cO®b47945-ed8a-4cf7-abaa-781dfe5988e1",
"serverUrl": "http://sso.demo.rooxteam.com:8080/sso/auth/_otp-sms"
"form": 3
"fields": %
"otpCode": %
"constraints": [

"name": "NotNull"

i

"name": "Size"

"attributes": §
”IegeXp”: ||/\|:0_9:|+$||’
“flags": []

"name": "Pattern"




"errors": [],
“name": "otpForm"

"view": 1
"msisdn": "9876543210",
"isBlocked": false,

"nextOtpCodePeriod": 29,
"nextOtpPeriod": 29,
"blockedFor": 0,
"expireOtpCodeTime": 59,
"otpCodeAvailableAttempts": 4,
"otpCodeNumber": 0O

lMonsa oTeBeTa

e form - opmMa nonyyeHnsa napamMeTpoB ayTEHTUDUKALIMM MOMb30BaTeNd

® errors - CnMcok oWwmn60oK, cooblieHne MOXeT BbiTb MpuesasaHo k nonto (field)

e form.name - UM GOPMbI

e fields - cnucok nonen Gopmbl

® constraints - cnnucok orpaHnyeHun Ha none

e constraints.name - Mg orpaHnyeHus

e constraints.attributes - nepeyeHb aTpnbYTOB OrpaHNYEHNN

e constraints.attributes.min - MMHUManNbHOE 3HaYeHWe ONa AaHHOro atpubyTa

e constraints.attributes.max - MakcuManbHoe 3HavyeHWe 4NA AaHHOro aTpubyTa

e constraints.attributes.skip - perynapHoe BbipaxeHue BanmMaaumnm s3HayeHna ansg nonq

e view.nextOtpPeriod - BpeMda B CekyHAax [0 HAaCTynneHUs BO3MOXHOCTH oTrnpaskun HoBoro OTP kofa
® view.otpCodeAvailableAttempts - kon-Bo nonbiTok BBoAa OTP koaa

® view.msisdn - Homep TenedoHa, Ha KoTopbIn byaeTt otrnpasneH OTP SMS

® view.blockedFor - BpemMsa o pa3bnokMpoBKKM B CEKyHOax

® view.isBlocked - npu3Hak 6110KMPOBKM NONb30BaTENS

e view.nextOtpPeriod - BpeMa B CekyHAax [0 HAaCTynneHUs BO3MOXHOCTH oTrnpaskun HoBoro OTP kofa
e view.expireOtpCodeTime - Bpems xu13Hn OTP koaa B CekyHAax

e serverUrl - URL ons 3anpocoB Ha cepBep

® step - maeHTUOUKaTOP Wara

e execution - MAEHTUOMKATOP NPeACECCUM ayTeHTUdMKALMN

Banunpauua sBBegeHHoOro Kkoaa

POST /sso/oauth2/access_token HTTP/1.1

application/json
application/x-www-form-urlencoded; charset=UTF-8



http://0.0.0.0:4000/webdocs/mlk-api.html#%D0%B2%D0%B0%D0%BB%D0%B8%D0%B4%D0%B0%D1%86%D0%B8%D1%8F-%D0%B2%D0%B2%D0%B5%D0%B4%D0%B5%D0%BD%D0%BD%D0%BE%D0%B3%D0%BE-%D0%BA%D0%BE%D0%B4%D0%B0

Host: <sso_host>

realm=<realm>&

client_id=<client_id>&

client_secret=<client_secret>&
grant_type=urn%3Aroox%3Aparamsf%3Acauth%3Agrant-type%3Am2m&

service=otp_operation_token&
response_type=token&
execution=<execution>&
_eventId=validate&
otpCode=<code>

MapamMeTpsbl 3anpoca

<sso_host> - 6a30Bbin agpec cepBepa RooX UIDM, HanpuMep sso.rooxteam.com, MOXeT coaepxaTb NopT, HanpuMmep
sso.rooxteam.com:8080

<realm> - rpynna nons3osaTenen RooX UIDM
<client_id> - noeHTndunkaTop KNneHTa, Hanpumep selfcare, BO3MOXHble 3Ha4eHNd 3aBUCAT OT KOHPUrypaLmm
<client_secret> - naponb KNneHTa, BO3MOXHbIE 3Ha4YEHUS 3aBUCAT OT KOHOUIypaLLmm

<grant_type> - cnocob aBTopun3aLmMmM Nonb3oBaTend, B JaHHOM CL,eHapumn BCerja Ucnonb3yeTcd 3HaveHme
urn:roox:params:oauth:grant-type:m2m

<service> - ucnonb3ayembivt cepeuc. B faHHOM cueHapun Bcerga otp_operation_token
<response_type> - cnocob aBTOpPU3aLMM NONb30BaTENS; B JAHHOM CLLleHapuu Bcerfa token
<execution> - naeHTUPMKaTOP NPeaceccun ayTeHTUGUKALIMM M3 OTBETa NPedblAyLLero 3anpoca
<_eventld> - pencTBMe B KOHTEKCTE AaHHOrO Wwara. B gaHHOM cueHapuu Bcerfa validate

<code> - KOA 13 OTNPaBNeHHOro CoOobLeHNsS

YcnewHbin oTBeT

HTTP/1.1 200 OK

"access_token": "fe8a0976-972c-4773-9ba8-662c92869639",
"refresh_token": "863a4983-2424-4ch3-9ed2-18f9357b64c0",
"refresh_expires_in": 1599,

"token_type": "Bearer",

"expires_in": 599,

"old_token": "fe8a0976-972c-4773-9ba8-662c92869639",

"IWTToken":
"eyAiY3R5IjogRh1XVCIsICJ0eXZu5iAiandOIiwgImFsGuM6ICIIUZIINIiIgfQ.eyIhdWQiOlsieW90YV9sal9tMm
EiXSwed3ViIjoiYmlzX19£X18yRpg3NjUOMzIXIiwiABUOIjoxNjAX0TgzNTc4LCIhenAi0iJ5b3RhT5trX20ybSTIs
ImFtciI6ImR1dm1jZV9zdG9yZWREdGIrZWAilLCIOb2t1bk5hbWUiOiFrCF90b2t1biTIsImlzcyI6InlvdSWwbGtEbT,
JtIiwicmVhbGOiOuUvY3VzdG9tZXIilLCJIOb2t1b1R5cGUi0iICaVI1ZGR1IZEpXVFRva2VuIliwiZXhwIjoxNjAx0Tgo
MTc4LCIpNOZi0jE2MDES0DMAINZh9 . _kCRNnEwOqI9K1JVCVbwofCqsZzzEm7PIBqfJCAGL19bG"




MapamMeTpbl 3anpoca

® scope - cnncok scope (B dopmaTte JSON Array) paspeleHHbIX A1s UCNoNb30BaHUS OT UMEHM NOoMb30BaTe s, BO3MOXHbIe
3HayYeHns 3a4at0TCA KOHOUrypaLmen

e token_type - Tvn BbiAaHHOro TOKeHa. Bcerpa Bearer

o refresh_token - BblaaHHbIN refresh token

e refresh_expires_in - BpeMs 00 UCTeUYeHns Cpoka AencTeus refresh TokeHa B cekyHOax
® 3ccess_token - BblgaHHbIN access token

® expires_in - BpeMs 40 UCTeYeHNsd CpoKa AeNCTBUS TOKeHa B CeKyHOax

® old_token - TOKeH, BblAaHHbIV BHELLIHEN CUCTEMOW, CTPOKA

o JWTToken - JWT TOKeH ANd ANNTENbHOMO XPaHEHUS 1 NOCeayoLen ayTeHTudunKaLmm

# O6paboTKa OLWMB60OK U 0CO6EHHbIX cCnyYyaeB

EHOKMPOBKanOHb3OBaTenﬂ

®opmMaT oTBeTa Npu 611I0KMPOBKE NONb30BaTeNd

HTTP/1.1 200 OK
Content-Type: application/json

"form": 3
"errors": [

"message": "too_many_wrong_code"

"blockedTo": "2018-02-18T12:00:00.000+00:00"

"serverUrl": "http://sso.rooxteam.com/sso/auth/otp-sms",
"step": "enter_otp_form",
"execution": "dec7dacf-as2d-4345-aae5-d08410ch8f95_H4sTIAAAAAAAAANIWTWwcRRYu27GdxE5wWENYF"

MNonsa oTBeTa

® execution - ngeHTUdUKaTOP NPeaceccun ayTeHTuduKaumm

_eventld - VI,EI,eHTVICDVIKaTOp 0encTBug, onpegendeTcda oTaesNibHO ANA KaXaoro COCToAHUA

view.blockedTo - naTa, Bpemsa B popmaTte UTC onpenenseT Cpok 6/10KMPOBKM.

form.errors[].message - cooblieHune 06 olMbKe BanuaaLyi, ONLUMOHaNbHO

form.errors[].field - none B KOTOPOM HalaeHa OWwn6Ka, ONLLMOHANBHO

Mocne 3agaHHOr0 KONMMYeCcTBa HEBEPHbIX MOMbITOK BBOAA Napons AN OAHOrO 1 TOro Xe NornHa TpebyeTcst BBOA CMMBOSIOB
captcha. MNocne 3agaHHOrO KONMYeCcTBa HEBEPHbIX MOMbITOK BBOAA MapOs UM CUMBOMOB captcha Ans 0aHOro 1 Toro xe
NOrMHa NPOUCXOANT BpeMeHHas 6roKMpoBKa No noruHy. MoacyeT owmnboYHbIX MOMNbLITOK BX0Aa, captcha n 6nokMpoBka


http://0.0.0.0:4000/webdocs/mlk-api.html#%D0%BE%D0%B1%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D0%BA%D0%B0-%D0%BE%D1%88%D0%B8%D0%B1%D0%BE%D0%BA-%D0%B8-%D0%BE%D1%81%D0%BE%D0%B1%D0%B5%D0%BD%D0%BD%D1%8B%D1%85-%D1%81%D0%BB%D1%83%D1%87%D0%B0%D0%B5%D0%B2
http://0.0.0.0:4000/webdocs/mlk-api.html#%D0%BE%D0%B1%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D0%BA%D0%B0-%D0%BE%D1%88%D0%B8%D0%B1%D0%BE%D0%BA-%D0%B8-%D0%BE%D1%81%D0%BE%D0%B1%D0%B5%D0%BD%D0%BD%D1%8B%D1%85-%D1%81%D0%BB%D1%83%D1%87%D0%B0%D0%B5%D0%B2
http://0.0.0.0:4000/webdocs/mlk-api.html#%D0%B1%D0%BB%D0%BE%D0%BA%D0%B8%D1%80%D0%BE%D0%B2%D0%BA%D0%B0-%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D1%82%D0%B5%D0%BB%D1%8F

NPOUCXOAAT U ANA NOrMHOB, KOTOPbIE HE 3aPerncTpUPOBaHbl B cucTeme. Nocne 3afaHHoro KonnyecTBa HeBEPHbIX MOMbITOK
BBOJa noruvHa/naponsa/captcha c oaHoro 1 Toro xe IP-agpeca B Te4eHne onpeaeneHHoro Konm4yecTsa CeKyHA,
npomncxoamT 6oKMpoBKa aTOro agpeca no IP.

®opmMaT oTBETa NPU BpEMEHHOW 6/TOKUPOBKE MO NOrUHY

HTTP/1.1 200 OK

"form": 1
"errors": [

"message": "user_blocked"

"name": "loginForm",
"fields": 5%

"blockedFor": 3000,
"isBlocked": true

"serverUrl": "https://sso.rooxteam.com/sso/auth/login-widget-router",
"step": "auth_form",
"execution": "dec7dacf-as2d-4345-aae5-d08410ch8f95_H4sTIAAAAAAAAANIWTWwcRRYu27GdxE5wWENYF"

Monsa oTBeTa

e form - popma nonyyeHnsa napamMeTpoB ayTEHTUDUKALIMM MOMb30BaTENA

® errors - CnMcok oWwmn60oK, coobLieHne MOXeT BbITb MpuBsidaHo K nonto (field)

e form.name - M GOPMbI

o fields - cnncok nonen GOpMbl; B JAHHOM NpUMepe 3HayYeHne yaaneHo Ana yaobcTea YTeHus
® view - JONOMHUTEeNbHbIE JaHHbIE TeKyLero wara

e sBlocked - npu3Hak 6/10KMPOBKM MOMb30BaTENH

® plockedFor - Bpema 00 pa3brokMpOBKM B CEKYHAAX

e serverUrl - URL ons 3anpocoB Ha cepBep

e step - naeHTUPMKaTOP LWara

® execution - UOEHTUGUKATOP NPeaceccun ayTeHTuouKaLmm

anHYAMTeanaHCMeHaHaPOHHﬂOﬂb3OBaTeﬂHﬂpMBXOﬂe

Ecnu ong TekyLen napbl TOrMH/Naposb nonb3oBaTend yctaHosneH ¢nar passwordMustChange 6ynet 3aTpeboBaHa
CMeHa napons nonb3oBaTtens

Monopo6Hee o popmaTax 3anpocoB U OTBETOB CM. B pasaene CMeHa AaHHbIX ayTeHTUdrKaLmMmn (N10ruH 1 napons)

nonb3oBaTend


http://0.0.0.0:4000/webdocs/mlk-api.html#anchor-change-credentials
http://0.0.0.0:4000/webdocs/mlk-api.html#%D0%BF%D1%80%D0%B8%D0%BD%D1%83%D0%B4%D0%B8%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F-%D1%81%D0%BC%D0%B5%D0%BD%D0%B0-%D0%BF%D0%B0%D1%80%D0%BE%D0%BB%D1%8F-%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D1%82%D0%B5%D0%BB%D1%8F-%D0%BF%D1%80%D0%B8-%D0%B2%D1%85%D0%BE%D0%B4%D0%B5

BnokupoBka gocTyna nonb3oBaTens K KOHKpeTHOMY pecypcy no client_id

Monb3oBaTento MOXeT 6bITb 3a6/10KMPOBaH OOCTYMN K KOHKPETHOMY pecypcy no client_id. B aTomM cnyyae nocne nepenaymu
nornHa v napond 6yaeT Bo3spalléH oteeT ¢ HTTP kofom 400 "Bad Request™:

®dopmMmaT oTBETA

HTTP/1.1 400 Bad Request

"error_description": "The resource owner or authorization server denied the request.",
"error": "access_denied"

Mona oTBeTa
® error_description - TekCToOBOe onvcaHue ownbKn

® error - Kof oWwmMbKM cornacHo creundukaumm OAuth 2.0 (https://tools.ietf.org/html/rfc6749# section-5.2[RFC 6749
nyHKT 5.2])

Bo3MOXHble orpaHunyeHud Ha nonsd q)OprI

Ha3BaHue onucaHue aTpubyThl onucaHue aTpubyTta
NotNull 0O653aTeNbHOCTb NONA
Size [nvHa cTpokoBoro min MuHWManbHasa onvHa
napamMeTpa
max MakcumanbHas onvHa
Pattern Regexp onsa cTpokoBoro regexp PerynsapHoe BblpaxeHune
napamMeTpa
Min MuWHUManbHOE 3HauYeHne value MuWHUManbHOE 3HaYeHne
LLenoro YncrnoBoro
napameTpa
Max MakcKrManbHOe 3HaJYeHne value MakcuManbHOe 3HaJYeHne
LLenoro YncrnoBoro
napameTpa
Ha3BaHue onucaHue aTpubyThbl onucaHue aTpubyTa
FilteredSize OrpaHuyeHusa ona Homepa min MuHWManbHaa onvHa
TenedoHa

max MakcumMarnbHas onvHa


http://0.0.0.0:4000/webdocs/mlk-api.html#%D0%B1%D0%BB%D0%BE%D0%BA%D0%B8%D1%80%D0%BE%D0%B2%D0%BA%D0%B0-%D0%B4%D0%BE%D1%81%D1%82%D1%83%D0%BF%D0%B0-%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D1%82%D0%B5%D0%BB%D1%8F-%D0%BA-%D0%BA%D0%BE%D0%BD%D0%BA%D1%80%D0%B5%D1%82%D0%BD%D0%BE%D0%BC%D1%83-%D1%80%D0%B5%D1%81%D1%83%D1%80%D1%81%D1%83-%D0%BF%D0%BE-client_id
http://0.0.0.0:4000/webdocs/mlk-api.html#anchor-fields-restrictions

Bo3MoOXHbie Koabl OLLUMBOK
Kon owmn6km

invalid_credentials

expired_password

user_blocked

ip_blocked

invalid_captcha

need_captcha

error

login-by-otp-disabled

error_sending_otp

too_many_sms

too_many_wrong_code

skip PerynapHoe BbipaxeHune
ona eunoTtpaumnn. Mepen
OTMPaBKOW HYXHO yAanaTb
BCE, UTO emy
yooBneTBopseT. Hanpumep,
NPONCXOAUT OUMLLEHNE
BBEAEHHbIX JaHHbIX OTO
BCEX CMMBOJIOB KpOMe
LuMop, nanee ygansioTcd
BCE CUMBOIbI CrieBa [0
nepBon OEBATKMU.

OnucaHue NPUYUHDbI BOSHUKHOBEHMUS

Monb3oBaTenb BBe/ HENpaBW/IbHbIE JaHHbIE YYeTHOM
3anncu 1 He 6bI1 ayTeHTUPULMPOBAH.

Bpema nencTteus napons, BBEAEHHOIO Nob30BaTeNEM,
ncTekno. MNMonb3oBaTenb He 6bl ayTEHTUDULIMPOBAH.

YyeTHas 3anucb Nofb3oBaTeNs 386ﬂOKMpOBaHa.

IP agpecc, c KoToporo nonb3oBaTerns obpatlaeTcsd B RooX
UIDM, 3a6rnoknpoBaH.

BeenenHas nonb3osatenem CAPTCHA HeBepHas.

[ns npooonmxeHns cLieHapusi NonNb3oBaTeNb AOMKEH
BBecTn CAPTCHA.

Monb3oBaTerb He GblN ayTEHTUDULLMPOBAH B pe3ynbTaTe
HEOXMAaHHOIr O OTBETa OT BHELLUHEWN CUCTEMDI.

Monb3oBaTenb NOMbITaNcs ayTeHTUOULMPOBaTLCS Yepes
cueHapum ¢ ayTeHTuoukaumen no OTP, HO 37O
HEBO3MOXHO, MOCKOMbKY AaHHBIN QYHKLMOHAN OTKIIOYEH
KOHOUIYPaLMOHHBIM KTKOUEM.

HeBo3MOXHO oTnpaBuTs OTP nonb3oBaTenio.

HeBo3MOXHO oTnpasuTe OTP nonb3oBaTesnto, MOCKOMbKY
NMPeBbILEHO YACMO AOMYCTUMbIX MOBTOPHbIX 3aMpoCcoB
otnpaBku OTP. MNMpumMeyaHune: OTP MOXeT BbiTb OTAPaBneH
Nonb30BaTENO NPON3BOSIbHbIM CMOCOBOM, a He TOMbKO
yepes sms coobLeHme.

[MpeBbILWEHO YMCIO JOMYyCTUMBbIX NOoMbITOK BBOAA OTP.
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invalid_otp

validate-otp-fail

otp_expired

otp-expired

otp-error

external-api-error

external-system-bad-response

msisdn-is-not-b2b

too_many_attempts

user-is-not-allowed

error_password_change

no_email_found

msisdn-not-exists

principal-not-exists

no-principal-found

user-not-found

login-exists

login_already_exists

BeBeneHHbIt OTP HeBEpPHbIN.

BeeneHHbIn OTP HeEBEPHbIN.

Bpemsa gencteuda eBeaeHHoro OTP ncrekrno.

Bpems gencteua eBegeHHoro OTP nctekrno.

CueHapun Beofa OTP 3aBepLumics HeycrewHo.

BbinonHeHve CLeHapnda HEBO3MOXHO, NOCKOJIbKY Nony4yeH
HEOXWNAAHHbBIN OTBET OT BHELUHEN CUCTEMBI UMW BHELLHASA
CnctemMa He AOCTynHa.

BeinonHeHve CLeHapnda HEBO3MOXHO, NOCKOJIbKY Nony4eH
HEOXWMOaHHbIV OTBET OT BHELWHEN CUCTEMbI UMW BHELIHAA
CcncteMa He AOCTynHa.

BBeneHHbI msisdn He NpuHaanexuT peanmy b2b.

HpeBbILlJeHO UYNCNO A0NYCTUMbIX NOMNbITOK N3MEHEHUA
napons.

[aHHOMY NoNb30BaTENIO 3anpeLLeHo NPOAOIXaTh AaHHbIN
cueHapui.

CueHapun n3MeHeHus Napons He 6bin yCrneLwHo 3aBepLueH.
Maponb He Bbln U3MEHEH.

Monb3oBaTtenb He HanaeH UNK y NoNb30BaTeENsA He
cyuectsyeTt email.

[Monb3oBaTens ¢ 3agaHHbIM MSisdn He cyLlecTByeT.

[Monb3oBaTernb He CyLLeCTBYeT.

Monb3oBaTtesb He CyLlecTBYyeT.

[Monb3oBaTenb He cywecTByeT.

HeBO3MOXHO 3aperecTpupoBaTh NOMNb30BaTENSA C
3afaHHbIM login, NOCKOMbKy MOMb30BaTENb C 3a4aHHbIM
login yxe cyllecTsyerT.

HeBO3MOXHO n3MeHUTb login nonb3oBaTensd Ha 3a4aHHbIN,
MOCKOIbKY MOMb30BaTe b C 3afaHHbIM l0gin yxe
CYLLECTBYET.



email-exists [Monb3oBaTenb C 3a4aHHbIM email yXe CyLecTByerT.

user-exists HeBO3MOXHO 3aperecTpupoBaTh NONb30BaTENA C
3afaHHbIMM msisdn nnv email nv login, NOCKOMbKY
nofnb3oBaTenb C TakMMK NapamMeTpamu yxe CyLecTByeT.

email_verification_failed HeBO3MOXHO NnoATBEpAMTL email

reset_required [Maponb nnu He 6bin 3agaH MM60 Bbin COPOLLEH B
pe3ynbrare KakuMx-To AenCTBMI, HeOBX0OMMO CcOo3aaTh
HOBbIV Naponb. OTnNnyaeTca oT expired_password,
MOCKOIbKY B TOM C/lydae napo/sib CYLWeCTBYET 1 Bbin
npoBanuManpoBaH, HO TpebyeTca cMeHa. B naHHOM cnyyae
naporb He NPoBanNMaMPOBaH, NOCKOMbKY HE 3a[aH.

F#£ AyTeHTUPUKaLUa OT UMEHMU NOJb3oBaTeNs

AyTeHTuduKaLma OT UMEeHK Nonb3oBaTtensd BhinonHaeTcd no npotokony OAuth2.0 c nepenayen cneumanbHOro 3HadeHns
napameTpa grant_type.

®opmMarT 3anpoca

POST /sso/oauth2/access_token

client_id=<client_id>&
client_secret=<client_secret>§

scope=<scope>§
grant_type=urn:roox:params:oauth:grant-type:m2m&
realm=%2Fcustomer

service=impersonate-auth§

jwt=<jwt>

MapamMeTpbl

® <sso_host> - 6a3oBbivt agpec cepsepa RooX UIDM, HanpuMep sso.rooxteam.com

e <realm> - rpynna nonb3oBaTtenen RooX UIDM, HanpuMep, 3HadeHne %2Fcustomer, koTopoe aBngeTca uri-encoded
3HaueHneM /customer

e <client_id> - noeHTUdUKaTOP KNMEHTAa, Hanpumep selfcare
® <client_secret> - naponb kKnneHTa
® <«scope> - OAuth2.0 scope B kogmposke UTF-8, onumnmoHanbHoO, permctpo3aBMcumo

® <grant_type> - cnocob aBTOpM3aLLMM NOMb30BATENSA, B JaHHOM CLieHapuu BCeraa UCnonb3yeTca 3HadyeHme
urn:roox:params:oauth:grant-type:m2m

® <service> - UMA LLernoYkn ayTeHTudukaLmmn, B faHHOM cLeHapum Bceraa dispatcher

® <jwt> - TOKEH, paspellatollmii ayTEHTUGMKALLMIO OT MMEHW Nonb3oBaTens
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CDOpMaT oTBeTa npmycnewHOM aBToBXoae

HTTP/1.1 200 OK

"access_token": "fe8a0976-972c-4773-9ba8-662c92869639",
"refresh token": "863a4983-2424-4cb3-9ed2-18f9357b64c0",
"refresh_expires_in": 1599,

"token_type": "Bearer",

"expires_in": 599,

"old_token": "feB8a0976-972c-4773-9ba8-662c92869639",

"IWTToken":
"eyAiY3R5IjogRh1XVCIsICJ0eXZu5iAiandOIiwgImFsGuM6ICITIUZIINIiIgfQ.eyIhdWQiOlsieW90YV9sal9tMm
OiXSwed3ViIjoiYmlzX19£X18yRpg3NjUOMzIXxIiwiABUOIjoxNjAXOTgzNTc4LCIhenAi0iJI5b3RhT5trX20ybSIs
ImFtciI6ImR1dm1ljZV9zdG9yZWREdGIrZWAiLCIOb2t1bk5hbWUiOiFrCF90b2tlbiIsImlzcyI6InlvdSWwhGtEbT
JtIiwicmVhbGOiOuUvY3VzdG9tZXIiLCJOb2t1b1R5cGUi0iICaVI1ZGR1ZEpXVFRva2VuliwiZXhwIjoxNjAx0Tgo
MTc4LCIpNOZiOjE2MDE50DMAINZzh9 . kCRnNEwOqI9K1JVCVbwofCqsZzzEm7PIBqfICAG19bG"

MapamMeTpbl 3anpoca

® scope - cnuncok scope (B dopmMaTte JSON Array) paspeleHHbiX A5 UCNoNb30BaHUS 0T UMEHM NOoMb30BaTe s, BO3MOXHbIE
3Ha4YeHns 3a0a0TCA KOHOUrypaLmen

e token_type - Tvn BbiAaHHOro TOKeHa. Bcerpa Bearer

e refresh_token - BbigaHHbIN refresh token

e refresh_expires_in - BpeMs 0 UCTeUYeHns Cpoka AencTeus refresh TokeHa B cekyHOax
® access_token - BblgaHHbIM access token

® expires_in - BpeMs 40 UCTeYeHNsd CpoKa AeNCTBUS TOKeHa B CeKyHaax

® old_token - TOKeH, BblAaHHbIV BHELLIHEN CUCTEMOW, CTPOKA

o JWTToken - JWT TOKEH ANdA ANNTENbHOMO XPaHEHUS 1 NOCeAyoLWen ayTeHTuduKaLmm
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®opmMaT 0TBETA CEpPBEPA NOC/E HEYCMNEWHOro BXxoaa

Ecnu JWT ToKkeH, pa3peluatolimm ayTEHTUOUKALLMIO OT UMEHW NOMb30BaTeNs, He JencTBMTeNeH, 6yaeT BO3BpalleHa
olmnbKa:

HTTP/1.1 200 OK

"error_description": "The provided access grant is invalid, expired, or revoked.",
"error": "invalid_grant"

7 Banupauusa TokeHa goctyna

PaHee nonyyYeHHbI TOKEH MOXET 0Ka3aTbCs MPOCPOYEH UMY MHBaANMAMPOBaH, MO3TOMY Nepes BbiMOMHEHUEM KITMEHTOM
LEVCTBUM OT MMEHW NONb30BaTeNS, HEOOXOAMMO BbINMONMHATL BanvMaaLmMio TokeHa. [ng Bannaaummn ToOKeHa HyXXHO
BbIMNONMHUTBL 3anpoc Ha cooTBeTcTBYOWMM URL RooX UIDM ¢ yka3aHveM access token. Pe3ynbTaTtoM 6yaeT MHpopmaLms o
nepefaHHOM TOkeHe NMbo cooblieHne 06 onbke.

MoMMMO NPOCTOV BannaaLmm TOKEHa MOXHO 3anpaluvBaTh pa3peLlenre Ha JOCTYnN K 3almiaemMoMy pecypcy. Ona atoro
HY>XHO NepeAaThb B 3aNpoC Ha BannaaLl Mo TOKeHa AONONHUTENbHbIV MapamMeTp scope. MOXHO nepeaath No60ow scope, He
065a3aTeNbHO YKa3aHHbIV MpY ayTeHTuduKauun. Ecnv ocTyn paspeLleH, To OTBeT ByAeT aHanornyeH oTBeTy 6e3 ykasaHus
MeToda. Ecnv HeT, oTBeT 6yaeT coaepxaTtb MHPOPMaLMIO O TpebyeMOM YPOBHE aBTOpU3aLmMmM A9 NoMyyYeHna JocTyna K
3anpalimBaemMomy MeToay.

Ecnu TpebyeTcs nepenathb 4OMNONHUTENbHbIE NapaMeTpbl AN ayanTa AOCTyNa K 3almnieHHbIM pecypcam (CM.
AoKyMeHTauuo “Cneumndurkaumsa APl ans JIK"), Heo6xoanMo BeinonHUTL POST-3ampoc v nepefatb napaMeTpsl B Tene
3anpoca B Buae json-obbekTa.

®opmMarT 3anpoca

POST /sso/oauth2/tokeninfo?access_token=<access_token>&scope=<scope>
Host: <sso_host>

Content-Type: application/json

Accept: application/json

"httpMethod": "POST",
"url": "http://example.com/some/url",
"headers": {
"User-Agent": [
"Mozilla/5.0 (Windows NT 6.3; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/40.0.2214.115 Safari/537.36"

"Referer": [
"https://www.google.com/"
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"X-Provider-Net":

"X-Nokia-MSISDN":
"9876543210"

"X-Forwarded-Foxr":
"10.20.30.40",
"10.10.35.46",
"192.168.12.74"

MapamMeTpbl

® <sso_host> - 6a3oBbi agpec cepsepa RooX UIDM, HanprMep sso.rooxteam.com, MOXeT cofepXaTb NopT, Hanpumep
s$so.rooxteam.com:8080

® 3ccess_token - monyyeHHbIV B pe3ynbTaTte ayTeHTudukaumm access token, Hanpumep 7bdaeacc-3d80-415¢c-920f-
a7c30cabe743

® scope - MAeHTUOUKaATOP pecypca 3alumilaemMoro cepaurca B koamposke UTF-8, cM. noapobHee B nyHKTe Mcnons3oBaHve
napameTpa SCope, onuMoHanbHO, perucTpo3aBMcMMo

e NhttpMethod - HTTP MeToa, Ana KOTOpOoro 3anpawmnsaeTcd 4OCTYIM; ONUMOHaNnbHO
e url-URL, ona KoToporo 3anpawmnBaeTcyd JOCTYM, ONULWOHaNbHO

® headers - cnncok HTTP 3aro/1oBKOB M3 3anpoca No/b30BaTeNs K 3alimiiaeMoMy CepBUCY, nepenatTcd 6e3
LOMOMHUTENbHOM 06PaboTKM UMK GUNbTPALLUK, OMLUOHANBHO

®opMaT ycnewHoro otTeeTa

HTTP/1.1 200 OK

"cn": "9263752235",

"realm": "/customer",

"token_type": "Bearer",

"IJWTToken": "eyAi...91EuA",

"expires_in": 28,

"access_token": "7bdaeacc-3d80-415c-920f-a7c30ca5e743"
"auth_level": "2",

"networkAuthenticationType": "AUTO",

"client_id": "selfcare"

MapamMeTpbl
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e scope - cnucok scope (B dopmMaTe JSON Array) pa3peLleHHbIX A5 UCMONb30BaHWs OT UMEHU MOMb30BaTENS!, BO3MOXHbIE
3HauUeHMUs 3a4al0TCs KOHOUIypaLLmen

® realm - rpynna nonb3oBaTenen RooX UIDM, Bcerga Bo3BpallaeTcs 3HayeHue /customer

e token_type - Tvn BbiAaHHOro TOKeHa. Bcerpna Bearer

® expires_in - BpeMs [0 UCTeYeHUA CpOKa AENCTBUA TOKEeHa B CeKyHaax

® access_token - npoBepsaMbIv access token

® auth_level - BbloaHHbIV YPOBEHb aBTOPU3aLLMM MONb30BaTENS

e client_id - uAeHTUGUKATOP KNMEHTa, KOTOPOMY BblaH TOKEH, BO3MOXHblE 3HaYeHNd 3aBUCAT OT KOHPUrypaLmm

® Cn-HOMep TenedoHa nonb3oBaTens

networkAuthenticationType - paspeLleH N1 aBToMaTn4eckui BXos

Habop BO3MOXHbIX 3HAUEHWI SCOPE 3aBUCUT OT KOHOUIypaLmm

®opMaT HeycnewHoro oTeeTa

MNpu nepenaye HeBanMOHOro TOKeHa U TOKEHa C UCTEKLWMM CPOKOM AENCTBUA, a TakXe npu 6MOKNMPOBKE yYEeTHOM 3arnmcu
nonb3oBaTens v Npy 610KMPOBKE NOMb30BaTENbCKOro AOCTYMNa K KOHKPeTHOMY pecypcy o client_id 6yaeT Bo3BpalleH
OTBET:

HTTP/1.1 401 Unauthorized

"error": "expired_token",
"error_description": "The request contains a token no longer valid."

MapaMeTpbl

® error - Kof oWwwnbKM cornacHo creundukaumm OAuth 2.0 (https://tools.ietf.org/html/rfc6749# section-5.2[RFC 6749
NyHKT 5.2])

® error_description - TekCTOBOe onMcaHue owmnbKn

CDOpMaT HeycnewHoro oreeta npM He4oCTaTO4YHOM YPOBHE aBTOpPU3aL UM

HTTP/1.1 403 Forbidden

"cn": "9876543210",
"realm": "/customer",
"token_type": "Bearer"
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"IJWTToken": "eyAi...91EuA",

"expires_in": 31,

"advices": 3%
"required_auth_level": "5"

"auth_level": "2",
"access_token": "5fdfeafd-3061-4b1c-9076-0fed60£91fc8",
"client_id": "selfcare"

MapamMeTpbl

e scope - cnucok scope (B popMaTe JSON Array) pa3peLleHHbIX A5 UCMONb30BaHWs OT UMEHU MOMb30BaTENs, BO3MOXHbIE
3HaYeHnsa 3a4atTCa KOHOUrypaLumnen

® realm - rpynna nonb3oBaTenen RooX UIDM, Bcerga Bo3BpallaeTcs 3HayeHue /customer
® token_type - Tvn BblgaHHOr o0 TokeHa. Bceraa Bearer
® expires_in - BpeMda 4O UCTeYeHUs Cpoka OenCTBUA TOKeHa B CEKyHOAX

® advices - nepeyveHb HEOH6XOAVMbIX YCITOBUW, KOTOPbIE TPebyeTCHd YAOBNETBOPUTb A4S NOMYyYeHUs 4OCTyna K
3alMiaeMomMy pecypcey

® required_auth_level - TpebyeMmbit ypOBEHb aBTOPU3aLLMN A5 AaHHOMO SCope
® access_token - npoBepsaMbIv access token
® auth_level - BbigaHHbIM YpOBEHb aBTOPM3aLLMM NONb30BaTENS

e client_id- VI,EI,eHTVI(Dl/IKaTOp KNMeHTa, KOTOPOMY BblJaH TOKEH, BO3SMOXHbIE 3Ha4YeHNA 3aBUCAT OT KOHCDVII'ypaLLl/Il/l

®opmMmaT oTBeTa npu 6noknposke OAuth 2.0 knueHTa

HTTP/1.1 403 Forbidden

"error": "client_blocked",
"error_description": "Client is blocked."

MNapameTpbl

® error - Koa oMbk cornacHo crneumdwukaumm OAuth 2.0 Token Revocation (http://tools.ietf.org/html/rfc7009# section-
4.1.1[RFC 7009 nyHKT 4.1.1])

® error_description - TekCToOBOe onMcaHue oWwmnbKn

#£ MNosbllweHne ypoBHA aBTOpU3aumm RooX UIDM c nomouwbio OTP

CxeMa NnoBbIWEHUs YPOBHS aBTOPU3aLLUM

LIBeTOM BblAeNEHbI COCTOSHUA KOTOpbIE NepenaroT yrnpaBneHne BUOXeTY.
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‘ auth_check ‘

| ABTOpW30BAH N NONL30BATENLT |

YES NO

SEND

v
‘ check_send_otp_limit |

| MpeBbILeH NAMIT 0TNPaBKK Kopos OTP? |

NO

v
send_otp |

YES |
| OTnpaska SMS OTP koga |

SUCCESS |FAIL

VALIDATE

‘ check_incorrect_otp_limit |

| MpeBbilLeH NAMUT HENPABWALHLIX BEOLOE Kofa OTP? |

YES NO
| otp_blocked_form | ‘ check_is_otp_correct ‘
| MoBbiLUeHWE YPOBHA aBTOPM3IALWKA 3abNoKUpoBaHO | |0TP KO BEEAEH NPaBWUibHO W He NpocpoYeH? |
YES

MoBbllLeHWe ypOoBHA aBTOpU3aLmMn npomncxoanT Yepes OAuth 2.0 c nepenadert napameTpa auth_level. Ecnu yposeHb
aBTOPM3aLLMKN NOb30BaTENSA MEHbLUE 3anpallnBaeMoro, OH byaeT nepeHanpasneH Ha BUAXET NOBbILLEHUs ypoBHSA no OTP
Koay.

Ecnu SMS-kop 6bin ycnewHo NoATBEPXAEH, OyAeT BO3BpalleH access_token € NOBbIWEHHbBIM YPOBHEM aBTOPU3aLLUK
auth_level

MOBbILEHHBIV YPOBEHb aBTOPM3aLLM AENCTBYET GUKCHPOBaHHOE BpeMs (MO-yMOMYaHmio 3 MUHYThI), MO UCTEeYeHNe
KOTOPOro YpOBEHb aBTOPM3aLLMM BO3BPALLAETCS K UCXOAHOMY 3HAUYEHUIO.

3AMETKA

CnenyeT 3aMeTUTb, UTO CTapbii access token npoaoxaeT AelCTBOBaTb M A4St 3aNpOCOB, M€ He HYXEeH MOBbILLEHbIN
YPOBEHb aBTOPU3aLLUM, HY>XKHO UCMOMb30BaTb Ero.

3AMETKA


http://0.0.0.0:4000/webdocs/assets/images/otp_sms.png

Bpems gencTteuna HOBOro access token MeHblue YeM y CTaporo

BAXHO

BO3MOXHbIE OrpaHnyeHnsa Ha nona GOpPMbl ONUCaHbI B MYyHKTE Bo3MOXHble OrpaHuyeHus Ha nonst Gopmbl

3AMETKA

Mocne ycrnelwHoro noBblWeHWs ypoBHsS aBTopm3aaumm OAuth 2.0 /tokeninfo BepHeT auth_level cooTBeTCTBYOLWMN
3anpaLvBaemMomy

3AMETKA

B kax bl 3anpoc HY>XHO NOACTaBNATb TEKYLMI execution - naeHTUOMKaTOp Npeaceccum ayTeHTUudnKaumn.


http://0.0.0.0:4000/webdocs/mlk-api.html#anchor-fields-restrictions

¢opmaT 3anpoca Ha noeBbilleHne ypoBHA aBTOpU3auunum

POST /sso/oauth2/access_token
Host: <sso_host>
application/json
Content-Type: application/x-www-form-urlencoded

client_id=<client_id>&
client_secret=<client_secret>§

scope=<scope>§
grant_type=urn:roox:params:oauth:grant-type:m2m&
realm=/customer&

service=dispatcher§

auth_level=<auth_level>§
access_token=<access_token>&

method=<method>

MNapameTpbl

® sso_host - 6a3oBbit agpec cepsepa RooX UIDM, HanprMep sso.rooxteam.com, MOXET COAepPXaTb MNOPT, Hanpumep
sso.rooxteam.com:8080

e client_id - naeHTndukaTop KNMeHTa, Hanpumep selfcare, BO3MOXHbIE 3Ha4YEHNUSA 3aBUCAT OT KOHOUIypaLmm
® client_secret - naponb KNnMeHTa, BO3MOXHbIE 3HAaUYEHUS 3aBUCAT OT KOHOUTypaLLmm
® scope - CMUCOK 3anpaLlrBaeMbix scope Yepes npoben B koanposke UTF-8. onunMoHanbHO, perucTpo3aBucUMoO

® grant_type - cnocob aBTOpK3aLIMm NOMb30BaTeNd, BCEra UCMoMb3yeTCsa 3HaYeHne urn:roox:params:oauth:grant-
type:m2m

® service - UMS LLenoyku ayTeHTuduKaumm, scerga dispatcher

e realm - rpynna nons3osaTtenen RooX UIDM, Bceraa ncnonb3yeTtcs 3HaveHne %2Fcustomer, KOTopoe SBASeTCs uri-
encoded 3HayeHneM /customer

e auth_level - xenaembit ypoBeHb aBTOPM3aLLUM N9 TEKYLLEro nonb3oBaTens.

method - NpeanoYTUTENbHbIM CNOCO6 NOBLILEHWS YPOBHSA aBTOPM3aLLMK, HanpuMep otp_sms. onLMoHanbHo

PesynbTaToM BbINONHEHUA 3anpoca 6yaeT BanvaaLmsa CYLEeCTBYIOWEro TOKeHa 1 0TobpaxeHue Homepa TenedoHa
nonb30oBaTend, Ha KOTOpbIN byaeT oTnpasneHa SMS.

CDopmaT ycnewHoro oreeTta Ha noBbilleHne ypoBHA aBTOpPU3auuun

Mocne nonyyeHus pesynbTaTa HaOo 0To6pPa3nTb Nonb3oBaTento GopMy ang otnpasku OTP koaa

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
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"msisdn": "79876543210"

"serverUrl": "http://sso.rooxteam.com/sso/auth/otp-sms",

"step": "send_otp_form",
"execution": "dec7dacf-as2d-4345-aae5-d08410ch8f95 _H4sIAAAAAAAAANIWTWwWcRRYu27GdxE5wWENYF"

MapamMeTpbl

e serverUrl - URL ona cnepytolero 3anpoca, HarnpuMmep sso.rooxteam.com, MOXeT COAepXaTh MopT, HanpuMmep

sso.rooxteam.com:8080
execution - ngeHTMdMKaTOP Npeaceccum ayTeHTUduKaLmm
step - Koa cocToaHUA

view.msisdn - HoMep TenedoHa, Ha KoTopbi 6yaeT oTnpasneH OTP SMS

®dopmMaT 3anpoca Ha NOBTOPHYIo oTripaBky OTP nonb3oBaTtento

HaHHbivt 3anpoc otnpasuT OTP-KO4 Nonb3oBaTeNHo.

POST /sso/oauth2/access_token
Content-Type: application/x-www-form-urlencoded
Accept: application/json

client_id=<client_id>&
client_secret=<client_secret>§

scope=<scope>§
grant_type=urn:roox:params:oauth:grant-type:m2m&
realm=/customer§

execution=dec7dacf-as2d-4345-aae5-d08410ch8f95 HA4sIAAAAAAAAANIWTWWCRRYu27GdXESWENYF&
_eventId=send

MapamMeTpbl

client_id - noeHTuduMKaTop KNMeHTa, HanpuMep selfcare, BO3MOXHbIE 3HaYEHWA 3aBUCAT OT KOHPUIypaLLmm
client_secret - naponb knnMeHTa, BO3MOXHblE 3HaYeHNS 3aBUCAT OT KOHOUIypaLun
SCope - CNUCOK 3anpallnBaeMblx scope yepes npoben B koamposke UTF-8. onumMoHanbHoO, peructpo3aBUcCMMO

grant_type - cnocob aBTOpM3aLIMM NONb30BaTENS, BCeria UCrnob3yeTcs 3HaueHne urn:roox:params:oauth:grant-
type:m2m

realm - rpynna nons3osatenen RooX UIDM, Bcerga ucnonb3yeTcd 3HaueHne %2Fcustomer, KOTopoe ABNAETCA uri-
encoded 3HauyeHneM /customer

auth_level - xenaembil ypoBeHb aBTOpM3aLMM ANA TEKYLLEro nonb3oBaTens
execution - aeHTUGUKATOP Npeaceccumn ayTeHTudmKaLm

_eventld - naeHTUOUKaTOP AENCTBUS, onpeaendeTcd OTAEMbHO ANS KaX40ro COCTOAHNSA

®opMaT ycnewHoro oTeeTa Ha oTnpaBky OTP nonb3oBaTento

[MonyyeHbIt OTBET COAEPXMUT B cebe onmncaHne napaMeTpoB C OrpaHUYEHNAMN Ha H1X, KoTopble RooX UIDM 6yaeT xaaTh B
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criegyroulem 3arnpoce.

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

"form": 3
"fields": {
"otpCode": %
"constraints": [

“NotNull"

"errors": [],

"name": "otpForm"
i
"serverUrl": "http://sso.rooxteam.com/sso/auth/otp-sms",
"step": "enter_otp_form",
"execution": "dec7dacf-as2d-4345-aaeb-

d08410ch8f95_HAsTAAAAAAAAANIWTWwCRRYu27GdxESwWENYF",

"view": 3

"otpCodeAvailableAttempts": 2,

"msisdn": "79876543210",

"nextOtpPeriod": 120,

"blockedFor": 0O,

"isBlocked": false

MapamMeTpbl

e serverUrl - URL ona cnepytollero 3anpoca, HarnpuMmep Sso.rooxteam.com, MOXeT COAepXaTh MOopT, HarnpuMmep
sso.rooxteam.com:8080

® execution - ngeHTUdMKaTOP NPeaceccun ayTeHTndukaummn

® step - Ko CoOCTOAHMA

e form.fileds[] - nons, oxuoaemMblie Ang oTNPaBKM

® view.msisdn - HoMep TenedoHa, Ha KoTopbIn byaeT otrnpasrneH OTP SMS

e view.otpCodeAvailableAttempts - kon-Bo nonbiTok BBoAa OTP kofa

e view.nextOtpPeriod - BpeMda B CekyHAax [0 HAaCTynneHns BO3MOXHOCTH oTrnpaskun HoBoro OTP kofa
® view.isBlocked - npu3Hak 6110KMPOBKM NONb30BaTENS

e view.blockedFor - Bpema 0o pa3brokMpOBKM B CEKYHAAX

®opmMmart 3anpoca Ha Banuaauuio OTP

[aHHbI 3anpoc BanuanpyeT BBeAeHHbIM OTP ko nonb3oBaTteneM. M pe3ynbTaToM BbIMOMHEHWUS AaHHOMO 3anpoca byneT
OKOHYaHWe MNoBbIWEHWA aBTOPMU3aLLMK NOMb30BaTENd C Bbljaden HOBOro access token ¢ noBbilleHbIM YPOBHEM
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aBTOpPU3aLUnN.

POST /sso/oauth2/access_token
Content-Type: application/x-www-form-urlencoded
Accept: application/json

client_id=<client_id>&

client_secret=<client_secret>&

scope=<scope>§

grant_type=urn:roox:params:oauth:grant-type:m2m&

realm=/customer

auth_level=<auth_level>§

execution=dec7dacf-as2d-4345-aae5-d08410chb8f95 HA4sTAAAAAAAAANIWTWwcRRYu27GdXESWENYF&

otpCode=<otp_code>&

MNapameTpbl

e client_id - naeHTMdUKaTOpP KNNMEHTa, HanpuMep selfcare, BO3MOXHbIE 3HAYEHUS 3aBUCAT OT KOHOUIypaLLmm
® client_secret - naponb KNnMeHTa, BO3MOXHbIE 3HAa4YEHWUS 3aBUCAT OT KOHPUTypaLLmm
® scope - CMUCOK 3anpalumMBaeMbix scope Yyepes npoben B koamposke UTF-8. onumMoHanbHo, peructposaBUcMMoO

e grant_type - cnocob aBTopu3aLLMmM Nob30BaTeNs, BCeraa Ucnob3yeTcs 3HayeHre urn:roox:params:oauth:grant-
type:m2m

® realm - rpynna nonb3oBaTenen RooX UIDM, Bcerga ncnonb3yeTtcs 3HadeHne %2Fcustomer, KOTopoe aBngeTcs uri-
encoded 3HayeHueM /customer

® auth_level - xenaemMbiil ypoBeHb aBTOpPM3aLLUK ONA TEKYLLEro Nonb30BaTens.
® execution - ngeHTUdUKaTOP NPeaceccun ayTeHTudukaummn
e _eventld - ngeHTUdUKaTOP OENCTBUA, OrnpeaenaeTcd OTAENbHO ANS Kax4oro COCTOAHNA

e otpCode - nonyyeHHbIn OTP koA
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dopMaT ycnewHoro oTeeTa Ha Banuaauuio OTP
|_|OJ'IyqubH7I OTBET COOEPXUT B cebe HOoBbIN access token ¢ NOBLIWEHbIM YPOBHEM aBTOpPU3aLLNN.

3AMETKA

Cnepnyet 3aMeTUTb, UTO CTapbi access token NpoaomKaeT AeNCTBOBATL U A/1F 3arnpOCOB, IAe He HYXeH MOBbIWEHbIN
YPOBEHb aBTOPU3aLLUN, HYXXHO MCNOMb30BaTb €ro.

3AMETKA

Bpems oenctBua HOBOro access token MeHblle YeM y CTaporo

HTTP/1.1 200 OK
Content-Type: application/json

"expires_in": 59,
"token_type": "Bearer",
"access_token": "89fcd81f-e72b-4dbe-a2aa-71b57c519de2"

MapamMeTpbl

® scope - cnncok scope (B dopmaTte JSON Array) paspeleHHbiX 415 UCNoNb30BaHUS OT UMEHM NOMb30BaTeNs), BO3MOXHbIE
3HaYeHWsa 3a4al0TCA KOHPUrypaLmen

® expires_in - BpeMsi 4O UCTEUYEHNs CpoKa AENCTBUS TOKEHA B CEKYHAAX
e token_type - TN BblgaHHOro TokeHa. Bcerpa Bearer

® gccess_token - BbigaHHbIN access token
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®opmart owmnbkm Banupauum OTP

HTTP/1.1 200 OK
Content-Type: application/json

"form": 3§
"errors": [

"field": "otpCode",
"message": "invalid_otp"

“name": "otpForm",
"fields": %
"otpCode": %
"constraints": [

"name": "NotNull"

"view": 1§
"otpCodeAvailableAttempts": 2,
"msisdn": "79876543210",
"nextOtpPeriod": 120,
"blockedFor": 0O,

"isBlocked": false

"serverUrl": "http://sso.hosted:8080/sso/auth/otp-sms",
"step": "otp_form",
"execution": "dec7dacf-as2d-4345-aae5-d08410chb8f95 H4sTAAAAAAAAANIWTWwWcRRYu27GdxE5wWENYF"

MapamMeTpbl

® execution - UOEHTUGUKATOP Npeaceccun ayTeHTupuKaLmm

e _eventld - ngeHTUGUKaTOP AENCTBUA, ONPenensaeTca OTAeNIbHO ANA KaXA0ro COCTOAHUSA

® view.msisdn - HoMep TenedoHa, Ha KoTopbIn byaeT otrnpasneH OTP SMS

e view.otpCodeAvailableAttempts - kon-Bo nonbiTok BBoAa OTP kofa

e view.nextOtpPeriod - BpeMda B CekyHAax [0 HAaCTynneHUs BO3MOXHOCTH oTrnpaskun HoBoro OTP kofa
® view.isBlocked - npu3Hak 6110KMPOBKM MOMb30BaTENS

e view.blockedFor - Bpema 0o pa3bnokMpOBKM B CEKYHAAX

e form.errors[].message - cooblieH1e 06 OWnbKe Ban1aaLmumM, ONUUOHANbHO

e form.errors[].field - none B KOTOpOM HalaeHa OLIMEKAE, OMLMOHANBHO
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dopmMaT oTBETa Npy 6N1OKUpPOBKE Nosib3oBaTenNs

HTTP/1.1 200 OK
Content-Type: application/json

"form": 3§
"errors": [

"message": "too_many_wrong_code"

"blockedTo": "2015-02-18T12:00:00.000+00:00"

"serverUrl": "http://sso.rooxteam.com/sso/auth/otp-sms",
"step": "otp_blocked_form",
"execution": "dec7dacf-as2d-4345-aae5-d08410ch8f95 HA4sIAAAAAAAAANIWTWwcRRYu27GdxE5wWENYF"

MapamMeTpbl

e execution - MgeHTUGUKaATOP Npeaceccuun ayTeHTudmKaLumm

e _eventld - ngeHTUGUKATOP OENCTBUSA, ONpenenseTcsd OTAeNbHO AN Kax40ro COCTOAHUS
e view.blockedTo - nata, Bpems B popmaTte UTC onpenensdeT CpoK 6/10KMPOBKMU.

e form.errors[].message - cooblieHre 06 OWnbKe BanvaaLmum, ONUUOHANbHO

e form.errors[].field - none B KOTOpOM HalaeHa OLIMEKAE, OMLMOHANBHO

Bo3MoOXHbie Koabl OLLUMBOK

Koa onucaHue KOMMeHTapMﬁ
invalid_otp HesepHbint OTP koo
error_sending_otp Owwnbka npuotnpaske SMS ¢ KOAOM
too_many_sms MpeBbIWEH NMMUT OTNpaBkn SMS
too_many_wrong_code MNpeBbileH NMMUT nonbiTok BBoAa OTP
Kopna
may not be null MNone He MOXeT 6bITb MYCTbIM Owwnbka BanugaLmm
size must be between {min} and 3HayeHue JOMKHO BbITb B 3ajlaHHOM Owwrbka Banugaumm

{max] ananasoHe
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required on {field name} Obsa3aTenbHOe none Owwnbka BanuoaLumm

FF MonyuyeHue TOKeHa nop onepauumio

MonyyeHne TokeHa noa onepauuto npomcxoant Yyeped OAuth 2.0 ¢ nepefayen KOHTeKCTa onepaLmu, ans KOTopou
TpebyeTCcs TOKeH.

Ecnn SMS-kop 6bin ycnelwHo NoATBEPXAEH, OyAeT BO3BpaLleH access_token Ans BbINOMHEHWA 3anpoLleHHOW onepaLmu.
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MNpoBepka HE0O6XOAMMOCTH NMONMYyUYE€HNUS TOKEHA NOA ONepaLmio

MpuMep 3anpoca

POST /sso/api/policyEvaluation/isAllowed HTTP/1.1
application/json

Content-Type: application/json

Authorization: Bearer 0ff6618c-6dfd-4a59-840a-cea9170e7e76

Content-Length: 159

Host: <sso_host>

"serviceName": "iPlanetAMWebAgentService",
"actionName": "<action>",

"resourceName": "<resource_name>",
"envParams": <params>,

"realm": "<realm>"

MapameTpbl

<sso_host> - 6a3oBbit agpec cepepa RooX UIDM, HanpuMep Sso.rooxteam.com, MOXeT coepxaTb NopT, Hanpumep
sso.rooxteam.com:8080

<action> - nencTeue, ykazaHHoe B nonuTunkax RooX UIDM, koTopoe Tpy6ecTda coseplunTs (Hanpumep, GET, POST)

<resource_name> - Mg pecypca, K KOTOPOMY OCYLLeCTBIseTcsa 4ocTyn. [JomkHO coBnaaath C UMEHEM pecypca,
yKasasaHHbIM B COOTBETCTBYOWeN nonntuke RooX UIDM.

<params> - [poun3Bo/bHbIe NapaMeTphbl (B BUAe key-value nap n3 AByX CTPOK), KOTopble TPebyoTCs ANs BblUMCIEHNS
NOMUTUKK. IO yMONYaHWio, MycTom Habop

<realm> - KOHTEKCTHbIN realm.

NMpumep oTBETa

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
Content-Length: 94

"advices": 3%
"PerOperationTokenConditionAdvice": "PerOperationTokenRequired"

"decision": "Deny"
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MapameTpbl

e <advices> - nepeyeHb HEOBXOAMMbBIX YCOBUIA, KOTOPblE TPEBYETCS YAOBNETBOPUTD AN MNOMyYeHUst 4OCTyna K
3alumLaeMoMy pecypcy

e <decision> - pelleHve 0 NPeaoCTaBNeHNM JOCTYMNa K PECYPCY C TEKYLLMM TOKEHOM

l1onyueu4ue13ann3asoBor0'n3KeHa|10Lloneumauuk:

NMpuMep 3anpoca

POST /sso/oauth2/access_token HTTP/1.1
application/json
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
<sso_host>

realm=<realm>§
client_id=<client_id>&

client_secret=<client_secret>§

grant_type=urn¥%3Aroox%3Aparamsf%3Acoauth¥3Agrant-type%3Am2m&

service=otp_operation_token&

access_token=0ff6618c-6dfd-4a59-840a-cea9170e7e76&
operation=%7B%22serviceName®%22%3A%22iPlanetAMWebAgentService®%22%2C%22actionName?229%3A%22GE
%22%2C%22resourceName®22%3A%22%2Fotp -
settingsX2F%3A1d%2Fotp%2Ftest%22%2C%22envParamsf%229%3A%7B%22principalId%229%3A%229%40me%229%7D
%62C%221realm¥229%3A%22%2Fcustomer?$229%7D

MapameTpbl

® <¢sso_host> - 6a3oBbit agpec cepsepa RooX UIDM, HanprMep sso.rooxteam.com, MOXeT cofepkaTb NopT, Hanpumep
sso.rooxteam.com:8080

® realm - rpynna nonb3oBaTtenen RooX UIDM
® client_id - naeHTMOUKaTOP KNNMEHTa, HanpuMep selfcare, BO3MOXHbIE 3HaYEHUSA 3aBUCAT OT KOHPUIypaLLmm
® client_secret - naposb KnneHTa, BO3MOXHbIE 3HaUEeHUS 3aBUCAT OT KOHOUIypaLmm

® grant_type - cnocob aBTOpK3aLMM NOMb30BaTENd, BCErAa UCMONb3YyeTCA 3HaYeHne urn:roox:params:oauth:grant-
type:m2m

® service - ucnonb3yemsblvt cepauc. Bcerpa otp_operation_token
® access_token - TekyLnin TOKEH Nonb3oBaTens

® operation - KOHTEKCT ornepaumm B json ¢popmaTe. CoBnagaeT ¢ Tenom 3anpoca POST
/ssol/apilpolicyEvaluation/isAllowed

Mpumep oTBeTa

[TonyyYeHHbIV OTBET COOEPXUT B Cebe onncaHne napamMeTpoB C OrPaHNUYEHUAMM Ha HUX, KOTopble RooX UIDM 6yaeT xaaTth B
cnepytollem 3anpoce

HTTP/1.1 200 OK

Set-Cookie: execution=4e20650e-d4f5-405a-8144-fcceh939f2f5;Version=1;Path=/; HttpOnly
Content-Type: application/json;charset=UTF-8
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)
"form": %
"errors": [],
“name": "otpForm",
"fields": {
"otpCode": {
"constraints": [
]
"name": "NotNull"
I
1
"name": "Size",
"attributes": 3§
"min": 4,
"max": 4
¥
5o
1
"name": "Pattern",
"attributes": §

"flags": [],
Ilregexpll: IIA[0_9:|+$II

"view": %
"nextOtpCodePeriod": 29,
"otpCodeAvailableAttempts": 4,
"msisdn": "9876543210",
"blockedFor": 0,
"isBlocked": false,
"nextOtpPeriod": 29,
"expireOtpCodeTime": 59
o
"serverUrl": "http://sso.rooxteam.com/sso/auth/_otp-sms",
"step": "enter_otp_form",
"execution": "dec7dacf-as2d-4345-aae5-d08410ch8f95_H4sTIAAAAAAAAANIWTWwcRRYu27GdxE5wWENnYF"

MapaeMTpbl

e form - CTPyKTYypa, GopMbl BBOA OTMPaBIEHHOr O NOMb30BaTento B cooleHnn OTP koaa

e form.errors - cnMcok owmnbok. Bcerga nycrton

e form.name - UM GOPMbI

e form.fields - cnncok nonen Gopmsl

e form.fields.otpCode - none anga seoga OTP kofa

e form.fields.*.constraints - cnncok orpaHnyeHuin Ha none

e form fields.*.constraints[].name - UMs orpaHUueHns

e form.fields.*.constraints[].attributes - nepeueHb aTPUBYTOB OrpaHUUEHUI

e form fields.*.constraints[].attributes.min - MUMHUManNbHOE 3HaYEHKEe NS OaHHOrO aTpubyTa

e form.fields.*.constraints[].attributes.max - MakcMManbHoe 3HaYeHve Ans naHHoro atpuéyTa
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e form.fields.*.constraints[].attributes.regexp - perynspHoe BbipaxeHue Banuaaumm 3HaueHnsa Ans nons
e view.nextOtpPeriod - BpeMa B CekyHAax [0 HAaCTynneHUss BO3MOXHOCTM oTrnpaskun HoBoro OTP kofa

e view.otpCodeAvailableAttempts - kon-Bo nonbiTok BBoga OTP kofa

® view.msisdn - HoMep TenedoHa, Ha KOTopbIn byaeT otrnpasneH OTP SMS

® view.blockedFor - BpemMsa [0 pa3bnokMpOBKM B CEKyHOax

® view.isBlocked - npn3Hak 6110KMPOBKM NONb30BaTENS

® view.nextOtpPeriod - BpeMs B CekyHAax 40 HacTYMIeHUs BO3MOXHOCTW OTrnpaBkn HoBoro OTP kofa

e view.expireOtpCodeTime - Bpemda xun3Hn OTP koda B CekyHAax

e serverUrl - url ong cnenytolero 3anpoca

e step - naeHTUPMKaTOP LWara

® execution - ngeHTUdUKaATOP Npeaceccun ayTeHTuduKaLmm

3anpoc3anunauuuBBeneHHorOKona

[aHHbin 3anpoc BanuanpyeT BBefAeHHbIM OTP ko4 nonb3osateneM. M pe3ynbTaToM BbiMOMHEHWUS AHHOMO 3anpoca byneT
BblJa4ya HOBOIO access token ¢ npaBamu Ha BbINOMTHEHWE 3aMnpOoLLEeHHOW onepaLLmm.

MpumMep 3anpoca

POST /sso/oauth2/access_token HTTP/1.1

realm=<realm>&

client_id=<client_id>&

client_secret=<client_secret>§
grant_type=urn¥%3Aroox%3Aparams¥3Acauth¥3Agrant-type%3Am2m&
service=otp_operation_token&

execution=<execution>&

_eventId=validate&

otpCode=<code>

MapameTpbl

® <sso_host> - 6a3oBbivt agpec cepeepa RooX UIDM, HanpuMep sso.rooxteam.com, MOXeT coaepXaTb NopT, HanpuMmep
sso.rooxteam.com:8080

® <realm> - rpynna nonb3oBaTenen RooX UIDM
e <client_id> - ngeHTHdUKaTOP KNMEHTa, Hanpumep selfcare, BO3MOXHble 3Ha4eHNd 3aBUCAT OT KOHPUrypaLmm
® <client_secret> - naposb KAneHTa, BO3MOXHbIE 3HaYEHWS 3aBUCAT OT KOHOUIrypaLLmm

® <«grant_type> - cnocob aBTopm3aLLMM NoMNb30BaTENA, BCera MCnonb3yeTcd 3HaueHne urn:roox:params:oauth:grant-
type:m2m

® <service> - UCnonb3yemblt cepBuc. Bcerpa otp_operation_token
e <execution> - ngeHTUOUKaTOP NPEeAceccun ayTeHTUGUKaLMM M3 OTBETa npedblayLlero 3anpoca
e <_eventld> - gencTBMe B KOHTEKCTE AaHHOrO Wwara. Bcerpa validate

® <«code> - KO 13 OTMNPaBEHHOro COOBbLLIEHNSA
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NMpuMep oTBeTa

HTTP/1.1 200 0K

X-Node-Id: sso

X-Context-Id: R60ODXELARPTIV1
Cache-Control:

Date: Tue, 21 Nov 2017 14:13:50 GMT

application/json;charset=UTF-8
Content-Encoding: gzip
Connection:

"expires_in": 59,

"token_type": "Bearer",

"refresh_token": "01a9d5f3-a797-4d04-be89-706£3692h182",
"access_token": "aa784831-b585-44b7-ae96-cf0ab6711d584"

MapameTpbl

® scope - cnuncok scope (B dopmaTte JSON Array) paspelleHHbIX 415 UCNOoNb30BaHNA OT UMEHM NOMb30BaTe s, BO3MOXHbIe
3HaYeHMs 3a4aTCs KOHOUrypaLumemn

® expires_in - BpeMs 40 UCTEeYEeHNd CpoKa AeNCTBUA TOKeHa B CeKyHaax
e token_type - Tvn BbiAaHHOro TOKeHa. Bcerpa Bearer
e refresh_token - BbigaHHbIM refresh token

® access_token - BblgaHHbIM access token
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®opmart owmnbkm Banupauum OTP

HTTP/1.1 200 OK
Content-Type: application/json

"form": 3§
"errors": [

"field": "otpCode",
"message": "invalid_otp"

“name": "otpForm",
"fields": %
"otpCode": %
"constraints": [

"name": "NotNull"

"view": 1§
"otpCodeAvailableAttempts": 2,
"msisdn": "79876543210",
"nextOtpPeriod": 120,
"blockedFor": 0O,

"isBlocked": false

"serverUrl": "http://sso.rooxteam.com/sso/auth/otp-sms",
"step": "otp_form",
"execution": "dec7dacf-as2d-4345-aae5-d08410chb8f95 H4sTAAAAAAAAANIWTWwWcRRYu27GdxE5wWENYF"

MapamMeTpbl

® execution - UOEHTUGUKATOP Npeaceccun ayTeHTupuKaLmm

e _eventld - ngeHTUGUKaTOP AENCTBUA, ONPenensaeTca OTAeNIbHO ANA KaXA0ro COCTOAHUSA

® view.msisdn - HoMep TenedoHa, Ha KoTopbIn byaeT otrnpasneH OTP SMS

e view.otpCodeAvailableAttempts - kon-Bo nonbiTok BBoAa OTP kofa

e view.nextOtpPeriod - BpeMda B CekyHAax [0 HAaCTynneHUs BO3MOXHOCTH oTrnpaskun HoBoro OTP kofa
® view.isBlocked - npu3Hak 6110KMPOBKM MOMb30BaTENS

e view.blockedFor - Bpema 0o pa3bnokMpOBKM B CEKYHAAX

e form.errors[].message - cooblieH1e 06 OWnbKe Ban1aaLmumM, ONUUOHANbHO

e form.errors[].field - none B KOTOpOM HalaeHa OLIMEKAE, OMLMOHANBHO
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dopmMaT oTBETa Npy 6N1OKUpPOBKE Nosib3oBaTenNs

HTTP/1.1 200 OK
Content-Type: application/json

"form": 3§
"errors": [

"message": "too_many_wrong_code"

"blockedTo": "2015-02-18T12:00:00.000+00:00"

"serverUrl": "http://sso.rooxteam.com/sso/auth/otp-sms",
"step": "otp_blocked_form",
"execution": "dec7dacf-as2d-4345-aae5-d08410ch8f95 HA4sIAAAAAAAAANIWTWwcRRYu27GdxE5wWENYF"

MapamMeTpbl

e execution - MgeHTUGUKaATOP Npeaceccuun ayTeHTudmKaLumm

e _eventld - ngeHTUGUKATOP OENCTBUSA, ONpenenseTcsd OTAeNbHO AN Kax40ro COCTOAHUS
e view.blockedTo - nata, Bpems B popmaTte UTC onpenensdeT CpoK 6/10KMPOBKMU.

e form.errors[].message - cooblieH1e 06 oWwnbke BanvaaLmumM, ONUUOHANbHO

e form.errors[].field - none B KOTOpOM HalaeHa OLIMEKAE, OMLMOHANBHO

Bo3MoOXHbie Koabl OLLUMBOK

Koa onucaHue KOMMeHTapMﬁ
invalid_otp HesepHbint OTP koo
error_sending_otp Owwnbka npuotnpaske SMS ¢ KOAOM
too_many_sms MpeBbIWEH NMMUT OTNpaBkn SMS
too_many_wrong_code MNpeBbileH NMMUT nonbiTok BBoAa OTP
Kopna
may not be null MNone He MOXeT 6bITb MYCTbIM Owwnbka BanugaLmm
size must be between {min} and 3HayeHue JOMKHO BbITb B 3ajlaHHOM Owwrbka Banugaumm

{max] ananasoHe
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required on {field name} Obsa3aTenbHOe none Owwnbka BanuoaLumm

#£ CMeHa faHHbIX ayTeHTUdMKauumu (NorMH u naponb) Nnonb3oBaTens

ABTOpl/|3OBaHHbIl7I nonb3oBaTellb MOXET CMEHUTbL TOIrMH U Maposib UCNOJb3yeMble OANnd EYTGHTVI(DV]KaLI,VIVI. CMeHa noruvHa
MOXET 6bITb 386J'IOKVIpOBaHa yepes KOHCDV‘praLI.MI-O, €C/In 3TO He oNyCKaeTCA CLeHapnaMn nHTerpaumn.

®opmMarT 3anpoca

POST /sso/oauth2/access_token

Host: <sso_host>

Content-Type: application/x-www-form-urlencoded
Accept: application/json

realm=<realm>&

client_id=<client_id>&

client_secret=<client_secret>&
grant_type=urn%3Aroox%3Aparams¥%3Acoauth¥%3Agrant-type%3Am2m&
service=change-credentials§

access_token=<access_token>

MapameTpbl 3anpoca

® <¢sso_host> - 6a3oBbit agpec cepsepa RooX UIDM, HanprMep sso.rooxteam.com, MOXeT cofepkaTb NopT, Hanpumep
S$so.rooxteam.com:8080

® 3ccess_token - monyYeHHbI B pe3dynbTaTte ayTeHTudunkaumm access token, Hanpumep 7bdaeacc-3d80-415¢c-920f-
a’c30cabe743

® service - UCMOMb3yeMblt CEPBUC; ANS AaHHOrO CLeHapua Bcerga change-credentials

<DopmaT oTBeTa - q)opMa CMéeHbl NornMHa-naposid nonb3oBaTtens

[aHHbIV 0TBeT ByAeT TakXe BO3BpaLleH 13 Gioy ayTeHTUdUKaLMmM ecnv Angd napbl NOrnMH-napons yCTaHoBNeH dnar
TpeboBaHWa cMeHbl Mapons: passwordMustChange

HTTP/1.1 200 OK

"form": 3§
"errors": [],

"name": "credentialsForm",
"fields": {
"password": {
"constraints": [

"name": "Size",
"attributes": §
"min":

max
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]

Fo
"newPasswordBody": %
"constraints": [

1
"name": "Size",
"attributes": §
"min": 4,
"max": 1024
]
Fo

"newUsername": 3§
"constraints":

1

[

"name": "Size",
"attributes": 3§

"min": 4,
"max": 1024

"view": 3
"username":

"<username>"

} I
"serverUrl": "https://sso.rooxteam.com/sso/auth/_common-change-credentials",
"step": "enter_credentials",
"execution": "dec7dacf-as2d-4345-aae5-d08410ch8f95 H4sIAAAAAAAAANIWTWwcRRYu27GdxE5wWENYF"

MNonsa oTBeTa

form - popma nonyveHna napamMeTpoB CMEHbI NIorMHa/napons nonb3oBaTend

errors - CnMcok olWMB0oK, COOBLIEHNE MOXET BbIThb NPUBSA3aHo K nonto (field)
form.name - nmMa GopMbl

fields - cnncok nonev Gopmbl

password - aTpnbyThl, OTHOCHLLIMECS K MO0 BBOAA TEKYLLEro napons
newPasswordBody - atpnbyTbl, OTHOCALLMECH K MOS0 BBOAa HOBOIO Napors
newUsername - aTpubyTbl, OTHOCALIMECS K MOS0 BBOAA HOBOIO MMEHM NONb30BaTENS
constraints - cnucok orpaHMyeHnn Ha none

constraints.name - UMa orpaHn4eHns
constraints.attributes - nepeyeHb aTprbyTOB OrpaHNYEHII
constraints.attributes.min - MMHMManNbHOE 3HaYeHWe ONA AaHHOro aTtpubyTa
constraints.attributes.max - MakcumManbHoe 3HayeHve Ons 4aHHOro aTpubyTa
constraints.attributes.skip - perynapHoe BbipaxeHune BannaaLmm 3Ha4yeHns ansa nonsg
View - JONOMHUTENbHbIE AaHHbIE TeKyLero wara

username - TeKyL1N NOr1H NoNb3oBaTensd

serverUrl - URL ans 3anpocos Ha cepsep



e step - oeHTUdMKaTOp Wara

® execution - ngeHTUdUKaATOP Npeaceccun ayTeHTuduKaLmm

3anpoc Ha cCMeHy napbl Napo/b/NoruH nonb3oBaTens

[aHHbIV 3anpoc MeHAeT napy/NornH napongd And nonb3osaTtens. YCnelwHsbiM pe3yibTaToOM BbINOMHEHWS JaHHOro 3anpoca
OynerT Bblfada access token

POST /sso/oauth2/access_token
<sso_host>
Accept: application/json
Cache-Control: no-cache
Content-Type: application/x-www-form-urlencoded

client_id=<client_id>&
client_secret=<client_secret>&

scope=<scope>§
grant_type=urn:roox:params:oauth:grant-type:m2m&
realm=%2Fcustomer&

service=dispatcher&

response_type=token&

execution=<execution>&

password=<password>&
newPasswordBody=<newPasswordBody>&
newUsername=<newUsername>&

_eventId=next

MapamMeTpbl 3anpoca

® execution - ngeHTUdUKaTOP NPeaceccun ayTeHTudukaummn

e _eventld - noeHTMdMKaTOP OENCTBUA, ONPEenensaeTcs OTAENbHO AN KaXA0ro COCTOSHNSA
® password - TekyLMn Naponsa nofib3osaTtens

® newPasswordBody - HOBbIV Maporib MNonb3oBaTens

® newUsername - HOBbIM NOTMMH NOMb30BaTeNS

B 3aBucunmMocTn oT KoHpUrypaummn RooX UIDM nons password n newUsername MoryT He UCMOMb30BaTbCH.

®opMaT ycrnewHoro oTBeTa C Bblgayer access token

HTTP/1.1 200 OK

"access_token": "fe8a0976-972c-4773-9ba8-662c92869639",
"refresh_token": "863a4983-2424-4cb3-9ed2-18f9357b64c0",
"refresh_expires_in": 1599,

"token_type": "Bearer",
"expires_in":
"old_token": "fe8a0976-972c-4773-9ba8-662c92869639",
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"IWTToken":
"eyAiY3R5IjogRh1XVCIsICJ0eXZu5iAiandOIiwgImFsGuUM6ICIIUZIINIIgEQ.eyIhdWQi0lsieW90YV9sal9tMm
OiXSwed3ViIjoiYmlzX19£X18yRpg3NjUOMzIXxIiwiABUoIjoxNjAX0TgzNTc4LCIhenAi0iJ5b3RhT5trX20ybSTIs
ImFtciI6ImR1dmljZV9zdG9yZWREdGOrZWAiLCIOb2t1bk5hbWUi0iFrCF90b2t1lbiIsImlzcyI6InlvdSWwbGtEbT,

JtIiwicmVhbGOiOuUvY3VzdG9tZXIiLCIOb2t1b1R5cGUi01JCaVI1ZGR1ZEpXVFRva2VuIliwiZXhwIjoxNjAx0Tgo
MTc4LCIpNOZi0OjE2MDE50DMINZzh9 . _KCRNEwOqI9K1JIVCVbwofCqsZzzEm7PIBqfICAGL9bG"

MapameTpbl 3anpoca

® scope - cnuncok scope (B dopmaTte JSON Array) paspelleHHbIX A8 UCNOoNb30BaHNA OT UMEHM NOoNb30BaTe s, BO3MOXHbIe
3HauYeHUs 3aJalTcs KOHdUrypaumein

e token_type - TN BbiAaHHOro TOKeHa. Bcerpna Bearer

e refresh_token - BbigaHHbIN refresh token

e refresh_expires_in - BpeMs 0O UCTedeHus cpoka aencTeud refresh TokeHa B cekyHaax
® 3ccess_token - BblgaHHbINM access token

® expires_in - BpeMsi O UCTEUYEHNs CpOKa OeNCTBUS TOKeHa B CeKyHaax

® 0ld_token - TOKeH, BblAaHHbIV BHELLIHEN CUCTEMOW, CTPOKa

o JWTToken - JWT TOKeH ONnd ANUTENbHOr0 XpaHeHus 1 nocneayloLwen ayTeHTudukaumm

dopMaT ycnelwHoro oTeeTa c MOBTOPHOM ayTeHTUdUKaLmnen

Ecnu cMeHa norvHa-napons 6oina Bol3aBaHa U3 Grioy ayTEHTUOUKALLMK, TO CYLLECTBYET BO3MOXHOCTb 3arnpoca noBTOPHOM
ayTeHTUOMKALUM C USMEHEHHbIMU 3HAYEHUAMM NTOrMHa-napons. [laHHoe noseaeHne onpeaenseTca napaMeTpom
KOHOUrypaumm com.rooxteam.sso.credentials.change.need_relogin_on_success

B aToM cnyyae 6ynet cnepyowmm opmMaT oTBETa:

HTTP/1.1 200 OK

"form": §
"errors": [

"message": "need_relogin'

"name": "NotNull"

"name": "Size",
"attributes": 3§
"min": 10,

"max": 25




"name": "FilteredSize",

"attributes": §
“skip": "(A[A91F) | ([AMN\NAD) M,
"min": 10,

max": 10

]
5o
"password": {
"constraints":

i

[

"name": "Size",

"attributes": §
"min": 4,
"max": 1024

§
5,
1

"name": "NotNull"

"view": 3
"isBlocked": false,
"blockedFor": null

o
"serverUrl": "https://sso.rooxteam.com/sso/auth/login-widget-router",
"step": "auth_form",
"execution": "dec7dacf-as2d-4345-aae5-d08410ch8f95 H4sIAAAAAAAAANIWTWwcRRYu27GdxE5wWENYF"

MapameTpbl

form - opMa nonyveHns napamMeTpoB ayTeHTUOUKALLMK NONb30BaTENS

errors - CnMcok oWwmn60ok, cooblieHne MOXeT 6bITb MpuasasaHo k nonto (field)
message - coobleHne 06 ownbke

form.name - nms Gopmbl

fields - cnvucok nonen Gopmbl

username - aTpubyTbl, OTHOCALUMECH K UMEHW MOMb30BaTENA

password - aTpnbyTbl, OTHOCHLLMECSH K MaPOSIO

constraints - cnucok orpaHuyeHun Ha none
constraints.name - UMst orpaHuyeHns

constraints.attributes - nepeyeHb aTprByTOB OrpaHUYEHI
constraints.attributes.min - MMHMManNbHOE 3HaYeHWe ONA AaHHOro aTpubyTa
constraints.attributes.max - MakcumManbHoOe 3HayeHwe Ang JaHHOro aTpubyTta
constraints.attributes.skip - perynapHoe BbipaxeHune BannaaLmm 3Ha4yeHns Ansa nonsg
view - JONOMHUTENbHbIE AaHHbIe TeKyLero wara

isBlocked - npu3Hak 6110KMPOBKM NOMb30BaTeNA

blockedFor - Bpems 00 pa3bnokMpoBKM B CeKyHaax
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e serverUrl - URL ons 3anpocoB Ha cepBep
® step - maeHTUOUKaTOP Wara

® execution - ngeHTUdMKaTOP NPeaceccun ayTeHTndukaummn

(DOpMaT oTBeTa npu owmnbke coBrnageHmst HOBOro JIornHa c cywecTByrLlWNM B CUCTEME

HTTP/1.1 200 OK
Content-Type: application/json

"blockedFor": 0,
"attempts": 5

"form": 1
"errors": [

"message": "login_already_exists"

MapameTpbl

® view.blockedFor - KONMYeCTBO CekyHf, B TEYEHWE KOTOPbIX ONnepaLLms CMeHbl 10rnHa 3ab10KMpoBaHa; B JaHHOM clyyae
MOXHO MrHOPMPOBaTb

® view.attempts - KOIMYECTBO NOMbITOK BbIMOMHEHWS OrnepaLmm 40 61TOKUPOBKU

®opMaT oTBETa NpM 6M1OKMPOBKE ornepaLmmn CMEeHbl TorMHa

HTTP/1.1 200 OK
Content-Type: application/json

"blockedFor": 3590,
"attempts": 0O

"form": 3§
"errors": [

"message": "too_many_attempts"
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MapaMeTpbl

® view.blockedFor - KONMYECTBO CEKYH[, B TEYEHWNE KOTOPbIX ONepaLLns CMeHbl 10rMHa 3a61okMpoBaHa

® view.attempts - KONIMYECTBO NOMbITOK BLIMNOMHEHWS OrnepaLmm 40 61TOKUMPOBKM

e form.errors - coAepXuT oWnBKy 6TOKMPOBKKM ONepaLmm CMeHbl nornHa: too_many_attempts

KoHpurypauunsa RooX UIDM anqa 3anpoca cMeHbl napbl IOrMH-naponb

Koy

com.rooxteam.sso.webflow.credentialsForm.password.pattern

com.rooxteam.sso.webflow.credentialsForm.password.min_length

com.rooxteam.sso.webflow.credentialsForm.password.max_length

com.rooxteam.sso.webflow.credentialsForm.newPasswordBody.pattern

com.rooxteam.sso.webflow.credentialsForm.newPasswordBody.min_length

com.rooxteam.sso.webflow.credentialsForm.newPasswordBody.max_length

com.rooxteam.sso.webflow.credentialsForm.newUsername.pattern

com.rooxteam.sso.webflow.credentialsForm.newUsername.min_length

com.rooxteam.sso.webflow.credentialsForm.newUsername.max_length

OnucaHne

Regex wabnoH ans
Banuiaum1 BBoaa
TeKyLlero napons

MuHnManbHas
AnHa 3HaYeHns
TekyLLero napons

MakcumanbHas
ANnHa 3HayeHnsa
TekyLlero napons

Regex wabnox ans
BanujaLumv BBoAa
HOBOrO Maporns

MuHnManbHas
ONVHa 3Ha4YeHns
HOBOrO Napons

MakcmnmManbHasa
OMHa 3HaYeHns
HOBOI O NMapons

Regex wabnoH ans
BanMAaLLmv BBOAA
HOBOIO UMEHW
nonb3oBaTtens

MUWHMManbHas
ONVHa 3HaJYeHns
HOBOIO UMEHM
nonb3oBaTtens

MakcumMmanbHas
ONVHa 3HaJYeHns
HOBOIO UMEHMU
nonb3oBaTens

Mo ymonyaHuo

He 3adaH

He 3adaH

He 3aaH

He 3afaH

He 3adaH

He 3adaH

He 3adaH

He 3afaH

He 3adaH
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com.rooxteam.sso.credentials.change.check_used_password BknoueHve false - He
NMpOBEpPKM nposepsaeTcs
NCTOPUYHOCTU
napons.
[MpoBepseT
nmcnonb3osancy nu
yCTaHaBNMBaeMbIl
napo’ib
nonb3oBaTtenem
paHblle

com.rooxteam.sso.credentials.change.check_same_password.depth FnybuHa 10
NCTOPUYHOCTU
napons.
KonnuyecTtso
nocnegHnx
naporewn, KoTopble
He OOMKHbI
coBnagatb C
yCTaHaB/MBaeMbIM
HOBbIM NaponemM

com.rooxteam.sso.credentials.change.need_relogin_on_success TpebosaTb false
NOBTOPHOW
ayTeHTudumKaumm
nocrne CMeHbl
NOornHa-napons
NoMb30BaTEeN!o
(Tonbko ans ¢onoy
ayTeHTUdMKaLmMm)

com.rooxteam.uidm.login.change.limit KonunyecTtso 2
pa3peLléHHbIX
NOMbITOK CMEH
nornHa nepeq
B6M1OKMPOBKOM 3TOM
onepaunv ans
TekyLero
nonb3oBaTtens
PacnpocTtpaHsaeTtcsa
KaK Ha ycreluHble
CMeHbI 10rnHa, TaK
1 Ha onepauuu,
3aBepLlumBLLneECH
olmnbKom

com.rooxteam.uidm.login.change.block.seconds Konunyectso 86400 cekyHA (24
CeKyHf, B TeyeHue  vaca)
KOTOpPbIX OnepaLms
CMEHbI NOrnHa ans
Tekyllero
nonb3oBaTens
oynet
3abnokupoBaHa



# Bbixop uepes API

BblOaHHbIV paHee TOKEH MOXET BbITb MHBaNMANMPOBaH OTNPaBKOW 3anpoca Ha COOTBETCTBYOWMI agpec RooX UIDM.
[ononHuTenbHas ayTeHTUdUKaLML ONA 3TOro MeToda He TpebyeTcs, AOCTaTOYHO NepenaTth access token.

[na nHBanuaaLmm BblJaHHOr 0 TOKEHa KITMEHTCKOE MPUNoXeHne 3alimiiaeMoro cepsuca AOMKHO CAeNnaTh ajax 3anpoc Ha
cepBep 3aluLIaemMoro pecypca, nocne 4ero cepsepHoe NpUNoXeHne 3aLiniaeMoro pecypca AOMXHO BbiMOMHWTL 3anpoc
Ha 0T3bIB TOKkeHa B RooX UIDM, nepepnas access_token nonb3oBarteng.

®opmMart 3anpoca

POST /sso/oauth2/revoke HTTP/1.1
Host: <sso_host>

Content-Type: application/x-www-form-urlencoded
Accept: application/json

token=<token>&token_type_hint=<token_type_hint>

MapaMeTpbl

® <¢sso_host> - 6a3oBbit agpec cepsepa RooX UIDM, HanprMep sso.rooxteam.com, MOXeT cofepxaTb NopT, Hanpumep
s$so.rooxteam.com:8080

e <token> - TOKeH Ang nHBanupaumm, HanpumMep 5fdfeafd-3061-4b1c-9076-0fe460f91fc8

e <token_type_hint> - Tn TokeHa, Bcerfa access_token

®PopmMaT ycnewHoro oTeeTa

HTTP/1.1 200 OK

®PopMaT HeycrelwHoro oTeeTa

I'IpMMep oTBETa npunnepenadye HeBannagHoOro Tuna ToOKeHa:

HTTP/1.1 400 Bad Request

"error_description": "Requested token type is not supported."”,
"error": "unsupported_token_type"

MapamMeTpbl

® error - Koa owmnbKkKM cornacHo crneumdukaumm OAuth 2.0 Token Revocation (http://tools.ietf.org/html/rfc7009#section-
4.1.1[RFC 7009 nyHKT 4.1.1])
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® error_description - TekCTOBOe onMcaHue owmnbKn

#£ Bbi3os callback URL npu uHBanMaaumm TokeHoB

RooX UIDM noanepxusaeT oTrnpasky 3anpoca Ha URL 3alumiiaemMoro cepsumca C ornoseLleHemM o Gakte MHBanmaoaLmm
TOKEeHa Nonb3oBaTens U HBanuaaLmnm BCex TOKEHOB 3allmLLaeMoro cepauca.

3almLiaemblit CepBUC MOXET NOAMUCATLCH Ha COBbITUS MHBaNMAALNM TOKEHOB, BblaHHbIX 3TOMY CepBUCY paHee. [nd
3TOro HEOH6XOAMMO COOBLWNTL OAMH U HeckobKo callback URL, Ha koTopble RooX UIDM 6yneT oTnpaBnAaTb ONOBELLEHWS.
Cnmncok URL ans onoselleHnsa HacTpavsaeTca agMmHMcTpaTopom RooX UIDM.

MHBanupauusa TokeHa nonb3oBaTens
[Mpwn HBaNMaauMm TOKeHa KOHKPEeTHOro nonb3osaTtens RooX UIDM oTnpaBnaeT COOTBETCTBYIOLWEE OMNOBELLEHWE Ha
callback URL. 3alwuiiaeMbit cepBuc, MOMyymB Takoe ONoBELLEHNE, [OMKEH HEMEANEeHHO NHBaNManMpoBaTh CECCUI0

nonb3oBaTtens. Ecnu 3awmuaemMbin CcepBNC NCNONb3yeT KelpoBaHWe pe3yibTaTOB aBTOpU3aLLMK, KeLl pe3ynbTaToB
aBTOpM3alnn 0aHHOI o NONb30BaTeNA TakXXe OO0JTKEH 6bITb MHBanNMaMpoBaH.

@OpMaTOHOBemeHMﬂOMHBaﬂMﬂaHMMTOKeHa

POST <callback_url>

access_token=<access_token>

MapameTpbl

callback_url - URL anga onoseLleHns n3 cnmcka, 3agaHHoro agMmHnucTpatTopom RooX UIDM
® event - UM CoBLITUSA

® global - ¢pnar nonHon 6MOKNMPOBKM CEPBMCA, B 3TOM OMnoBeLleHnn Bcerpa false

® cn - HoMep TenedoHa nonb3osatens (msisdn)

® access_token - MHBanMAMpPOBaHHbIN access token

BnoknpoBaHue cepBuca LLe/IMKOM

Mpun 6noknpoBaHuK cepsuca LiennkomM RooX UIDM oTnpaBnsgeT cooTBeTCTBYOLEee ornoBelleHne Ha callback URL
3almaemMbli CepBuC, NOMYYMB Takoe OMnoBeLleHWe, AOMKeH HeMeaNeHHO MHBaNMAMPOBaTb CECCUM BCEX NMOMb30BaTENEN
Ecnu 3awmaemMbivi CepBmUC CMNONb3yeT KeWMPOBaHMe pe3ynbTaToB aBTOPM3aLMK, Kell pe3ybTaToB aBTOPU3aLLMmn BCeX
rnonb3oBaTeNnem Takxe OOMKeH OblTb MHBaNMOMPOBaH.

®opmaT onoselleHUs 0 6TOKMPOBKE CEpBUCA

POST <callback_url>

Cache-Control: no-cache
Content-Type: application/x-www-form-urlencoded
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event=service_ blocked&
global=true

MapameTpbl

e callback_url - URL ong onoseLlleHus 13 cnncka, 3agaHHoro agMmHucTpatopom RooX UIDM
e ecvent - UMA cobbITUA

e global - ¢pnar nonHom 6MOKNPOBKK CEPBUCA, B 3TOM OMOBELLEHUK BCerga true

nouumeuueyposuﬂaBTopu3auMuT0KeHa
[Mpy NOHWXEHWM YPOBHS aBTOPU3aLLMKN TOKEHa KOHKPETHOro nonb3osaTtensd RooX UIDM oTnpasnaeT COOTBETCTBYOWee

onoselleHKe Ha callback URL. Ecnv 3awwmiiaemMblt CEpBUC UCMOMb3YET KeLMpoBaHWe pe3ynbTaToB aBToOpU3aLLmm, kel
pe3ynbTaTtoB aBTOPM3aLLMM BCEX NOMNb30BaTeNen Takxke JOMKEeH bblTb MHBaNMAMPOBaH

mopMaTOHOBemeHMﬂOHOHMXGHMMYPOBHQaBTOpM3auMMTOKeHa

POST <callback_url>
Cache-Control:
Content-Type: application/x-www-form-urlencoded

access_token=<access_token>

MapameTpbl

callback_url - URL anga onoselleHus 13 cnncka, 3agaHHoro agMmHucTpatopom RooX UIDM
® event - UMdA COBbITUA

® global - pnar nonHom 6NOKNPOBKM CEPBUCA, B 3TOM OMoBeLLeHWN Bcera false

® cn - HoMep TenedoHa nonb3osaTtens (msisdn)

® access_token - naMeHeHHbI access token

# WUcnonb3oBaHue napaMeTpa scope

MapameTp scope (https://tools.ietf.org/ntml/rfc6749# section-3.3[RFC 6749 nyHKT 3.3]) MOXeET NpuMeHATbCS B ROOX
UIDM ans OByx pasHbiX Cyyaes:

® onpepneneHne Habopa AaHHbIX NOMb30BaTeNs, K KOTOPbIM CEPBUC NOMyyaeT 4ocTymn. Mo ymonyaHuio nobon 3anpoc
aBTOPM3aLLUM COLEPXKUT SCOpEe CN, NPeLOoCTaBNSOWNN MHOOPMaLMIO 0 HOMepe TenedoHa. Ang nonyyeHus
OOMONHUTENbHbBIX aTPMOYTOB HEOHXOAMMO NepeaaTb COOTBETCTBYIOWMI CMIMCOK SCOpe Yepe3d Npoben npu
ayTeHTuduKaumnn, Hanpumep scope=networkAuthenticationType displayName. B 3ToM cnyyae npv Banvpgaumm ToKeHa
6yneT BO3BpaLleH pacLlUMpeHHbIV CNMCOK aTpUByTOB. BO3MOXHbIE ANs 3anpalumBaHusa aTpubyTbl KOHOUIYPUPYIOTCH
agMuHucTaTopoM RooX UIDM oTaenbHO ANng Kaxnoro cepsuca

ATpMBYTbI MOTYT BKTIOYaTb

Ha3BaHue onucaHue
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cn Homep TenedoHa nonb3osaTens (msisdn)
telephoneNumber Homep TenedoHa nonb3oBaTens (msisdn), alias Ha cn

networkAuthenticationType Tun ayTeHTUOUKaLMKM No ceTeBoMy ycTponctay. AUTO -
pa3pelleH aBToMaTuyeckun Bxon, NONE - 3anpeLleH

displayName ®UNO nonb3oBaTend

contactEmail KoHTakTHbIM email nonb3oBaTens, yka3aHblil B KOHTpaKTe

® onpeneneHue cnMcka MaeHTUUKaTOPOB PECYPCOB 3aLLMLIAEMbIX CEPBUCOB, KOTOPbIE MOTYT 6bITb UCMONb30BaHbI
CEepPBUCOM NS JaHHOMO Nonb3oBaTens. YacTb METOAOB MOXET 6biTb BKMHOUEHA B CMIMCOK MO YMOMYaHWIO, OCTalbHble
LOMKHBI 6bITb 3aMpOoLLEHbl NPY ayTeHTUdUKaLMK. OeHTUdMKaTOp MeToa MOXET colepXKaTb OrpaHuyeHne Ha
MUHMManbHbIA YPOBEHb aBTOPM3aLLMM MONb30BaTeNs. B 3TOM Criydae COOTBETCTBYIOWMI SCOPE BYAET BblAaH TOMbKO Mpwu
HanMuMn TpebyemMoro ypoBHS aBTOpU3aLLUM.

MepeyeHb OOCTYMHbLIX CEPBUCY SCOPE N OFPaHNYEHUA Ha MUHUMAIBbHbBIM YPOBEHb aBTOPU3aL/MN HAaCTpanBatoTCs
aoMunHUcTpatopom RooX UIDM.

SCope - MHEMOHWYECKOE Ha3BaHWe pecypca 3alluilaeMoro cepeuca.

#£ OwnarpaMmbl nepexoaos ans pa6otbl ¢ RooX UIDM

AsTopusauus B RooX UIDM npu cyujecTBylolen ceccum
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PucyHok 1. ABTopusaums B RooX UIDM npu cyliecTByloLien ceccum

AyteHTndUkauumsa B RooX UIDM c TokeHOM aBTOMaTU4YeCKOro Bxoaa npyv oTCyTCTBMU CECCUMN
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AyTteHTdUKauusa n asTopusaumna B RooX UIDM
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PucyHok 3. AyTeHTndmkauma n astopusaumsa 8 RooxX UIDM
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PucyHok 4. lMoBbllWeHMe YpOBHSA aBTOpU3aLLmnm

OT3bIB TOKEHa
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PrucyHok 5. OT3bIB TOKEHa
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