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# 3aBeplLieHne ceccun U UHBanNMpaLns TOKEHOB

# MHMLIMMpOBaHMe 3aBepleHnda cecCn n uHeanungaunmm TOKeHOB

# Bbi3oB callback-URL npu nHBanngauunm TokeHOB
# Wcnonb3oBaHue koMnoHeHTa OAuth2.0 Consumer

# MHMLLVIVIpOBaHMe 3aBeplieHnsa ceccun U MHBannmaaunum TOKeHOB

£ O6wme nonoxxeHms

e Bce napamMeTpbl 3aNpoCOB U OTBETOB, aTPMBYThl MOMb30BaTENel U MpoUre NapaMeTpbl ABAATCA PErMCTPO3aBUCUMBIMU.
e Bce napamMeTpbl 3anpoCoB 1 OTBETOB ABMATCA 0693aTENbHbIMU, ECMU ABHO HE yKa3aHo o6paTHoe.

® [lepeHOChl CTPOK B HEKOTOPLIX MPMMEpax 3anpocoB AobaBneHbl ANd yAobCTBa UTEHWA, peanbHas CTPOKa 3anpoca
[OMKHa BbITb 6€3 HUX.

® [pu 3anpocax kK API, owmnbku co ctatycom 503 Bceraa npuxoasat B HTML.

7 3aBeplieHUe ceccumn U MHBaNMaaL s TOKEHOB

MHMLIMMPOBaHMe 3aBepuieHuna cecCun u MHBannpaumm TOKeHOB

3aBepLeHne ceaHca Ha UIDM MOXET 6bITb TEXHUYECKN MHULMMPOBAHO OAHUM 13 IBYX CNOCO60B:
1. BbizoBom AJAX-3HAMNOUHTA

2. MNepexonom Ha URL BbiIxOda

BAXHO

Cnepnyet ncnonb3oBaTb AJAX, eCnn HET TEXHUYECKNX OFpaHUYEeHUI.

BbizoB AJAX-aHAOMNOMHTA

NPEOYNPEXOAEM

Copepxumoe pa3fena MoXeT U3MEHUTLCA

BbloaHHbIV paHee TOKEH MOXET BbITb MHBaNMAMPOBaH OTMNPaBKOW CepBEepPHOro 3anpoca Ha cooTBeTcTayowmin agpec UIDM.
MoaknovaeMbi cepBuUc AomkeH nogaepxatb AJAX endpoint, BbINOMHSIOWMI cepBepHbIn 3anpoc K UIDM. [lononHuTensHas
ayTeHTUOMKaLNG N9 3TOro MeToa He TpebyeTcq, OCTAaTOYHO NepefaTh AenCTBYoWMin access token. 45 3TOro HyXHO


http://uidm.ru/
http://0.0.0.0:4000/webdocs/logout.html#%D0%B2%D1%8B%D0%B7%D0%BE%D0%B2-ajax-%D1%8D%D0%BD%D0%B4%D0%BF%D0%BE%D0%B9%D0%BD%D1%82%D0%B0
http://0.0.0.0:4000/webdocs/logout.html#%D0%9B%D0%BE%D0%BA%D0%B0%D0%BB%D1%8C%D0%BD%D1%8B%D0%B9%20%D0%B2%D1%8B%D1%85%D0%BE%D0%B4%20(Logout)
http://0.0.0.0:4000/webdocs/logout.html#%D0%BE%D0%B1%D1%89%D0%B8%D0%B5-%D0%BF%D0%BE%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D1%8F
http://0.0.0.0:4000/webdocs/logout.html#%D0%B7%D0%B0%D0%B2%D0%B5%D1%80%D1%88%D0%B5%D0%BD%D0%B8%D0%B5-%D1%81%D0%B5%D1%81%D1%81%D0%B8%D0%B8-%D0%B8-%D0%B8%D0%BD%D0%B2%D0%B0%D0%BB%D0%B8%D0%B4%D0%B0%D1%86%D0%B8%D1%8F-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%BE%D0%B2
http://0.0.0.0:4000/webdocs/logout.html#%D0%B8%D0%BD%D0%B8%D1%86%D0%B8%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5-%D0%B7%D0%B0%D0%B2%D0%B5%D1%80%D1%88%D0%B5%D0%BD%D0%B8%D1%8F-%D1%81%D0%B5%D1%81%D1%81%D0%B8%D0%B8-%D0%B8-%D0%B8%D0%BD%D0%B2%D0%B0%D0%BB%D0%B8%D0%B4%D0%B0%D1%86%D0%B8%D0%B8-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%BE%D0%B2
http://0.0.0.0:4000/webdocs/logout.html#%D0%B2%D1%8B%D0%B7%D0%BE%D0%B2-callback-url-%D0%BF%D1%80%D0%B8-%D0%B8%D0%BD%D0%B2%D0%B0%D0%BB%D0%B8%D0%B4%D0%B0%D1%86%D0%B8%D0%B8-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%BE%D0%B2
http://0.0.0.0:4000/webdocs/logout.html#%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5-%D0%BA%D0%BE%D0%BC%D0%BF%D0%BE%D0%BD%D0%B5%D0%BD%D1%82%D0%B0-oauth2-0-consumer
http://0.0.0.0:4000/webdocs/logout.html#%D0%B8%D0%BD%D0%B8%D1%86%D0%B8%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5-%D0%B7%D0%B0%D0%B2%D0%B5%D1%80%D1%88%D0%B5%D0%BD%D0%B8%D1%8F-%D1%81%D0%B5%D1%81%D1%81%D0%B8%D0%B8-%D0%B8-%D0%B8%D0%BD%D0%B2%D0%B0%D0%BB%D0%B8%D0%B4%D0%B0%D1%86%D0%B8%D0%B8-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%BE%D0%B2-2
http://0.0.0.0:4000/webdocs/logout.html#%D0%BE%D0%B1%D1%89%D0%B8%D0%B5-%D0%BF%D0%BE%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D1%8F
http://0.0.0.0:4000/webdocs/logout.html#%D0%BE%D0%B1%D1%89%D0%B8%D0%B5-%D0%BF%D0%BE%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D1%8F
http://0.0.0.0:4000/webdocs/logout.html#%D0%B7%D0%B0%D0%B2%D0%B5%D1%80%D1%88%D0%B5%D0%BD%D0%B8%D0%B5-%D1%81%D0%B5%D1%81%D1%81%D0%B8%D0%B8-%D0%B8-%D0%B8%D0%BD%D0%B2%D0%B0%D0%BB%D0%B8%D0%B4%D0%B0%D1%86%D0%B8%D1%8F-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%BE%D0%B2
http://0.0.0.0:4000/webdocs/logout.html#%D0%B7%D0%B0%D0%B2%D0%B5%D1%80%D1%88%D0%B5%D0%BD%D0%B8%D0%B5-%D1%81%D0%B5%D1%81%D1%81%D0%B8%D0%B8-%D0%B8-%D0%B8%D0%BD%D0%B2%D0%B0%D0%BB%D0%B8%D0%B4%D0%B0%D1%86%D0%B8%D1%8F-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%BE%D0%B2
http://0.0.0.0:4000/webdocs/logout.html#%D0%B8%D0%BD%D0%B8%D1%86%D0%B8%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5-%D0%B7%D0%B0%D0%B2%D0%B5%D1%80%D1%88%D0%B5%D0%BD%D0%B8%D1%8F-%D1%81%D0%B5%D1%81%D1%81%D0%B8%D0%B8-%D0%B8-%D0%B8%D0%BD%D0%B2%D0%B0%D0%BB%D0%B8%D0%B4%D0%B0%D1%86%D0%B8%D0%B8-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%BE%D0%B2

BbinonHUTL POST 3anpoc Ha cooTeeTcTBytoWM URL UIDM € ykasaHnem access token nonb3osartens.

POST /sso/oauth2/revoke HTTP/1.1

application/x-www-form-urlencoded
application/json

token=7bdaeacc-3d80-415c-920f-a7c30cab5e743&token_type_hint=access_token

® <token> — TOKeH Anga MHBanuaoaumu

e <token_type_hint> — Tun TOKeHa, Bcerpa access_token

YcnewHoe 3aBeplueHne ceccum

B cnyyae ycnelwHom nHBanuaaLmm nonb3oBaTtensckon ceccuu, UIDM BepHeT crnefyowmi OTBET C MYyCTbIM TENOM:

HTTP/1.1 200 OK

HeycnewHoe 3aBeplieHne ceccum
B cny4yae ownbkn nHBanuaauum nonb3oBaTensckon ceccum, UIDM coobwmT 06 olwmnbKe B Tene OTBeTa C napameTpamu:

® error - Ko owmnbkn cornacHo cneundukaumm OAuth 2.0 Token Revocation RFC 7009 nyHKT 4.1.1

® error_description - TekCTOBOe onMcaHue owmnbKn

HTTP/1.1 400 Bad Request

"error_description": "Requested token type is not supported.",
"error": "unsupported_token_type"

Bbi3BaTb CLLEHapUI1 3aBepLIEHNS CECCUN Yepe3 peanpeKT

3aBeplueHne ceccumn 13 UIDM MOXET BbITb OCYLLECTBIEHO NEPEXOAOM ayTeHTUPULMPOBAHHOMO Nonb3oBaTend Ha URL
BbIxoAa. lNpun aTom UIDM 3aBepLUnNT TEKYLLYIO CECUMIO MONb30BaTENA U YAANUT BCE BblJAHHbIE B paMKkax JaHHOW ceccum
TOKeHbl. XXenatenbHo fob6asnTb B URL napameTp goto ¢ agpecom 06paTHOro nepexofa, Ha aToT afpec nofb3oBaTerb
byOeT nepeHanpasieH cpa3y nocne Bbixoa.

https://sso.uidm.ru/UI/Logout?goto=https://client.example.org

3aBepLueHue ceccuu


http://0.0.0.0:4000/webdocs/logout.html#%D1%83%D1%81%D0%BF%D0%B5%D1%88%D0%BD%D0%BE%D0%B5-%D0%B7%D0%B0%D0%B2%D0%B5%D1%80%D1%88%D0%B5%D0%BD%D0%B8%D0%B5-%D1%81%D0%B5%D1%81%D1%81%D0%B8%D0%B8
http://0.0.0.0:4000/webdocs/logout.html#%D0%BD%D0%B5%D1%83%D1%81%D0%BF%D0%B5%D1%88%D0%BD%D0%BE%D0%B5-%D0%B7%D0%B0%D0%B2%D0%B5%D1%80%D1%88%D0%B5%D0%BD%D0%B8%D0%B5-%D1%81%D0%B5%D1%81%D1%81%D0%B8%D0%B8
http://0.0.0.0:4000/webdocs/logout.html#%D0%B2%D1%8B%D0%B7%D0%B2%D0%B0%D1%82%D1%8C-%D1%81%D1%86%D0%B5%D0%BD%D0%B0%D1%80%D0%B8%D0%B9-%D0%B7%D0%B0%D0%B2%D0%B5%D1%80%D1%88%D0%B5%D0%BD%D0%B8%D1%8F-%D1%81%D0%B5%D1%81%D1%81%D0%B8%D0%B8-%D1%87%D0%B5%D1%80%D0%B5%D0%B7-%D1%80%D0%B5%D0%B4%D0%B8%D1%80%D0%B5%D0%BA%D1%82
http://0.0.0.0:4000/webdocs/logout.html#%D0%B7%D0%B0%D0%B2%D0%B5%D1%80%D1%88%D0%B5%D0%BD%D0%B8%D0%B5-%D1%81%D0%B5%D1%81%D1%81%D0%B8%D0%B8

Monb3oBaTtenb 6yaeT nepeHanpasieH Ha agpec, ykasaHHbI B napameTpe goto

Bbi3os callback-URL npu nHBanMaauum TokeHoB

Mpu nHBanupaummn TokeHa knneHTa UIDM MOXeT BbIMOMHUTL 3anpoc Ha URL noakno4yaeMoro cepsuca C onoBelleHnem o
dakTe nuBanupaumm. Cnncok URL ana onoseLleHns pernctpupyetcs B onpocHuke B AUTHZ.15 n HacTpanBaeTcH
aaMuHUcTpaTtopom UIDM npu noaknoyeHnm cepeuca. BHELWHAS CUCTeMa, MoyyYmnB Takoe OMoBeLLeHne, AOMXHa
HeMeaneHHO MHBanMaMpOBaTb NTOKaNbHYIO CECCUI0 NONb30BaTeNS.

HeponycTvMo ynaneHue aTpnbyTOB U3 NIoKanbHOM http-ceccun BMeCTo NonHow ee MHBanuaaLmm

#£ Ucnonb3oBaHue koMnoHeHTa OAuth2.0 Consumer

KomMnoHeHT OAuth2.0 Consumer No3BOAAET BbIMOMHUTL TOKabHbIN BbIXOA U3 CECCUM MPU 3TOM OUYUCTUB COAEPXKMMOE
cookie c access_token unrefresh_token.

MHMHMMPOBaHMe3aBepmeHMHCeCCMMD1MHBaﬂMﬂauMMTOKeHOB

CyuwecTtByeT ABa cnocoba 3aBeplueHue ceaHca UIDM uepes OAuth2.0 Consumer:
1. BbizoBoM AJAX-3HAMOUHTA

2. CnepeHanpasneHnem Ha URL BbiIxoda

Cnepnyet ncnonb3oBatb AJAX, eCriv HET TEXHUYECKNX OrpaHUYeHUN

BbizoB AJAX-aHOMNOMHTA

NPEOYNPEXOAEM

CopepxuMmoe pa3nena MoXeT U3MEHUTLCA

BblAaHHbIV paHee TOKEH MOXET BbITb MHBaNMAMPOBaH OTMNPaBKOW CepBEepPHOro 3anpoca Ha cooTBeTcTByowmin agpec UIDM.
Moakniovaembli cepBrc OMKeH noaaepxats AJAX endpoint, BbINOMHAOWMIA CepBePHbIN 3anpoc K UIDM.

3anpoc ayTeHTMOULMPYETCSH Yepes nepenavy Bearer TokeHa, nnbo Yepes cookie ayTeEHTUDUKLNN.

MpuMep BbI3OBa 3anpoca Ha Logout c aBTopu3aunen yepes cookie

GET /sso/oauth2-consumer/logout?revocation&client_id=<agent> HTTP/1.1
sso.uidm.zxu

Content-Type: application/x-www-form-urlencoded
Accept: application/json
Cookie: at=<access_token>; reft=<refresh_token>

® <agent> —uma areHta OAUth2, ona KOTOPOro 6bin BbiAaH access token, Mcrnonb3yeTca ANna onpeneneHns UMeHun cookie
C TOKeHa AocTyna (onuMoHanbHo)


http://0.0.0.0:4000/webdocs/logout.html#%D0%B2%D1%8B%D0%B7%D0%BE%D0%B2-ajax-%D1%8D%D0%BD%D0%B4%D0%BF%D0%BE%D0%B9%D0%BD%D1%82%D0%B0-2
http://0.0.0.0:4000/webdocs/logout.html#%D0%BF%D1%80%D0%B8%D0%BC%D0%B5%D1%80-%D0%B2%D1%8B%D0%B7%D0%BE%D0%B2%D0%B0-%D0%B7%D0%B0%D0%BF%D1%80%D0%BE%D1%81%D0%B0-%D0%BD%D0%B0-logout-%D1%81-%D0%B0%D0%B2%D1%82%D0%BE%D1%80%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D0%B5%D0%B9-%D1%87%D0%B5%D1%80%D0%B5%D0%B7-cookie
http://0.0.0.0:4000/webdocs/logout.html#%D0%B2%D1%8B%D0%B7%D0%BE%D0%B2-callback-url-%D0%BF%D1%80%D0%B8-%D0%B8%D0%BD%D0%B2%D0%B0%D0%BB%D0%B8%D0%B4%D0%B0%D1%86%D0%B8%D0%B8-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%BE%D0%B2
http://0.0.0.0:4000/webdocs/logout.html#%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5-%D0%BA%D0%BE%D0%BC%D0%BF%D0%BE%D0%BD%D0%B5%D0%BD%D1%82%D0%B0-oauth2-0-consumer
http://0.0.0.0:4000/webdocs/logout.html#%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5-%D0%BA%D0%BE%D0%BC%D0%BF%D0%BE%D0%BD%D0%B5%D0%BD%D1%82%D0%B0-oauth2-0-consumer
http://0.0.0.0:4000/webdocs/logout.html#%D0%B8%D0%BD%D0%B8%D1%86%D0%B8%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5-%D0%B7%D0%B0%D0%B2%D0%B5%D1%80%D1%88%D0%B5%D0%BD%D0%B8%D1%8F-%D1%81%D0%B5%D1%81%D1%81%D0%B8%D0%B8-%D0%B8-%D0%B8%D0%BD%D0%B2%D0%B0%D0%BB%D0%B8%D0%B4%D0%B0%D1%86%D0%B8%D0%B8-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%BE%D0%B2-2

® <¢access_token> — TOKeH Ang HBanuoaLmm

o <refresh_token> — refresh TokeH (Takxe 6yaeT MHBaNMANPOBaAH)

MpuMep BbI3OBa 3anpoca Ha Logout ¢ aBTopu3saLmen Yepes TOKEH B 3arofioBke

GET /sso/oauth2-consumer/logout?revocation HTTP/1.1
Host: sso.uidm.zxu

Content-Type: application/x-www-form-urlencoded
Authorization: Bearer sso_1.0_<access_token>
Accept: application/json

® caccess_token> — TokeH Oona MHBanuaaumm

YcnewHoe 3aBeplueHne ceccum

B cnyyae ycnelwHom nHBanuaaumm nonb3osaTtensckon ceccumn, OAuth2 Consumer BepHET CNeayrowWwmin OTBET C NMYCTbIM
TenoM. Ecnv 3anpoc coaepxan cookie at u/munn reft (MMeHa cookie HacTpawBaloTCs ANs areHTa), OHu 6yayT
CcOpoLeHsbl.

HTTP/1.1 204 No Content

Set-Cookie: at=LOGOUT; Domain=sso.uidm.ru; Expires=Thu, 01-Jan-1970 00:00:10 GMT; Path=/;
Secure; HttpOnly

Set-Cookie: reft=LOGOUT; Domain=sso.uidm.ru; Expires=Thu, 01-Jan-1970 00:00:10 GMT;
Path=/; Secure; HttpOnly

Bbi3aBaTb CLLEHapWii 3aBEpPLUEHUSA CECCUN YEPES peanpeKT

YT06bI 32BEPLUNTHL CECCUIO C YAaNeHWeM aBTOPMU3aLMOHHbIX cookie nyTem nepexona no ccoinke, 6e3 AJAX-3anpocos,
OAuth2 Consumer no3BongeT BbIMOMHUTL 3anpoc ¢ nocneayowmm nepexonomM Ha URL norayrta SSO. MNpu aTom UIDM
3aBEPLUNT TEKYLLYIO CECUMIO MONMb30BaTeNd U yAanuT BCE BblAaHHbIE B paMKax AaHHOW CECCUM TOKEHbI 1 aBTOPU3aLLUMOHHbIE
cookie. XenatenbHo nobasuTb B URL napameTp goto c agpecoM 06paTHOro nepexoda, Ha aToT agpec Nnonb3oBaTteslb
byneT nepeHanpaiieH cpa3y nocne Bbixoaa.

https://sso.uidm.ru/sso/oauth2-consumer/logout?client_id=

<agent>&redirect_uri=%2F. .%2Fsso%2FUI%2FLogout%3Fgoto%3Dhttps%253A%252F%252Fsso.uidm.ru%25
2Flogin%26goto0OnFail¥%3Dhttps%253A%252F%252Fsso.uidm.ru%252Flogin

® <agent> —umga areHta OAUth2, ong KOTOPOro 6bin BbiAaH access token, MCnonb3yeTca ANna onpeneneHns UMeHun cookie
C TOKeHa AocTyna (onuMoHanbHo)

B napameTtpe redirect_uri ykasbiBaeTcsa URI 3anpoca Ha Logout SSO, B KOTOPOM, B CBOO O4epeib YKa3blBatoTCA
napameTpbl goto n gotoOnFail ykasbiBalowme agpec kyda 6yaeT nepeHanpasieH Nosb3oBaTe b Npu YCreLwHOon 1
HeycnewHon 3aBeplueHunn ceccun. URL

3AMETKA

3HaveHna napameTpoB goto n gotoOnFail noasepratoTca ABoMHOMY URL-KOOMPOBAHMIO.


http://0.0.0.0:4000/webdocs/logout.html#%D0%BF%D1%80%D0%B8%D0%BC%D0%B5%D1%80-%D0%B2%D1%8B%D0%B7%D0%BE%D0%B2%D0%B0-%D0%B7%D0%B0%D0%BF%D1%80%D0%BE%D1%81%D0%B0-%D0%BD%D0%B0-logout-%D1%81-%D0%B0%D0%B2%D1%82%D0%BE%D1%80%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D0%B5%D0%B9-%D1%87%D0%B5%D1%80%D0%B5%D0%B7-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD-%D0%B2-%D0%B7%D0%B0%D0%B3%D0%BE%D0%BB%D0%BE%D0%B2%D0%BA%D0%B5
http://0.0.0.0:4000/webdocs/logout.html#%D1%83%D1%81%D0%BF%D0%B5%D1%88%D0%BD%D0%BE%D0%B5-%D0%B7%D0%B0%D0%B2%D0%B5%D1%80%D1%88%D0%B5%D0%BD%D0%B8%D0%B5-%D1%81%D0%B5%D1%81%D1%81%D0%B8%D0%B8-2
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