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Bnokuposka no IP-agpecy

OrnaBsneHue

# OnncaHne PyHKUMOHaNbLHOCTH
# YCTPOMUCTBO PYHKLIMOHANBHOCTH
# HacTponku pyHKLUOHANbHOCTH

# OnucaHue PyHKULUOHANbHOCTHU

Kak 0HO 13 CpeCTB 3almnThl OT Nepebopa y4eTHbIX AaHHbIX B UIDM peann3oBaH MexaHn3M 610KMpOBKHM Mo IP-agpecam
nonb3oBaTens.

Ecnu 3a 3aaHHbIN NPOMEXYTOK BPEMEHM KONMMYECTBO HEYCMNELHbIX MOMbITOK ayTEHTUdMKALMN NONb30BaTENSA C
HEeKOTOpOro IP-agpeca npeBbICUT 3a4aHHbIV NOPOr, TO BCE AallbHENLLME NOMbITKN ayTeHTUOUKaLMKM MONb30BaTeNs C 3TOro
IP 6yoyT 3a610KMPOBaHbl, TO eCTb 3aKaHuMBaTbLCA owmnbkon ip blocked . Pasbnokuposka IP npon3onaeT aBToMaTUyecku
Mo UCTEYEHWM 3aJaHHOI O MPOMEXYTKA BPEMEHM.

IP-anpec nonb3oBaTens onpedenseTca no HTTP-3aronoeky X-Forwarded-For (MoxeT 6bITb HACTPOEHO
MCMONb30BaHWe APyroro 3arofioBka) B 3anpocax Ha ayTeHTUOUKALLMIO.

3AMETKA

B cnyuyae, ecnu 3anpochl Ha ayTEHTUOUKALMIO MPUXOOAT He C KNTIMEeHTCKOro YCTPOMCTBA, a C CepBepa, KpanHe BaxHOo,
uTO6bI CepBep A06aBMAN B 3anpochl 3aronoBok X-Forwarded-For cIP-agpecom nonb3oBaTtend. B npoTvBHOM
cnydae UIDM bypeTt B kadecTBe IP-agpeca nonyyatb IP-agpec camoro cepsepa, 1 B pe3ynbraTe 3aboK1pyeT BCce
3anpochkl C 3TOro cepeepa.

£ YcTponcTBO GPYHKLLMOHANbHOCTH

OYHKLMOHaNbHOCTb peann3oBaHa B OCHOBHOM KOMMOHEHTE — SSO-Server
B paboTe dyHKLMOHaNbHOCTb UCNOMb3YeT 2 CTPYKTYPbl AaHHBIX:

1. IHpopMaLMa 0 HeyCneLlHbIX NonbiTKax ayTeHTudunkaunmn ana 3agaHHoro IP-agpeca. o ymonyaHuio aTa MHdopmaumna
nony4yaeTcd n3 NoOACUCTEMbl ayanTa, Tak Kak B ayaAuTe NPOTOKOMUPYIOTCH BCE HEeYCMNELLHbIe MOMbITKM NOfib30BaTeNnen.
Kak anbTepHaTUBHOE pelleHne, CyLLeCTBYeT BO3MOXHOCTb XpaHeHns aTon nHbopmMaumm B Hazelcast. icnonb3oBaHue
Hazelcast no3sonaeT CHM3UTb Harpy3ky Ha CYB[, roe xpaHaTca faHHble ayanTa.

2. NHpopMauma o 3abnokmpoBaHHbIX IP-agpecax. XpaHuted B CYB/[ B BbigeneHHomn Tabnmue BlockedIpAddress .
OCHOBHble aTpubyThl Tabnuupl: ipAddress — 3abnoknpoBaHHbIM agpec B Buae umcna, blockedTo — Bpems, 4o
KOTOPOro AencTByeT 6/10knMpoBKa. [ng oAHOro agpeca B TabrvLe MOXET CYLLeCTBOBaTb HECKObKO 3anvcen Ans Pa3HblX
nepnoaos 6110KUPOBKM.

#£ HacTponkm pyHKLMOHANbHOCTH


http://uidm.ru/
http://0.0.0.0:4000/webdocs/ipblocking.html#%D0%91%D0%BB%D0%BE%D0%BA%D0%B8%D1%80%D0%BE%D0%B2%D0%BA%D0%B0%20%D0%BF%D0%BE%20IP-%D0%B0%D0%B4%D1%80%D0%B5%D1%81%D1%83
http://0.0.0.0:4000/webdocs/ipblocking.html#%D0%BE%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5-%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D0%B8
http://0.0.0.0:4000/webdocs/ipblocking.html#%D1%83%D1%81%D1%82%D1%80%D0%BE%D0%B9%D1%81%D1%82%D0%B2%D0%BE-%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D0%B8
http://0.0.0.0:4000/webdocs/ipblocking.html#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B8-%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D0%B8
http://0.0.0.0:4000/webdocs/ipblocking.html#%D0%BE%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5-%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D0%B8
http://0.0.0.0:4000/webdocs/ipblocking.html#%D0%BE%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5-%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D0%B8
http://0.0.0.0:4000/webdocs/ipblocking.html#%D1%83%D1%81%D1%82%D1%80%D0%BE%D0%B9%D1%81%D1%82%D0%B2%D0%BE-%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D0%B8
http://0.0.0.0:4000/webdocs/ipblocking.html#%D1%83%D1%81%D1%82%D1%80%D0%BE%D0%B9%D1%81%D1%82%D0%B2%D0%BE-%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D0%B8
http://0.0.0.0:4000/webdocs/ipblocking.html#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B8-%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D0%B8
http://0.0.0.0:4000/webdocs/ipblocking.html#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B8-%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D0%B8

# onuncaHume: Wcnonb3oBaTb NM MexaHuU3Mm xpaHeHus IP npoBanuBwuMx ayTeHTupukauuw B Hazelcast.
Ecnn RDBMS -- xpaHuTb B BJl ayauta

TN JaHHbIX: string]

eOUHULb U3MEepPEeHNsa: HeT

3HavyeHMe no ymosivaHuw: RDBMS

orpaHunyeHusa: RDBMS wnu Hazelcast
com.rooxteam.uidm.blocking.ip.engine=RDBMS

HacTtponku CYB[ 3apatoTca B cTaHOapTHbIX NapaMmeTpax nogknoverHns Kk CYB ayanta.

Mpw ncnonb3oBaHun Hazelcast HEO6X0AMMO HACTPOMUTb MapaMeTpPbl MOAKMOUEHMS K HEMY

## onucaHme: Cnucok uHcTaHcoB Hazelcast png nopgknwyeHus
HF Tun paHHbiX: string[]

HF eguHUUbl namepeHus: hostname:IP

JF orpaHuM4yeHus: He nycToe, ecnaum ucnonbsyem Hazelcast
com.rooxteam.sso.hazelcast.urls=

onucaHue: WUma "rpynnbl cepBepoB", username B TepMuHonorum Hazelcast

TUN AaHHbIX: string

€4UHULB U3MEePEeHUsA: HeT

OrpaHMyeHns: He nycToe, ecnum mcnonbdyem Hazelcast
com.rooxteam.sso.hazelcast.group.name=

onucaHue: Maponb gnga poctyna K Hazelcast

Tun padbix: string

eOUVHULbl U3MEepPeHnsa: HeT

OorpaHuMYyeHus: He nycToe, ecnum ucnonbsyem Hazelcast
com.rooxteam.sso.hazelcast.group.password=

MapameTpbl, ynpaBnsaowmne 61oKMpoBKaMu:

J#f onncaHue: BblKNWYaTENb (YHKUMOHaNbHOCTU 6GnokupoBkM no IP-appecy
HE Tun paHHbIX: boolean

F eOUHNLUB U3MEPEHUS : HeT

{f 3Ha4YeHMe no yMmonyaHuw: true
com.rooxteam.uidm.block.ip.enabled=true

OMMUCaHMe: KONMMYECTBO HeyCHelWHblX MOMbITOK ayTeHTuhukaunmm ons 6nokupoBku IP-appeca
TUN paHHbiX: integer

€VHULb U3MEPEHUSA: WTYKU

OrpaHWYEHNS : MNOJIOKUTENIbHOE 3HaYeHue

3HayeHMe no yMmon4vaHuw: 240

onucaHue: AONUTENbHOCTb MHTepBaNa, 3a KOTOPbIM MOACUYMTHIBAETCH YUCNO HeyCMeWHbIX MOmMbITOK|

TUN OaHHbIX: integer

€IVHULb U3MEpeHUsa: CeKyHOb

OrpaHNYeHnsa: MNOJIOKUTESIbHOE 3HaueHue

3Ha4YeHMe no yMmon4yaHuw: 86400 (1 cyTkn)
com.rooxteam.uidm.block.ip.count.period.seconds=86400

HF onucaHune: OnuTenbHocTb 6nokupoBku IP-agpeca
HE TN paHHbIX: integer




{F eOUHNLB U3MEPEHUS : CEeKYHAbI

HF OrpaHUYeHns : MONIOKUTENIbHOE 3HauyeHue

HF 3HaueHne no ymonyaHuw: 86400 (1 cyTkM)
com.rooxteam.uidm.block.ip.seconds=86400




