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BO3MOXHOCTU ayTEHTUPUKALMM KOHEYHbIX MONb30BaTenemn
BO3MOXHOCTK CaMOO6CNYXMBAHUSA KOHEUYHbIX MONb3oBaTenemn
BO3MOXHOCTM MO 3awmTe BE6-NPUNOXEHUIN

BO3MOXHOCTN aAMUHUCTPUPOBAHNSA

Bo3MoOXHOCTU Ans UHPOPMaLIMOHHOM 6e30rnacHOCTHU
ApXUTEKTYypHble BO3MOXHOCTU

Bo3moxHoOCTH No aopaboTke
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#f HasHaueHue

MpoaykT Unified Identity Management npeaHa3HaueH Ang LeHTpanu3oBaHHOW ayTEHTUOUKALMM U aBTOPU3aLLUM
nonb3oBaTenem B Be6-MPUMTOXEHNUSX.

MopanepxaHbl MONYNAPHbIE B COBPEMEHHOM Bebe 1 0OHOBPEMEHHO 6e30MnacHble CMOCOobbl MPOBEPKM YHETHbIX AaHHbIX:
naporb, 04HOPa30BkIf naposnb, TOTP, ECUA, couceTwn, Google, MNH-koa, 6rnomeTpus).

Cnocobbl BXoOa MOTyT KOM6VIHMpOBaTbCF| B 3aBMCUMOCTU OT I'Ipe,ElI'IOLITeHVII;I nonb3oBaTens Uy NonMTUK 6e3onacHoOCTH
KOMMaHnn.

HocTyn k cucteMaM paboTaeT No TEXHONOrnW eAMHOM0 BXOa, KOria CECCHUs CYLLECTBYET Ha CepBepe ayTeHTUbUKaLLMK, a
MeX Ay CepBMcCaMu Nonb3oBaTeslb NepexoamnT 6eCLIOBHO.

BuacTu aBTOPU3aLUM OOCTYyNHa ponesad MOLe b, anM6yTHaF| Mo[enb oocTyna.

Bo3mMoxeH pPexXxnM LLeHTPann3oBaHHOr o npenocTtaBneHna 4ocTtyna (CepBMCbI nenernpyrT aBTopusaumio B LLeHTpa]'Ibell;l
cepeep, a LLeHTpaJ'IbeIVl cepBep NpUHMMaEeT pelleHne pa3pelinTb UK 3anpeTnTb ,EI,OCTYI'I) n/vinm OeLeHTpann3oBaHHOr o,
Kora cepBKCbl CaMOCTOATENIbHO NPUHUMAaOT aBTOPU3aLMOHHbIE pelleHNAd Ha OCHOBaHUU YTBep)K,DeHVIVI B TOKeHe A0oCTYyna.
Cpeum yTBep)K/:leHMI;I MOTYT ObITb MOeHTUdUKaTOp NONb3oBaTENS, YINEeHCTBO B rpynnax CornacHo OpFaHM3aLI,VIOHHOl;I
Mogenun, Hann4dne ponePl, KOHTaKTHble JaHHble, reonokKaLms, cnocob Bxoaa 1 apyrue.

CucTema 3anuceiBaeT NOAPO6HbLIN ayauT OeNCTBUIM NoNb3oBaTenen B nokanbHyto CYB. IMeeTca BCTpoeHHas
BO3MOXHOCTb OTMNpaBku COBbITUI 6€30MacHOCTU BO BHELLIHWE CUCTeMbl: AHTUOPOA, ELK, Beb-aHanuTurkKa. [NepeyeHb 1
COCTaB CObbITUIM CTPOro perynmpyeTcs.

Unified Identity Management o6ecneunBaeT cooTBeTCcTBMNE TpeboBaHuam TOCT P 57580, OWASP, NIST B 4acTu 3agav
ayTeHTUdUKaLUm 1 asTopmsaumnn. NepedeHb GyHKLMOHaNbHbIX BO3SMOXHOCTEN

7+ BO3MOXXHOCTU ayTEHTU(PUKALLUM KOHEUHbIX MONb30BaTeNnen

® []0 NOruHYy 1 NOCTOAHHOMY Maposo
® []o HOMepy TenedoHa 1 0OHOPAa30BOMY MapoOo
® [1o orvHy n 04HOPa30BOMY Maporito C UCMONb3oBaHeM TexHonoruu Time Based Onetime Password

® Yepes coumanbHyto ceTb BKoHTakTe, OgHOKNacCHuKM, Twitter
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® Yepes nocTaBLMKOB ydeTHbIX 3anmncen ECUA, Google, Microsoft, Anaexc

® Yepes J0NrOXMUBYLMI TOKEH (“3aNOMHUTL MeHA")

® [lo cepTtudukaTy KA

e Cucnonb3oBaHMEM y4eTHOM 3anmcK B cepsepe kaTanoros Active Directory unu gpyrom LDAP-coBMeCcTMMOM

e ABTOMaTMueckasd ayTeHTUudukaLma no Homepy tenedoHa B CeTH TeNeKoM-orneparopa no TexHonorn Header
Enrichment

® ABTOMaTuueckad ayTeHTudpukauma s gomeHe Windows no npotokony Kerberos
® []0 yYEeTHOM 3anuncu, XpaHaALLencsa B yHacneJOBaHHOW CUCTEME C MArKOW MuUrpaumen yuetHou 3anncu B 51 RooX UIDM
® lIcnonb3oBaHue yY4eTHOM 3anmcK OT NMua APYroi y4eTHOM 3anuck ¢ ee cornacua (MynbTuakkayHT)

e C 1cnosb3oBaHMEM KOMBUHALMK YKa3aHHbIX Ccrnoco6os

7 BO3MOXXHOCTU CaMOO6CNY)KMBaHUSA KOHEUHbIX MONb30BaTeNen

e CamMoperucrpauma c noarsepxaneHnem email n Homepa TenedoHa

e Camopeructpaums yepes ECUA

e C6poc naporns nonb3oBaTenem

® BoccTaHOBMeHWe Napons nofb3oBaTenem

o CMeHa naporns nonb3oBaTenem

® [lpuHyAnWTENbHAas CMEeHa Napons No NCTEYEHUM BPEMEHW XN3HN UK MO KOMaHAE agMMHUCTpaTopa

e Co3aaHue 1 MCrnonb3oBaHne AONroOXMBYLLNX API-TOKEHOB

7#£ BO3MOXHOCTM Mo 3awmnTe Be6-NpUNoXXeHnm

® |leHTpanu3oBaHHasa ayTeHTUDMKALUA BEO-NPUNoxXeHnn cornacHo npotokony OAuth2.0

® |leHTpanu3oBaHHasa ayTeHTUdbUKaLMs Be6-NpunoxeHun cornacHo npotokony OpenlD Connect
® LleHTpanu3oBaHHasa ayTeHTUPUKaLLMA BEG-NPUNOXEHUIM cornacHo npoTtokony OAutht

® |leHTpanu3oBaHHasa ayTeHTUOMKALUA BEO-MPUNOXEHNI COrnacHo npoTokony SAML

® |leHTpann3oBaHHas aBTOpM3aLmMa OeNCTBUM NoNb3oBaTeNen

e (O6MeH TOKeHOB cornacHo npotokony Token Exchange

® DecCLlOoBHbIV Mepexod Mexay NPUNoXeHus ¢ MCnofb3oBaHneM TexHonorum Single Sign On

® 3alunTa BaxHbIX onepaumm AByxpakToOpHOM ayTeHTUdUKaLNEN

® Mobile SDK

e Web SDK

e Java SDK

7 Bo3MOXHOCTM aAMUHUCTPUPOBaHUSA

® YnpaBneHwe nonb3oBaTtenamu (cosnaHne, MPOCMOTP, 6TOKMPOBKA, M3MEHEHWE AaHHbIX, CEpOC Napons)
® YnpaBneHue NpunoxeHusmu (CosaaHme, NpocMoTp, 610KMPOBKa, CMeHa daHHbIX)
® YnpaBneHue NonuTvkamu ayTeHTUOMKALMM 1 aBTOPH3aLLUM

® AyauT OencTBUKW Nonb3oBaTenemn
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® /IMNepcoHaLms B MPUNOXEHUSX OT 1LLa YNPaBAseMOon Y4eTHOM 3anucu

7 Bo3aMoXXHOCTH ANs UHPOPMaLLMOHHOM 6e30NacHOCTH

o OTnpaBka CobbITUI B CUCTEMbI aHTUdpOAa
e [IpenocTtaBneHne APl 6TOKMPOBKM YUETHbIX 3anncen, pa3pbiBa CECCUN, BITOKMPOBKM NMPUNOXEHUN

o XpaHeHuve AeTanbHOro ayauTa AencTBun B CYHA. B cocTaB cobbITUI BXOAUT CyObekT AOCTYMNa, 06beKkT AOCTYNa,
KOHTEKCTHaa MHpopMaLMsA: ceTeBble afpeca, reonokauus, CBOMCTBa bpay3epa 1M MobunbHOro NPUNoXeHua

® PoneBas, aTpubyTHaa Mofeny oocTyna

e ABTOMaTM3aLMdA Npasun npegocTasneHune 1 ot3biBa goctyna. RooX UIDM nHuunmnpyeT BbinonHeHne 6u3Hec-npoLLeccos,
3anycKaloWmMxCcs no cobuITUAM 6e30MacHOCTH (perucTpaums, BXomd, BbIXOd, 6/10KMpoBKa) B MHTErpaumm ¢ BPMN Camunda
W opyrom no 3anpocy

F ApXUTEKTYpHble€ BO3MOXHOCTHU

e [pou3BoauTENbHAs CUCTEeMa 3anucK ayanTa (aCUHXPOHHas, NapTuumum)

e XpaHeHue TokeHoB B Tarantool (BbICOKOMPOU3BOAUTENbHASA MHCTANIALUS)

e CKBO3HOE NPOTOKONMPOBaHME

e licTopuyHas cy6a (Markoe yoaneHve sanucen, xpaHeHne Bcex Bepcuii 06bekToB)
® MynbTUOpraHn3aunmoHHas MOAE b AaHHbIX

® MuKpOCepBUCHadA apxnTeKTypa

® [Opu30HTanbHoe 1 BepTuKanbHOe MaclwTabrpoBaHme, B TOM YMCe aBTOMaTUYeCKOe Npu NCMob30BaHWN OpKecTpaTopa
Kubernetes nnn aHanornyHoro

® lcrnonb3oBaHWe COBpeMeHHOro MHppacTpykTypHoro cteka: Docker, ELK, K8S, Vault

7£ Bo3MOXHOCTHU rno gopaboTke

® PaspaboTka HOBbIX MOLYNEen ayTeHTUdUKaLmm
® lI3MeHeHwue Ul-npeacraBneHuns cLeHapueB ayTeHTUdUKALMN
® Pa3paboTka HOBbIX CLLeHapueB ayTeHTUGUKaLmMm

e BcocTaBe npoaykTa umetoTca SDK: cepsepHast Java (Spring, Pure Java), C#, Android, I0S
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