RooX UIDM - -

QlMownck no oKyMeHTaLum

MoBblWEeHNe YPOBHS aBTOPMU3aLLUK C MOMOLLbIO OAHOPa30BOro Napons

OrnaBsneHue

# HasHauyeHuMe fOKyMeHTa

# APl pna sugxeTa otnpaBku OTP.

# CxeMma MNoBbIWEHNS YPOBHS aBTOpM3aLLMK
# 06lMN MeXaHM3M B3aMMO4enCcTBUS

# PegupekT
# Inline
# MHTerpaums c BUOAXETOM

# (opMaT 3anpoca Ha CMEHY COCTOSIHUSA

# MpumMep oTBeTa cepBepa

# CocTosiHue initiated (Tonbko Inline)

# CocTosHue send_otp_form

# CocTosiHne enter_otp_form

# [Nepesanyck uenoyku B Inline

# 3aBepLueHne LLernoykm

# Bo3BpaT K 3aliMLlaeMoMy CepBUCY

# BO3MOXHbIe OrpaHNUYeHUs1 Ha Nons GopMbl

# BO3MOXHble KO/bl OLLMBOK

# HasHauyeHue nOKyMeHTa
ﬂOKyMeHT npegHasHavyeH anda pa3pa6OTLIMKOB B/OXXeTa NOBbILLEHNA YPOBHA, ONMUCbIBaAET CLLeHapl/Il;I NOBbIWEHNA YPOBHA U

NPOTOKO/ B3aMMOAENCTBUSA BUOXETa C CepBepoM. PeKoOMeHyeTCH TakKe 03HaKOMUTLCSH C JOKYMEHTOM "T1oBbIlLEeHWE
YPOBHSA aBTOpM3aumn” elevation-integration.

F£ API gnsa supxeTa otnpasku OTP.

Postman konnekums 3anpocos: otp.json B Kaxabivt 3anpoc HYXHO NOACTaBNATb TEKYLWMN execution - naeHTnoukaTop
npeaceccun ayTeHTuduKaLmm.

## CxeMa noBbilWeHUs ypOBHS aBTOpU3aLMm

LIBeTOM BblAeneHbl COCTOAHMS KOTOpbIe NepeaatoT ynpasneHune BuaxeTy. lNepexoabl B cocTosHWe fail ona cokpalleHuns He
npeacTaBneHbl: U3 BCEX COCTOSHUI, KOTopble UMetoT nepexof YES, Ho HeT NO, NO BefieT Ha fail.
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| check_msisdn |

| MpoBepka NPUCYTCTBUA HOMepa TenedoHa |

IYES

Y
| prepare_environment |

| MonbiTha COXpPaHEHWA KOHTEKCTa Teky Wer o None3csaTens |

IYES
Y
YES | check_otp_restart |
| BrnHeHa N BO3IMOMHOCTE nepe3anycka flow |
START /

check_block |
|

| Mpoeepka BNOKMPOBOK W BAAUAHOCT CECCUK

| prepare_flow_context \
|

| MonroToBka KOHTEKCTa TEKYLLEro NoNb30BaTens

! SEND A
| pre_send_otp_sms

| MpoBepka GBNOKUPOBKKA W BANUAHOCTA CECCHI

| send_otp_sms |

SEND START
|0'r|1paana eMe coobleHus ¢ OTP ko gom |

<OTP send status>

| pre_validate_otp_code |

VALIDATE_OTP_FAIL [TOO_MANY WRONG_CODE

| Mpoeepka GACKNPOBKW 1 BAaNWLHOCTI CECCAN |

YES

| validate_otp_code |

| Mpoeepka BeepeHHore OTP Kofa U3 coobLueHna |

ALIDATE_OTP_SUCCESS
(success)

#£ 0O6wmn MexaHn3M B3aMMoaencTBuUsA

Peaupekr

NoBbllLEHWE YPOBHSA aBTOPU3aLMM METOAOM peanpekTa nponcxoamt yepes OAuth 2.0 ¢ nepepadert napameTpa auth_level.
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Ecnn ypoBeHb aBTOpM3aLMKM NONb30BaTENSA MEHbLLE 3anpalinBaemMoro, OH 6yAeT nepeHanpasneH Ha BUOXET MOBblWEeHNd
YPOBHSA Mo SMS-koay.

Ecnn SMS-kopf 6bin ycrnewHo noaTesepxaeH, byaet so3spalueH OAuth 2.0 code, No KOTOPOMY MOXHO NMOMYYUTb
access_token c noBblWeHHbIM YPOBHEM aBTOpU3aumu auth_level

TOKEeH MOBbILIEHHOM0 YPOBHS aBTOPM3aLLUM AeNCTBYET GUKCHPOBaHHOE BpemMsa (com.rooxteam.sso.auth.level.
<authlLevel> .ttl cekyHp, default 40 cekyHa).

®opMaT 3anpoca Ha NoBblLEHWE YPOBHS aBTOpM3aLmm

GET <sso_host>/sso/oauth2/authorize

&client_id=1k

&realm=9%2Fcustomex]
&redirect_uri=http://<sso_host>/sso/secure/lk.jsp
&auth_level=9

&method=otp_sms

MapameTpbl

® <¢sso_host> - 6a3oBbit agpec cepsepa RooX UIDM, HanpumMep sso.hosted:8080

umsa o6s3aTeNnbHbIN onncaHue ™R

response_type na MapameTp OAUth2 (cM.RFC  cTpoka
6749)

client_id na MapameTp OAUth2 (cM.RFC  cTpoka
6749)

realm na EaovHuua, ncnonb3syemas CTpOKa
OpenAM, ong ynpasneHua
pecypcamu

redirect_uri na URL obpaTHoOro peavpekra,  CTpoka
URL encoded

auth_level na XenaeMblil ypoBeHb yncno
aBTOpM3aLMKN AN TeKyLero
nonb3oBaTtens

method HeT [MpennouTuTenbHbIM CNOCO6  CTpoKa

MOBbILLEHNS YPOBHS
aBTOPM3aLLUK, HanpuUMep
otp_sms

[Mocne ycnewHoro nosbiWwWeHnsa ypoBHA asTopu3aummn OAuth 2.0 /tokeninfo BepHeT auth_level cooTBeTCcTBYIOWMMI
3anpalmBaeMomy

Mpumep:
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GET <sso_host>/sso/oauth2/tokeninfo?access_token=f67d8b18-7a74-4c8f-bf56-c6lecf7d9f40

"realm": "/customer",

"auth_level": "9",

"telephoneNumber": "79876543210",

"token_type": "Bearer",

"client_did": "1k",

"expires_in": 39,

"access_token": "f67d8b18-7a74-4c8f-bf56-c6lect7d9of40"

Inline

MNoBbIWEHWE YPOBHA aBTOPU3aLIMM METOAOM inline MPONCXOAMT OTNPAaBKOW 3anpoca Ha peHAEePUHI BUAXETa COrnacHo
pa3pneny "BcTpavBaHue BUOXeTa NOBbILEHWS YPOBHA aBTOpu3auuu inline” nokymeHTa elevation-integration

F# WHTerpauma c BUAXKETOM

®opMaT 3anpoca Ha CMEHY COCTOSIHUS

POST <sso_host>/sso/auth/otp-sms

application/json
Content-Type: application/x-www-form-urlencoded

MapameTpbl 06s3aTeNbHbIE ANt BCEX 3anpOoCoB

execution:<execution>
_eventId:<_eventId>

® <sso_host> - 6a3oBbit agpec cepsepa RooX UIDM, HanprmMep sso.rooxteam.com
® <execution> - 6paTb M3 NnepenaHHoro JSON obbekTa, napameTp execution

e <_eventld> - ngeHTUOUKATOP OENCTBUA, ONpeaensdeTcd OTAeNbHO A1A KaXO0ro COCTOAHUS

NMpuMep oTBeTa cepBepa

"step": "send_otp_form",
"execution": "d31e8d4a-3ee7-4760-b3b6-6ch879..."
"form": 3
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"errors": []

"serverUrl": "http://sso.hosted:8080/sso/auth/otp-sms",
"view": 3

"msisdn": "79876543210",
"isInline": false

nmsa o653aTeNnbHbIN onucaHue orpaHuyeHus (constraints)
step na Kopn coctodaHua BCcerpa send_otp_form
execution na NoeHTudunkaTop
npenceccumn
ayTeHTupuKaumm
form.errors na Owmnbku Wara BbIMOMHEHNS
serverUrl na URL ponga cnepyrowero BanuaHbii abcomoTHbIM URL
3anpoca
view.msisdn na Homep TenedoHa, Ha 11 undp, nepsas Bcerpa 7
KOTOPbIV ByOeT oTrnpasneH
OTP SMS
view.isInline na [Mpu3Hak TOro, YTto BUAXET boolean

BCTpoeH (inline)

Pe3ynbTaToM BbiMONHEHMS 3anpoca, bydeT oTobpaxeHne BuaxeTa ¢ KHONKom Ana otnpaski OTP koda v KHOMKOW BO3BpaTa.

CocTosiHue initiated (Tonbko Inline)

MepBoHaYvanbHO LLernoyka B Inline HaxoanTcda B coCToAHMM initiated. 3To nceBOO-COCTOSHWE, He Tpebylollee Kakoro-nméo
oTobpaxeHus:

"serverUrl": "http://sso.hosted:8080/sso/auth/otp-sms",

"step": "initiated",
"execution": "dec7dacf-as2d-4345-aae5-d08410ch8f95 _H4sIAAAAAAAAANIWTWwWcCRRYu27GdxE5wWENnYF"

nms o6s3aTeNnbHbIN onucaHue orpaHuyeHus (constraints)
serverUrl na URL onqa cnepytowero

3anpoca
execution na VoeHTudukaTop

npoenceccumn
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ayTeHTudmKaunm

step na Kopn coctoaHua Bcerpa initiated

OTnpaBKka CobbITUSA Start akTUBKMPYET LLeNOUKY MOBbILLEHKS YPOBHS M3 3TOr0 COCTOSIHUS.

M8 o6sa3aTenbHbIN onucaHue KOHCTPEMNHTbI

_eventld na NpoeHTndukaTop gencrtema  start

CocTtosiHue send_otp_form

[aHHbIV Wwar oTobpaxaeT BUOXET C KHOMKoW Ans otnpasku OTP kofa n KHOMKOW BO3BpaTa.

"view": 1§
"msisdn": "79876543210",
"isInline": true

"serverUrl": "http://sso.hosted:8080/sso/auth/otp-sms",
"step": "send_otp_form",
"execution": "dec7dacf-as2d-4345-aae5-d08410cb8f95 H4sTAAAAAAAAANIWTWwWcRRYu27GdxE5wWENnYF"

nmsa o6s3aTeNnbHbIN onucaHue orpaHuueHus (constraints)
serverUrl na URL onga cnepytowero
3anpoca
execution na NoeHTrndunkaTop
npenceccumn
ayTeHTuduKaumm
step na Kopn coctodaHua Bcerpa send_otp_form
view.msisdn na Homep TenedoHa, Ha 11 unodp, nepsas Bcerpa 7
KOTOpbI 6yOeT oTrnpasneH
OTP SMS
view.isInline na [Mpu3HaKk TOro, YTo BUAXET boolean

BCcTpoeH (inline)

Tonbko Ansg Inline: MOXHO BEPHYTb LLEMOYKY B 3TO COCTOAHME M3 N060r0 APYroro C NOMOLLbIO CO6bITUS start (cMm.
paszen "Tlepesanyck Lenoyku B Inline™).


http://0.0.0.0:4000/webdocs/elevation-api.html#%D1%81%D0%BE%D1%81%D1%82%D0%BE%D1%8F%D0%BD%D0%B8%D0%B5-send_otp_form

OTnpaska Kkofa
umsa o6s3aTenbHbIN onucaHue KOHCTpeVIHTbI

_eventld na NoeHTudukatop genctema  send

CocTosHue enter_otp_form

"form": 3
"errors": [],
"name": "otpForm",
"fields": {
"otpCode": %
"constraints": [

"attributes": $
"regexp": "[0-9]+",
"flags": []

"name": "Pattern"

"name": "NotNull"

"attributes": §
"max":
"min":

"view": 1
"otpCodeAvailableAttempts": 3,
"msisdn": "79876543210",
"nextOtpPeriod": 120,
"blockedFor": 0O,

"isBlocked": false

"serverUrl": "http://sso.hosted:8080/sso/auth/otp-sms",
"step": "enter_otp_form",
"execution": "ec7dacf-as2d-4345-aaeb-

d08410ch8f95 HAsTIAAAAAAAAANIWTWwWCRRYu27GdXES5wWENYF..."

M8 o06s13aTeNbHbIN onvcaHue orpaHuueHus (constraints)
serverUrl na URL ong cnefytouero
3anpoca

execution na NoeHTnodumnkaTop
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step

view.msisdn

view.otpCodeAvailableAttempts

view.nextOtpPeriod

view.isBlocked

view.blockedFor

form.errors[].message

form.errors|].field

constraints

constraints.name

constraints.attributes

constraints.attributes.regexp

constraints.attributes.flags

constraints.attributes.min

na

na

na

na

na

HEeT

HeT

HeT

HeT

HeT

HeT

HeT

HeT

npenceccmm
ayTeHTudukaumm

Kop cocTtoaHmnsa

Homep TenedoHa, Ha
KOTOpbIV 6yAeT OTrnpasneH
OTP SMS

Kon-Bo nonbiTOK BBOAA
OTP kopga

Bpems B cekyHaax oo
HacTynneHus
BO3MOXHOCTM OTNPaBKu
HoBoro OTP kona

Mpu3HaK 610KNPOBKK
nonb3oBaTtens

Bpemsi 0o pa3bnoknpoBku
B CeKyHﬂaX, VIFHOpI/IpOBaTb
ecnu view.isBlocked ==
false

CoobuieHmne 06 owndke
Banupaumnm

[Mone B KOTOPOM HanaeHa
olwmnbka

OrpaHuyeHna Ha nons
dopMbI

Ha3BaHwue orpaHuyeHuns
nons Gopmsbl, 0693aTeNsHO
ANS KaXA0r0 OrpaHnyeHns

ATpnbYyThbI OrpaHnyeHns
dopMbI

PerynspHoe BblpaxeHue
(obsi3aTensbHO Ang
orpaHuyeHua Pattern)

®narv perynapHoro
BblpaxeHus (06s3aTenbHO
ANs orpaHuyeHud Pattern)

MWHUManbHOE 3HaYyeHne
ONTMHHBI Nongd

L~

Bcerpa enter_otp_form

11 undp, nepsas Bcerpa 7

int

ceKkyHabl

boolean

long



(oosi3aTeNnbHO ANS
orpaHunJeHua Size)

constraints.attributes.max MaKkcunmarnbHoe 3HadyeHne
ONVHHbBI NoNs
(o6a3aTenpHo ans
orpaHuyeHus Size)

MpumMep owmnbkmn Banuaaumm OTP

)
"form": %
"errors": [
]
"field": "otpCode",
"message": "invalid_otp"

1.
"name": "otpForm",
"fields": {
"otpCode": {
"constraints": [
]
"attributes": §
"regexp": "[0-9]+",
"flags": []
o
"name": "Pattern"
I
g
"name": "NotNull"
I
1
"attributes": 3§
"max": 4,
"min": 4
o

"name": "Size"

o
"view": 3
"otpCodeAvailableAttempts": 2,
"msisdn": "79876543210",
"nextOtpPeriod": 120,
"blockedFor": 0O,
"isBlocked": false
o
"serverUrl": "http://sso.hosted:8080/sso/auth/otp-sms",
"step": "enter_otp_form",
"execution": "dec7dacf-as2d-4345-aae5-d08410chb8f95 H4sTAAAAAAAAANIWTWwWcRRYu27GdxE5wWENnYF"

MoBTOpHas oTnpaBka koAa

ARA2aTARALULIA ANuFAauua vAUATRAAUTRL
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i vvnou I wiaunwirn vhrivunrie nenv perin v

_eventld na NoeHTudukaTop gencrtemsa  send

Banupauusa koga

nmsa o6s3aTenbHbIN onucaHue orpaHuueHus (constraints)
_eventld na NoeHTudukaTop oencrtengd  validate
otpCode na MonyyeHHbI OTP koA

Mepesanyck uenoyku B Inline
[nga nepesanycka Lenoyku B Inline Heo6xo0AnMO OTNpPaBnTbL CObbITHE Start:

nMmsa o6sa3aTenbHbIN onucaHue KOHCTPEMNHTbI

_eventld na NoeHTudukaTop oencremga  start

Ero oTnpaBka [onyCcTMMa 13 NI060ro COCTOAHKA B paMKax NnoBbileHus ypoBHs (initiated, send_otp_form, n T.4.) Mocne
Nony4YeHnsa 3TOro CobbITUA COCTOAHME LiernoYkm 6yneTt cépoleHo Kk send_otp_form.

3aBeplueHue LLenoyku

OTBeT npnycnewHoM nnn HeycnewHoM 3aBepLlleHnn LLenoykn 3aB1MCUT OT cnocoba BCTpanBaHWd BUOXETa.

PeaupekT

Ecnv noBbIWEHKEe YPOBHS aBTOPU3aLMM NPOM3BOANTCA METOAOM PeanpeKTa, Npu 3aBepLleHn Lenoyku, He3aBMCUMO OT
YCMELWHOCTU, HYXHO BbINOMHUTb PEAMPEKT, AN 3TOr0 C CepBepa NPUXOANT OTBET Takoro BUAa

Mpumep

"step": "redirect",
"location": "/sso/auth/complete"

nMms o6s3aTenbHbIN onucaHue KOHCTPEMNHTbI

step na Koa cocTosHnA Bcerpa redirect

location na URL ona peaounpekTa
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ATpuBYTbl OrpaHndeHns GopMbl Pe3ynbTaToM BbiMOMHEHWSI AaHHOMO anropuUTMa 6yaeT OKOHUYaHWe ayTeHTUdhMKaLMm 1
PEeAVPEKT Ha BbI3bIBAIOLLMIA PECYPC COrMacHO NCMOMb3YyEeMOMY MPOTOKONY.

Inline

YcnewHoe 3aBepuweHune

Ecnu BuoxeT 6bin1 BCTPOEH inline, npu yCnewHOoM 3aBepLleHnn LLenoykm cepeep BepHeT oauth code. BuoxeT nonxeH
CreHepupoBaTb javascript event c umeHemM eventName v nepefath B Hero eventData B cOOTBETCTBUM C pa3feniom
"BcTpavBaHue BuaXeTa NoBbilLEHWA YPOBHA aBTopu3aummn inline” gokymeHTa elevation-integration

"step": "event",
"eventName": "com.rooxteam.otp.success",

"eventData": {
"oauth_code": "9bdd5246-7686-44fe-abla-7e8c9deacd8f"

umsa o6s3aTeNnbHbIN onncaHue KOHCTpeﬁHTbI
step na NoeHTudukaTop wara event
eventName na MmMa cobbiTna com.rooxteam.otp.success
eventData na MapameTpbl COBLITUS
eventData.oauth_code na OAuth code ¢ NoBbIWEHHbIM
YPOBHEM

HeycneLUHoe 3aBepuweHue

Ecnu BuoxeT 6bi1 BCTPOEH inline, Npy HeyCnewHOM 3aBepLUeHMM LEMOYKN CePBEP BEPHET ONUCaHWe oWnbKku. BuoxeTt
OOMMKEH CreHepupoBaTh javascript event ¢ umeHeM eventName 1 nepenatb B Hero eventData B COOTBETCTBUM C pa3feriom
"BcTpavBaHue BMaXeTa NoBbilLEHWA YPOBHA aBTopu3auumn inline” gokymeHTa elevation-integration

"step": "event",
"eventName": "com.rooxteam.otp.error",

"eventData": 1
"error": "<error_code>",
"error_description": "<error_description>"

umsa ob6sa3aTenbHbIN onucaHue KOHCTpeVIHTbI

step na NoeHTudumkaTop wara event
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eventName na Mg cobbiTus com.rooxteam.otp.error

eventData na MNapameTpbl COBbITUS
eventData.error na Kon owmnbkn
eventData.error_description pfa OnucaHune ownbkm

Bo3BpaT K 3awuiiaeMoOMy cepBUcy

B BuOxeTe AomkHa 6biTb KHOMKa, MO KOTOPOW NOMb30BaTeNlb CMOXET BEPHYTbCS Ha CTPaHWLLY 3aLLMLLaEMOro CEepBICa,
KOTOPBI MHULLMMPOBaN ayTEHTUOUKALLMIO. 10 KIWKY Ha 3TY KHOMKY AOMKEH BbINMOMHATLCS 3anpoc Ha CepBep CNeayioLLero
BMaa:

nmsa o6s3aTenbHbIN onucaHue KOHCTPENHTbI
_eventld na NpoeHTudunkaTop AencTBma  cance
PeaonpekTt

B Cnydae eCnv BUOXeT Ha OTAENbHON CTpaHuLe, cepBep O0J/1IKEH BEPHYTb OTBET aHanoruyHbln yCnewHoMy 3aBepLleHnto

"step": "redirect",
"location": "/sso/auth/complete"

Heobx0aMMO BbINMONMHUTL PeAMPEKT NOMNb30BaTeNs Ha yKa3aHHbIN URL.

Inline

Ecnu BupoxeT BCcTpoeH inline, 6yaeT BO3BpalleH OTBET Criefytolero Bnaa. Buaxert nonxeH creHepupoBaTh javascript event
c umeHeM eventName v nepepaTtb B Hero eventData B cooTBeTCTBMM C pa3fenom "BecTpanBaHne BUOXETa NOBbIWEHUA
YPOBHS aBTOpU3aLmmu inline” nokymeHTa elevation-integration.

"step": "event",
"eventName": "com.rooxteam.otp.error",

"eventData": §
"error": "canceled",
"error_description": "Canceled by user"

nms o69a3aTenbHbIN onucaHue KOHCTDEWHTbI
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step na NoeHTudwmkaTop wara

eventName na M5 cobbITHS
eventData na MapameTpbl CObbLITUA
eventData.error na Kon ownbku
eventData.error_description pa OnwncaHve ownbkn

event

com.rooxteam.otp.error

MOMWMO NPOKCUMPOBaHNA CEPBEPHbIX OIMBOK, BUOXET TakxXe MOXeT OTNPaBNATb COOCTBEHHbIE Yepe3 CUCTEMY COBbITUN.
KnneHT MOXeT reHepunpoBaTh COBLITUA MNOBLIX TUMOB, ONUCaHHbIX B pa3aene "HeycnewHoe nosbileHe yPpoBHA
aBTOpM3aumMKn” fokyMeHTa elevation-integration. H/xe npuBeAeH CNMCOK M3BECTHbIX OWMOOK M COOTBETCTBYIOLWNE UM

KoAbl:

ownéka 3Ha4yeHue event.error
Cepsep BepHyn 502, 503, 504 destination_unreachable
Request timeout destination_unreachable

3anpeT 3anpoca (ownbka B HacTpoikax CORS) destination_unreachable

Cepsep BepHyn 500 server_error
Cepsep BepHyn 403 invalid_grant
B oTBeTe HeT error JSON server_error

Bo3MO)XXHble orpaHUYeHus Ha nons GopMbl

CM. B noKyMeHTe sso-widget-api

Bo3MoOXHbie Koabl OLLUO6OK

Koa onucaHue KOMMEHTapumn
invalid_otp HesepHbit OTP koo

error_sending_otp Owwnbka npu oTnpaske SMS ¢ KOAOM

too_many_sms MpeBblWeH NMMUT OTNpaBku SMS

too_many_wrong_code MNpesbieH NMMUT nonbiTok BBoga OTP
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may not be null

size must be between {min} and
{max]

required on {field name}

must match " {regexp}"

Koaa

[Mone He MOXeT BbITb nyCTbiM

3HaueHmne OOMKHO bbITh B 3ajaHHOM
nuanasoHe

Ob9as3aTenbHoe none

CooTBeTCTBUE perynsapHoOMy
BbIP@XEHMIO

Owmnbka Banugaumm

Owmnbka BanuagaLmm

Owmnbka Banuaaumm

Owwmnbka Banugauum



