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ﬂOKYMeHT npegHa3HavyeH ana BHyTpeHHeEr o UCnosib3oBaHMA

#£ 1. HazaHauyeHMe LOKYMEHTa

[okyMeHT npefHa3HayeH Angd pa3padboTUNKOB BUOXETa MOBbILLEHUS YPOBHS, ONUCbIBAET CLLeHapUi NOBbILLEHUS YPOBHSA 1
NPOTOKO/ B3aMOAENCTBUSA BUOXETa C CepBepoM. PeKOMeHAyeTCH TakKe 03HaKOMUTLCH C AOKYMEHTOM “ToBbllLeHWEe
YPOBHSA aBTOpM3aumnn” elevation-integration.

# 2. APl pnsa Bugxeta otnpasku OTP.

Postman konnekums 3anpocoB: otp.json B kaxabin 3anpocC HY>XHO NOACTaBNATbL TeKyLWHin execution - naeHTudunkaTop
npeaceccun ayTeHTUGUKaLmnn.

## 3.CxeMa noBbilleHUs YPOBHS aBTOpPU3aLm


http://uidm.ru/
http://0.0.0.0:4000/webdocs/customers/ocb/otp.json
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D0%9F%D0%BE%D0%B2%D1%8B%D1%88%D0%B5%D0%BD%D0%B8%D0%B5%20%D1%83%D1%80%D0%BE%D0%B2%D0%BD%D1%8F%20%D0%B0%D0%B2%D1%82%D0%BE%D1%80%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D0%B8%20WebSSO%20%D1%81%20%D0%BF%D0%BE%D0%BC%D0%BE%D1%89%D1%8C%D1%8E%20OTP
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D0%BD%D0%B0%D0%B7%D0%BD%D0%B0%D1%87%D0%B5%D0%BD%D0%B8%D0%B5-%D0%B4%D0%BE%D0%BA%D1%83%D0%BC%D0%B5%D0%BD%D1%82%D0%B0
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#api-%D0%B4%D0%BB%D1%8F-%D0%B2%D0%B8%D0%B4%D0%B6%D0%B5%D1%82%D0%B0-%D0%BE%D1%82%D0%BF%D1%80%D0%B0%D0%B2%D0%BA%D0%B8-otp
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D1%81%D1%85%D0%B5%D0%BC%D0%B0-%D0%BF%D0%BE%D0%B2%D1%8B%D1%88%D0%B5%D0%BD%D0%B8%D1%8F-%D1%83%D1%80%D0%BE%D0%B2%D0%BD%D1%8F-%D0%B0%D0%B2%D1%82%D0%BE%D1%80%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D0%B8
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D0%BE%D0%B1%D1%89%D0%B8%D0%B9-%D0%BC%D0%B5%D1%85%D0%B0%D0%BD%D0%B8%D0%B7%D0%BC-%D0%B2%D0%B7%D0%B0%D0%B8%D0%BC%D0%BE%D0%B4%D0%B5%D0%B9%D1%81%D1%82%D0%B2%D0%B8%D1%8F
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D1%80%D0%B5%D0%B4%D0%B8%D1%80%D0%B5%D0%BA%D1%82
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#inline
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D0%B8%D0%BD%D1%82%D0%B5%D0%B3%D1%80%D0%B0%D1%86%D0%B8%D1%8F-%D1%81-%D0%B2%D0%B8%D0%B4%D0%B6%D0%B5%D1%82%D0%BE%D0%BC
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-%D0%B7%D0%B0%D0%BF%D1%80%D0%BE%D1%81%D0%B0-%D0%BD%D0%B0-%D1%81%D0%BC%D0%B5%D0%BD%D1%83-%D1%81%D0%BE%D1%81%D1%82%D0%BE%D1%8F%D0%BD%D0%B8%D1%8F
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D0%BF%D1%80%D0%B8%D0%BC%D0%B5%D1%80-%D0%BE%D1%82%D0%B2%D0%B5%D1%82%D0%B0-%D1%81%D0%B5%D1%80%D0%B2%D0%B5%D1%80%D0%B0
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D1%81%D0%BE%D1%81%D1%82%D0%BE%D1%8F%D0%BD%D0%B8%D0%B5-initiated-%D1%82%D0%BE%D0%BB%D1%8C%D0%BA%D0%BE-inline
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D1%81%D0%BE%D1%81%D1%82%D0%BE%D1%8F%D0%BD%D0%B8%D0%B5-send_otp_form
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D1%81%D0%BE%D1%81%D1%82%D0%BE%D1%8F%D0%BD%D0%B8%D0%B5-enter_otp_form
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D0%BF%D0%B5%D1%80%D0%B5%D0%B7%D0%B0%D0%BF%D1%83%D1%81%D0%BA-%D1%86%D0%B5%D0%BF%D0%BE%D1%87%D0%BA%D0%B8-%D0%B2-inline
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D0%B7%D0%B0%D0%B2%D0%B5%D1%80%D1%88%D0%B5%D0%BD%D0%B8%D0%B5-%D1%86%D0%B5%D0%BF%D0%BE%D1%87%D0%BA%D0%B8
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D0%B2%D0%BE%D0%B7%D0%B2%D1%80%D0%B0%D1%82-%D0%BA-%D0%B7%D0%B0%D1%89%D0%B8%D1%89%D0%B0%D0%B5%D0%BC%D0%BE%D0%BC%D1%83-%D1%81%D0%B5%D1%80%D0%B2%D0%B8%D1%81%D1%83
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D0%B2%D0%BE%D0%B7%D0%BC%D0%BE%D0%B6%D0%BD%D1%8B%D0%B5-%D0%BE%D0%B3%D1%80%D0%B0%D0%BD%D0%B8%D1%87%D0%B5%D0%BD%D0%B8%D1%8F-%D0%BD%D0%B0-%D0%BF%D0%BE%D0%BB%D1%8F-%D1%84%D0%BE%D1%80%D0%BC%D1%8B
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D0%B2%D0%BE%D0%B7%D0%BC%D0%BE%D0%B6%D0%BD%D1%8B%D0%B5-%D0%BA%D0%BE%D0%B4%D1%8B-%D0%BE%D1%88%D0%B8%D0%B1%D0%BE%D0%BA
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D0%BD%D0%B0%D0%B7%D0%BD%D0%B0%D1%87%D0%B5%D0%BD%D0%B8%D0%B5-%D0%B4%D0%BE%D0%BA%D1%83%D0%BC%D0%B5%D0%BD%D1%82%D0%B0
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D0%BD%D0%B0%D0%B7%D0%BD%D0%B0%D1%87%D0%B5%D0%BD%D0%B8%D0%B5-%D0%B4%D0%BE%D0%BA%D1%83%D0%BC%D0%B5%D0%BD%D1%82%D0%B0
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#api-%D0%B4%D0%BB%D1%8F-%D0%B2%D0%B8%D0%B4%D0%B6%D0%B5%D1%82%D0%B0-%D0%BE%D1%82%D0%BF%D1%80%D0%B0%D0%B2%D0%BA%D0%B8-otp
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#api-%D0%B4%D0%BB%D1%8F-%D0%B2%D0%B8%D0%B4%D0%B6%D0%B5%D1%82%D0%B0-%D0%BE%D1%82%D0%BF%D1%80%D0%B0%D0%B2%D0%BA%D0%B8-otp
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D1%81%D1%85%D0%B5%D0%BC%D0%B0-%D0%BF%D0%BE%D0%B2%D1%8B%D1%88%D0%B5%D0%BD%D0%B8%D1%8F-%D1%83%D1%80%D0%BE%D0%B2%D0%BD%D1%8F-%D0%B0%D0%B2%D1%82%D0%BE%D1%80%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D0%B8
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D1%81%D1%85%D0%B5%D0%BC%D0%B0-%D0%BF%D0%BE%D0%B2%D1%8B%D1%88%D0%B5%D0%BD%D0%B8%D1%8F-%D1%83%D1%80%D0%BE%D0%B2%D0%BD%D1%8F-%D0%B0%D0%B2%D1%82%D0%BE%D1%80%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D0%B8

LIBeTOM BblAeneHbl COCTOAHMSA KOTOpPbIE NepeaaloT ynpasneHune suaxeTy. lNepexoabl B cOCToAHWe fail ona cokpalleHns He
npeacTaBeHbl: U3 BCEX COCTOSAHUI, KOTopble MMetoT nepexof YES, Ho HeT NO, NO BefieT Ha fail.

H

F£ 4. O6WKMKN MEXaHU3M B3aUMOAENCTBUSA

4.1. PepupexT

MoBbIWEHME YPOBHSA aBTOPU3aLIMM METOLAOM peanpekTa nponcxoant yepes OAuth 2.0 ¢ nepenaven napameTtpa auth_level.
Ecnu ypoBeHb aBTOpM3aLIMM NONb30BaTENS MEHbLLE 3anpallnBaeMoro, OH 6yaeT nepeHanpasieH Ha BULXKET MNOBbILLEHNS
YPOBHSA Mo SMS-koay.

Ecnn SMS-kop 6bin ycnelwHo noateepxaeH, oyanet so3spatleH OAuth 2.0 code, o KOTOPOMY MOXHO MOMYYUTb
access_token ¢ noBbIlWEHHbBIM YPOBHEM aBTOpPU3aLmm auth_leve

TOKEH MOBbILIEHHOM0 YPOBHSA aBTOPM3aLLUM AeNCTBYET GUKCHPOBaHHOE BpemMsa (com.rooxteam.sso.auth.level.
<authlLevel > .ttl cekyHp, default 40 cekyHa).

4.1.1. ®opmaT 3anpoca Ha NoBbllIEeHNEe YPOBHA aBTOpM3aLLMn

GET <sso_host>/sso/oauth2/authorize
?response_type=code
&client_id=och_1lk
&realm=%

&method=otp_sms

MapameTpbl

® <¢sso_host» - 6a3oBbit agpec cepepa SSO, HanpuMep sso.ocb.hosted:8080

nmsa obs3aTenbHbIN onuncaHue ™n

response_type na MapameTp OAuth2 (cMm. RFC CTpoKa
6749)

client_id na MapameTp OAuUth2 (cm. RFC CTpoKa
6749)

realm na EnovHunua, ncnonssyemas CTpOKa
OpenAM, ans ynpasneHus
pecypcamu

redirect_uri na URL obpaTHoro peanpekta, URL  cTpoka
encoded

auth_level na Xenaemblt ypoBEHb 4ncno
aBTOPU3aLMKN ANS TeKyLlero
nonb3osarteng

method HeT [MpennoyTUTEnbHbIM CNOCO6 CTpokKa


http://0.0.0.0:4000/webdocs/customers/ocb/assets/images/elevation_otp_sms.png
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-%D0%B7%D0%B0%D0%BF%D1%80%D0%BE%D1%81%D0%B0-%D0%BD%D0%B0-%D0%BF%D0%BE%D0%B2%D1%8B%D1%88%D0%B5%D0%BD%D0%B8%D0%B5-%D1%83%D1%80%D0%BE%D0%B2%D0%BD%D1%8F-%D0%B0%D0%B2%D1%82%D0%BE%D1%80%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D0%B8
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D0%BF%D0%B0%D1%80%D0%B0%D0%BC%D0%B5%D1%82%D1%80%D1%8B
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D0%BE%D0%B1%D1%89%D0%B8%D0%B9-%D0%BC%D0%B5%D1%85%D0%B0%D0%BD%D0%B8%D0%B7%D0%BC-%D0%B2%D0%B7%D0%B0%D0%B8%D0%BC%D0%BE%D0%B4%D0%B5%D0%B9%D1%81%D1%82%D0%B2%D0%B8%D1%8F
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D0%BE%D0%B1%D1%89%D0%B8%D0%B9-%D0%BC%D0%B5%D1%85%D0%B0%D0%BD%D0%B8%D0%B7%D0%BC-%D0%B2%D0%B7%D0%B0%D0%B8%D0%BC%D0%BE%D0%B4%D0%B5%D0%B9%D1%81%D1%82%D0%B2%D0%B8%D1%8F
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D1%80%D0%B5%D0%B4%D0%B8%D1%80%D0%B5%D0%BA%D1%82
https://tools.ietf.org/html/rfc6749#page-19
https://tools.ietf.org/html/rfc6749#section-2.3.1

MNOBbILLEHWS YPOBHS
aBTOpM3aLLMK, Hanpumep
otp_sms

Mocne ycrnewHoro noBbilleHns ypoBHsa aBTopu3aumm OAuth 2.0 /tokeninfo BepHeT auth_level cooTBeTCTBYOLWMN
3anpalnBaemMomy

MpumMep:

GET <sso_host>/sso/oauth2/tokeninfo?access_token=£67d8b18-7a74-4c8f-bf56-cb6lect7d9£f40

"realm": "/customer",

"auth_level": "9",

"telephoneNumber": "79876543210",

"token_type": "Bearer",

"client_id": "ocb_1lk",

"expires_in": 39,

"access_token": "f67d8b18-7a74-4c8f-bf56-c6lecf7d9f40"

4.2. Inline

MoBbllEHWE YPOBHSA aBTOPU3aL MM MeTOAOM inline MPOUCXOAMT OTMNPAaBKOW 3anpoca Ha peHAEepUHr BUaXeTa cornacHo
pa3feny "BcTpavBaHWe BUOXeTa NOBbILEHWS YPOBHSA aBTOpM3aLmu inline” fokymeHTa elevation-integration.

F£ 5. UHTerpauusa c BUAXXETOM

5.1. PopmMaT 3anpoca Ha CMe@HY COCTOSHUA

POST <sso_host>/sso/auth/otp-sms

Accept: application/json
Content-Type: application/x-www-form-urlencoded

MapaMeTpbl 06513aTeNbHbIE NS BCEX 3anpocoB

execution:<execution>
_eventId:<_eventId>

® <sso_host> - 6a3oBbit agpec cepepa SSO, HanpuMep sso.rooxteam.com

® <execution> - 6paTb U3 nepenaHHoro JSON obbekTa, napameTp execution


http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#inline
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D0%B8%D0%BD%D1%82%D0%B5%D0%B3%D1%80%D0%B0%D1%86%D0%B8%D1%8F-%D1%81-%D0%B2%D0%B8%D0%B4%D0%B6%D0%B5%D1%82%D0%BE%D0%BC
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D0%B8%D0%BD%D1%82%D0%B5%D0%B3%D1%80%D0%B0%D1%86%D0%B8%D1%8F-%D1%81-%D0%B2%D0%B8%D0%B4%D0%B6%D0%B5%D1%82%D0%BE%D0%BC
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-%D0%B7%D0%B0%D0%BF%D1%80%D0%BE%D1%81%D0%B0-%D0%BD%D0%B0-%D1%81%D0%BC%D0%B5%D0%BD%D1%83-%D1%81%D0%BE%D1%81%D1%82%D0%BE%D1%8F%D0%BD%D0%B8%D1%8F

e ¢_eventld> - VlﬂeHTVI(DVIKaTOp OencTBus, onpepgendeTca oTaesibHO A1A KaXO0ro CoCToAHnA

5.2.MpuMep oTBeTa cepBepa

"step": "send_otp_form",
"execution": "d3l1le8d4a-3ee7-4760-b3b6-6ch879...",
"form": 3§

"errors": []

"serverUrl": "http://sso.ocb.hosted:8080/sso/auth/otp-sms",
"view": 1

"msisdn": "79876543210",

"isInline": false

nms o6s3aTenbHbIN onucaHue orpaHuuyeHus (constraints)
step na Kop cocTosaHms Bcerpa send_otp_form
execution na NoeHTuoukaTop npenceccumn

ayTeHTuduKaumm
form.errors na OwmnbKK Wwara BbINONHEHWSA
serverUrl na URL onga cnenytollero 3anpoca BanuAaHbIn abcomoTHbIM URL
view.msisdn fna Homep TenedoHa, Ha KOoTopbIN 1M unop, nepsas Bcerpa 7

6ynet otnpasneH OTP SMS

view.isInline na Mpu3HaK TOro, 4YTo BUOXET boolean
BCTpoeH (inline)

Pe3ynbTaToM BbiNoNHeWs 3anpoca, byaeT oTobpaxeHue BuaxeTa ¢ KHomnkow ana otnpaskn OTP koda v KHOMKOM BO3BpaTa.

5.3. CocTosiHMe initiated (Tonbko Inline)

MepBoHaYvanbHO LLernoyka B Inline HaxoanTcAa B cOCToAHUM initiated. 3To nceBOO-COCTOSHWE, He Tpebylollee Kakoro-nméo
oTobpaxeHus:

"serverUrl": "http://sso.ocb.hosted:8080/sso/auth/otp-sms",

"step": "initiated",
"execution": "dec7dacf-as2d-4345-aae5-d08410ch8f95 _H4sIAAAAAAAAANIWTWwWcCRRYu27GdxE5wWENnYF"

ura ARAaaTanLULIA Fa L IV T - YNIVT-Y Arnauuuauua [AAanctrainte)


http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D0%BF%D1%80%D0%B8%D0%BC%D0%B5%D1%80-%D0%BE%D1%82%D0%B2%D0%B5%D1%82%D0%B0-%D1%81%D0%B5%D1%80%D0%B2%D0%B5%D1%80%D0%B0
http://0.0.0.0:4000/webdocs/customers/ocb/elevation-api.html#%D1%81%D0%BE%D1%81%D1%82%D0%BE%D1%8F%D0%BD%D0%B8%D0%B5-initiated-%D1%82%D0%BE%D0%BB%D1%8C%D0%BA%D0%BE-inline

i vvnou I viIunuir vhirivunrie YO L L D T R TR TN R TR TR

serverUrl na URL anga cnepytollero 3anpoca

execution na NoeHTuoukaTOp Npenceccun
ayTeHTUpuUKaumnm
step na Koga cocToaHua Bcerpa initiated

OTnpaBKka CobbITUS start akTUBMPYET LLeNOYKY NOBbILLEHWSA YPOBHS U3 3TOMO COCTOAHMS.
nms o6sizaTenbHbIN onucaHue KOHCTPEMNHTbI

_eventld na NpoeHTuoukaTop AencTtens  start

5.4. CocTosiHue send_otp_form

[aHHbI War oTobpaxaeT BUOXET C KHOMKOW Ansg oTnpasky OTP koga 1 KHOMKOW BO3BpaTa.

"view": 3
"msisdn": "79876543210",
"isInline": true

"serverUrl": "http://sso.ocb.hosted:8080/sso/auth/otp-sms",
"step": "send_otp_form",
"execution": "dec7dacf-as2d-4345-aae5-d08410ch8f95 _H4sIAAAAAAAAANIWTWwWcRRYu27GdxE5wWENYF"

nms o6s3aTenbHbIN onucaHue orpaHuueHus (constraints)
serverUrl na URL onga cnegnytollero 3anpoca
execution na NoeHTuoukaTop npeaceccumn

ayTeHTuduKaumm
step na Kogn cocTosHua Bcerpaa send_otp_form
view.msisdn na Homep TenedoHa, Ha KoTopbIv 11 undp, nepsas Bcerga 7

oynet otnpasneH OTP SMS

view.isInline ha [MpW3HaK Toro, 4YTo BUAXET boolean
BcTpoeH (inline)

Tonbko Ans Inline: MOXHO BEPHYTb LLEMOYKY B 9TO COCTOAHME U3 0600 APYroro C MOMOLLbIO CO6bITUS start (cMm.
pasgen “Mepesanyck Lerno4dku B Inline”).
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5.4.1. OTnpaBka Koaa

umsa o6s3aTeNnbHbIN onucaHue KOHCTpeVIHTbI

_eventld na NpoeHTnoukaTop genctens  send

5.5. CoctosHue enter_otp_form

"form": %
"errors": [],
"name": "otpForm",
"fields": 3%
"otpCode": %
"constraints": [

"attributes": 3§
“Iegexp”: II[O'9:|+”,
"flags": []

"name": "Pattern"

“NotNull"

i

"view": $
"otpCodeAvailableAttempts": 3,
"msisdn": "79876543210",
"nextOtpPeriod": 120,
"blockedFor": 0O,

"isBlocked": false

"serverUrl": "http://sso.ocb.hosted:8080/sso/auth/otp-sms",
"step": "enter_otp_form",
"execution": "ec7dacf-as2d-4345-aaeb5-

d08410ch8f95 HAsTAAAAAAAAANIWTWwWCRRYu27GdXES5wWENYF..."

nmsa o653aTenbHbIN onucaHue orpaHuueHus (constraints)
serverUrl na URL aonga cnepytolero 3anpoca
execution na NpoeHTrourkaTop Npeaceccum

ayTeHTUupuKaumm
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step na Kop coctoaHug Bcernaenter_otp_form

view.msisdn na Homep TenedoHa, Ha KOTOpbIN 1M undp, nepsasa scerna 7
oynet otnpasneH OTP SMS

view.otpCodeAvailableAttempts pa Kon-Bo nonbiTok BBOoga OTP int
Kona
view.nextOtpPeriod na Bpewms B cekyHpax [o CeKyHabl

HaCTyNNeHNss BO3MOXHOCTU
otnpasku HoBoro OTP koaa

view.isBlocked na Mpn3Hak 6M1oKMPOBKHM boolean
nonb3osaTens
view.blockedFor na Bpems 0o pa3bnokvpoBku B long

CeKyHOax, NnrHopmpoBaTb eCnin
view.isBlocked == false

form.errors[].message HeT CoobLieHne 06 owmnbke
Banuaaumum

form.errors[] field HeT Morne B KOTOPOM HanaeHa
owmnbka

constraints HeT OrpaHuyeHus Ha nong Gopmbl

constraints.name HeT Ha3BaHWe orpaHuyeHns nongd

GOopMbl, 0693aTENbHO ANd
KaXaoro orpaHuyeHns

constraints.attributes HeT ATpUBYTbI OrpaHnYeHns GopMbl

constraints.attributes.regexp HeT PerynapHoe BbipaxeHue
(o6sa3aTensHoO Ans
orpaHunyeHud Pattern)

constraints.attributes.flags HeT ®narv perynapHoro BbipaxeHns
(o6s3aTenbHO Ans
orpaHunyeHud Pattern)

constraints.attributes.min HeT MuWHUManbHOE 3HaveHne
LONVHHBI nonsa (o6a3aTenbHo ans
orpaHuyeHus Size)

constraints.attributes.max HeT MakcrManbHOe 3HadYeHne
ONUHHBI nons (o6a3aTensHo ang
orpaHuyeHua Size)

Mpumep ownbkn Banupaumm OTP



1
"form": %
"errors": [
]
"field": "otpCode",
"message": "invalid_otp"

] I

“name": "otpForm",
"fields": {
"otpCode": %
"constraints": [
{
"attributes": §
"regexp": "[0-9]+",
“flags": []
o

"name": "Pattern"

"name": "NotNull"

"attributes": 3§
"max": 4,
"min": 4

o

"name": "Size"

&
o
"view": 3
"otpCodeAvailableAttempts": 2,
"msisdn": "79876543210",
"nextOtpPeriod": 120,
"blockedFor": 0O,
"isBlocked": false
%o
"serverUrl": "http://sso.ocb.hosted:8080/sso/auth/otp-sms",
"step": "enter_otp_form",
"execution": "dec7dacf-as2d-4345-aae5-d08410chb8f95 H4sTAAAAAAAAANIWTWwWcRRYu27GdxE5wWENnYF"

5.5.1. lNoBTOpHasa oTrnpaBKa Koaa

o6s13aTenbHbIN onucaHue KOHCTPENHTbI

_eventld na NpoeHTuoukaTop oenctens  send

5.5.2. Bannpgauua koga

o06s3aTeNbHbIN onucaHue orpaHuueHus (constraints)

_eventld na NpoeHTuoukaTop OencTeus validate
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otpCode na MonyyeHHbIt OTP koA

5.6. Nepesanyck uenoyku B Inline
[ns nepesanycka Lenoyku B Inline He06Xx0AMMO OTNPaBUTL COBbITUE Start:
nms o6si3aTenbHbIN onvcaHue KOHCTPEMNHTbI

_eventld na NpoeHTuoukaTop denctens  start

Ero otnpaska onycTMMa 13 Mmoboro COCTOSHUS B paMKax NoBblleHus yposHs (initiated, send_otp_form, n1.4.) Mocne
NoMy4YeHns aTOro CoObbITUA COCTOAHME LLenoykm 6yaeT copoleHo K send_otp_form.

5.7. 3aBeplieHMEe LLenoYKHU

OTBeT npuycnewHom nnm HeycrnewHoM 3aBeplleHnn LLenoYdkn 3aBUCUT OT crnocoba BCTpanBaHNA BUOXETa.

5.7.1. PeanpekT

Ecnu noBbiweHve YPOBHA aBTOPM3aLn NpoOn3BOONTCA METOAOM peanpeKkTa, Nnpu 3aBepLlUeHnn LLenoYkn, He3aBMCUMO OT
YCNEeWwHOCTH, HY>XHO BbIMOTHUTL peanpeKkT, A4 3TOro C cepeepa npuxoanT OTBET Takoro shaa:

Mpumep

"step": "redirect",
"location": "/sso/auth/complete"

nms obsizaTenbHbIN onucaHue KOHCTPENHTbI
step na Kop cocTosHns Bcerpa redirect
location na URL onga peanpekTa

ATpuBYTbl OrpaHndeHnst GopMbl Pe3ynbTaToM BbiMOMHEHWSI AaHHOMO anropuTMa 6yaeT OKOHUYaHWe ayTeHTUhMUKaLLUM 1
PeAVPEKT Ha BbI3bIBAIOLLMIA PECYPC COrNacHO UCMOMb3yEeMOMY MPOTOKONY.

5.7.2.Inline

VcnemHoeaaBepmeHme

Ecnu BuoxeT 6bi1 BCTPOEH inline, Npu yCnewwHoM 3aBepLUeHnn LLenoyky cepeep BepHeT oauth code. BuoxeT oonxeH
creHepupoBaTb javascript event c umeHem eventName v nepenath B Hero eventData B cooTBeTCTBMM C pa3fenioM
"BcTpavBaHue BMaXeTa NoBbiLEHWA YPOBHA aBToOpu3auumn inline” gokymeHTa elevation-integration
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"step": "event",
"eventName": "com.rooxteam.otp.success",

"eventData": {
"oauth_code": "9bdd5246-7686-44fe-abla-7e8c9deacd8f"

nMmsa o6s3aTenbHbIN onucaHue KOHCTPENHTbI
step na NoeHTudukaTop Wwara event
eventName na Ma cobbiTuA com.rooxteam.otp.success
eventData na MapameTpbl COBbITUA
eventData.oauth_code na OAuth code ¢ NoBbILEHHbIM
ypoBHEM

HeycnewHoe 3aBepleHune

Ecnu BuaoxeT 6bin BCTPOEH inline, npu HeyCrneLwHOM 3aBepLUeHnm LLeMOoYKn CepBep BEPHET onucaHue owmnbku. Buaxer
LONMXeH creHepupoBsaTh javascript event ¢ umeHem eventName v nepefaTh B Hero eventData B COOTBETCTBMM C pa3aenom
"BcTpanBaHue BMOXeTa NOBbILEHNA YPOBHA aBTOpM3aLmu inline” fokyMmeHTa elevation-integration

"step": "event",
"eventName": "com.rooxteam.otp.error",

"eventData": §
"error": "<error_code>",
"error_description": "<error_description>"

nuMmsa o6sa3aTenbHbIN onucaHue KOHCTPEMNHTbI

step na NpoeHTudukaTtop wara event

eventName na Mma cobbiTua com.rooxteam.otp.error
eventData na [MapameTpbl COBLITHA

eventData.error na Kon owmnbkum

eventData.error_description pna OnuncaHne owmnbKu
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5.8. Bo3spart Kk 3awmujaeMoMy cepBucy

B BuOxeTe gonxHa 6blTb KHOMKa, Mo KOTOpOVI noib30BaTeE/lb CMOXET BEPHYTbCA Ha CTPaHULLY 3allniliaeMoro cepBuca,
KOTOPbIV MHULMMPOBaN ayTEHTUOUKALMIO. M0 KMKY Ha 3Ty KHOMKY AOXEH BbIMOMHATLCA 3arnpoc Ha CepBep C/eayloLero
BMaa:

ums o6s3aTenbHbIN onucaHue KOHCTpeVIHTbI

_eventld na NpoeHTnoukaTop genctens  cancel

5.8.1. PeaupekT

B Cnydae eCnv BUOXeT Ha OTAENbHON CTpaHuLe, cepBep O0J/IKEH BEPHYTb OTBET aHanoruyHbIn yCnewHoMy 3aBepLleHnto

"step": "redirect",
"location": "/sso/auth/complete"

Heobxoa1MMO BbINOMHUTL PeAMPEKT NoMNb30BaTeNs Ha yKa3aHHbIN URL.

5.8.2. Inline

Ecnu BupoxeT BCcTpoeH inline, 6yaeT BO3BpalleH OTBET Criefytolero Buaa. Buaxert nonxeH creHepupoBaTh javascript event
c umeHeM eventName v nepepaTtb B Hero eventData B cooTBeTCTBMM C pa3fenom “BecTpanBaHne BUOXETa NOBbIWEHUA
YPOBHS aBTOpM3aLmu inline” nokymeHTa elevation-integration.

"step": "event",
"eventName": "com.rooxteam.otp.error",

"eventData": §
"error": "canceled",
"error_description": "Canceled by user"

M8 o6si3aTenbHbIN onucaHue KOHCTPEMNHTbI

step na MoeHTuoukaTop wara event

eventName na iMst cobbITna com.rooxteam.otp.error
eventData na [MapameTpbl COBbITUA

eventData.error na Kon ownbkm

eventData.error_description pna OnncaHne owmnbKu
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MOMWMO NPOKCUPOBaHNA CEPBEPHbIX OWMOOK, BUOXET TakxXe MOXeT OTNPaBNsATb COOCTBEHHbIE Uepe3 CUCTEMY COBbITUN.
KnueHT MoxeT reHepurpoBaTh COBLITUA MOBLIX TUMOB, ONMUCaHHbLIX B pa3aesne "HeycnelHoe nosbieHne YpoBHA
aBTOpM3aLmMK” OOKyYMeHTa elevation-integration. Huxe npreeaeH CNMcoK 3BECTHbIX OWMBOK 1 COOTBETCTBYOLME UM

KoAdbl:

olwmnéka 3HauyeHue event.error
Cepsep BepHyn 502, 503, 504 destination_unreachable
Request timeout destination_unreachable

3anpeT 3anpoca (ownbka B HacTporikax CORS)  destination_unreachable

Cepgep BepHyn 500 server_error
Cepsep BepHyn 403 invalid_grant
B oTtBeTe HeT error JSON server_error

5.9. Bo3aMoXHble orpaHu4yeHuns Ha nons ¢opmbli

CM. B foKyMeHTe sso-widget-api

5.10. Bo3MO)XXHble KObl OLNBOK

Koa onucaHue

invalid_otp HesepHbin OTP koA

error_sending_otp Owwnbka npun oTnpaske SMS ¢ KOAOM

too_many_sms MpeBblleH NUMUT OTnpaBkyn SMS

too_many_wrong_code MpesbilweH nuMnUT nonbiTok BBoAa OTP koaa

may not be null MNone He MOXeT 6bITb MyCThbIM

size must be between {min} and {max} 3HayeHue AOMXHO BbiTh B 3aaHHOM
ananasoHe

required on {field name} O6s3aTenspHoe none

must match "{regexp} CooTBeTCTBUE PErynapHOMY BblpaxeHuo

KOMMeHTapumn

Owwrbka Banuaaumm

Owwnbka Banuaaumm

Owwnbka Banuaaumm

Owwnbka Banuaaumm
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