RooX UIDM - -

QlMownck no oKyMeHTaLum

APl ynpaBneHusa nonb3oBaTensimMu

OrnaBsneHue

# KoHeuHas Touka
# O603HauyeHus 1 oblme TpeboBaHuUA
# MeTonbl API

# Co3faHue y4yeTHOW 3anucu

# \3aMeHeHne y4yeTHOW 3anucu

# YpaneHue yyeTHOM 3anucu

# BrnokupoBKa/Pa3610KMPOBKa yYEeTHON 3anncu

# O6paboTka oWwnb0oK

l/Icnonb3yech OnaynpasneHnd y4eTHbIMU 3anmcamMmu, poneBoM MOLesbio, 6J'IOKVIpOBKaMVI OoT nnua cepBepHoM CNCTEMDBI NN
ABTOMaTN3aLLMOHHbBIX CKPUMTOB.

Mpumepbl

® CO3[aHVe HOBOIo Nonb3oBaTens no curHany u3 ESB

® ynpaBsneHue nonb3oBaTenammn na APM (korga APM peann3oBaHo Kak cCepBepHoe npunoxexHue, a He SPA)
® CUHXPOHU3ALLMS NMOoNb30BaTeNen MeXIy CepPBEPHbIMM CUCTEMaMM (B CTOPOHY “kK-RooX UIDM™)

® MaCCOBOE€ 3aBe[leHVE NoMb30oBaTenemn CKpUNTOM MnMpu nepBoHa4vaibHOM BHEOPEHUN

NPEOYNPEXOAEM

APl He npegHa3Ha4vyeHo and ncnonb30oBaHNA C KITMEHTCKMX YCTpOVICTB M He OOTKHO BbITb OOCTYMHO Yepe3 MHTepHeT.

#f KoHeuyHas Touka

POST https://isso_host}/sso/provision/principals

# O603HayeHua u obwue TpebosaHUa

o {{sso_host}} - 6a3osbiit anpec cepsepa RooX UIDM, Hanpumep https://sso.rooxteam.com

® Bcnyvae ycrnewHoro BbinoneHua 3anpoca, HTTP ctatyc oteeTta 6yaet 20X, B cnyyae npobnem, Kof crartyca byner -
4XX-5XX, B Tene oTBeTa byaeT onvcaHne oLWno6KN.

® [pu 3anpocax k APl owmnbku co ctatycom 503 Bceraa npuxoddat B Buae HTML.

® [pu BbINOIHEHUN 3anpoca TpebyeTca aBTopm3aumnd. MoryT MCnob30BaTbCH TOKEHbl AOCTYNa, NOTyYeHHble C MOMOLLbIO
OAuth2 Client Credentials nnu Basic aBTopu3aums.
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http://0.0.0.0:4000/webdocs/custom-provisioning-api.html#anchor-4
http://0.0.0.0:4000/webdocs/custom-provisioning-api.html#%D0%B1%D0%BB%D0%BE%D0%BA%D0%B8%D1%80%D0%BE%D0%B2%D0%BA%D0%B0%D1%80%D0%B0%D0%B7%D0%B1%D0%BB%D0%BE%D0%BA%D0%B8%D1%80%D0%BE%D0%B2%D0%BA%D0%B0-%D1%83%D1%87%D0%B5%D1%82%D0%BD%D0%BE%D0%B9-%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D0%B8
http://0.0.0.0:4000/webdocs/custom-provisioning-api.html#%D0%BE%D0%B1%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D0%BA%D0%B0-%D0%BE%D1%88%D0%B8%D0%B1%D0%BE%D0%BA
http://0.0.0.0:4000/webdocs/custom-provisioning-api.html#endpoint
http://0.0.0.0:4000/webdocs/custom-provisioning-api.html#endpoint
http://0.0.0.0:4000/webdocs/custom-provisioning-api.html#%D0%BE%D0%B1%D0%BE%D0%B7%D0%BD%D0%B0%D1%87%D0%B5%D0%BD%D0%B8%D1%8F-%D0%B8-%D0%BE%D0%B1%D1%89%D0%B8%D0%B5-%D1%82%D1%80%D0%B5%D0%B1%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D1%8F
http://0.0.0.0:4000/webdocs/custom-provisioning-api.html#%D0%BE%D0%B1%D0%BE%D0%B7%D0%BD%D0%B0%D1%87%D0%B5%D0%BD%D0%B8%D1%8F-%D0%B8-%D0%BE%D0%B1%D1%89%D0%B8%D0%B5-%D1%82%D1%80%D0%B5%D0%B1%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D1%8F

£ MeTopabl API

CospaHue yyeTHOM 3anucu

MpumMep 3anpoca

B HekoTOpbIX Bepcuax NpoaykTa msisdn v login B Tene JSON 3anpoca, SBnatTcs 0693aTenbHbIMM MONSMU

POST /sso/provision/principals
Host: §{isso_hostt}?
Content-Type: application/json
Accept: application/json

"externalId": "123",
"msisdn": "9211234567",
"fd": "2015-02-18T12:00:00.000+00:00",
"person": {
"firstNameNat": "John",
"lastNameNat": "Doe",
"patronymicNameNat": "Alex",
"displayNameNat": "John Alex Doe",
"genericRelations": [
]
"target": %
"@c": ".Contact",
“contactType": "email",
"address": "example@example.com"
§
I
i
"target": %
"@c": ".Contact",
“contactType": "phone",
"address": "9211234567"

"credentials": [
%
"login": "9211234567",
"password": "b59c67bf196a4758191e42f76670ceba"

1,
"extendedAttributes": %
"IMEI": "12345678901234567",
"IMSI": "123456789012345",
"ICCID": "1234567890",
"externalFd": "2015-02-18T12:00:00.000+00:00",
"baseServiceBlocked": true,
"allowRobots": true
o

"blocked": true,



http://0.0.0.0:4000/webdocs/custom-provisioning-api.html#%D0%BC%D0%B5%D1%82%D0%BE%D0%B4%D1%8B-api
http://0.0.0.0:4000/webdocs/custom-provisioning-api.html#%D0%BC%D0%B5%D1%82%D0%BE%D0%B4%D1%8B-api
http://0.0.0.0:4000/webdocs/custom-provisioning-api.html#anchor-5

"blockedTo": "2015-02-18T12:00:00.000+00:00",
"blockedReasonId": "1",

"networkAuthenticationType": "AUTO"

e externalld - (onumoHanbHO) yHUKanbHbIN OEHTUdUKATOP NONb30BaTeNs BO BHEWHeN cucteme. Ecnm nepenaHo, ID
nonb3osaTtend B cepsepe RooX UIDM 6yneT co3aH Ha OCHOBE NMOJy4YeHHOro 3HadeHunsa. Ecnv none oTcyTCcTByeT,
YHUKanbHbIM nAeHTUGUKaTop 6yaeT CreHeprpoBaH CepBEPOM SSO

e msisdn - (onuMoHanbHO) CTPOKOBOE Mofe C HOMePOM TenedoHa AnMHoM 10 CUMBOMOB, TONMBKO LMPPHI

e fd - (onuMoHanbHO) AaTa 1 Bpems UsMeHeHus Tpodunsa Bo BHELWHe cucTeme B dopMaTe UTC (B bopmaTe nata-Bpems
ISO 8601)

® person - (onuMoHasbHO) onucaHne dus.nuua/nonbL3osaTens
e firstNameNat - (onumoHanbHo) CMMs Nonb3oBaTens, CTPOKOBOE 3HaUYeHNe, MakcuMarnbHas anvHa 255 cMMBooB
e |astNameNat - (onuMoHanbHo) chamMmnnnsa Nonb3oBaTens, CTPOKOBOE 3HaUeHve, MakCuMarnbHas AfvHa 255 CUMBOOB

L4 patronymicNameNat - (OI'ILLMOHa]'IbHO) COTYECTBO Nonb3oBaTernd, CTPOKOBOE 3Ha4eHne, MakCnMarnbHaa aAnnHa 255
CMMBOJIOB

e displayNameNat - (onumoHanbHo) CronHoe MMA Nonb3osaTens, eCrim HeT OTAeNbHbIX MOMel, CTPOKOBOE 3HaYeHWe,
MaKcUManbHasa anmHa 255 cMuMBONOB

e genericRelations/target/@c: .Contact - (onuMoHanbHO) CTPYKTYpa v MaccuB AN 3adaHns KOHTaKTHbIX AaHHbIX
nonb3oBaTens

e contactTyoe - (06593aTebHO) TWUMN KOHTaKTa. [JonyCTUMble 3HaUEHUs:
e cmail angaagpecaaneKTPOHHOM NOYThbI
® phone AngHomepa TenedoHa

e address - (0693aTenbHO). 3HavueHWe agpeca (email unu Homep TenedoHa), B 3aBUCMMOCTH OT contactType, CTpoka
He 6onee 1000 cnmBOIOB

e credentials - (0693aTenbHO) CTPYKTYpPa C ONMUCAHMEM YUYETHBIX AaHHbIX

® login - (06s3aTeNbHO) CTPOKOBOE MOfe C NIOrMHOM NoMb30BaTesNs. B HEKOTOPbIX BEPCHAX MPOAYKTa AOMKEH
coBnagaTtb ¢ msisdn

® password - xelW naposns nonb3oBaTesns, CTPOKOBOE 3HaUYeHWe. ANrOPUTM XELUMPOBAHUS MOXET YKa3blBaTbCS C
MoMOLLbIO MpedurKca, HeMoCpPeACTBEHHO NpedLlecTBYIOWEro 3HaUYeHUIO XeLla. B 3aBUCMMOCTY OT BEPCHM MPOaYKTa
noanepXuBaloTcs cnenyiolme npedukcsi:

o md5}t -xew md5. ABNSETCS BapnMaHTOM MO YMOMYaHMIO, ecnm npedukec He ykasaH.
® Jsrpbat -Xewuanroput™m srpba
® Jbcrypt} -xewbcrypt

® J{resetrequired} -cneumanbHOE 3HAYEHME, NOCNE KOTOPOro He TpebyeTca nepefaymn Xel napons. YkasbisaeT
Ha TO, YTO Maposb He YCTaHOBIEH, BXOL MO NTOMMHY-Maposio HEBO3MOXEH W NONb30BaTENb [OMKEH NPOUTH
npouenypy cépoca/BoCCTaHOBNEHWNS NAPOA.

e extendedAttributes - (onunoHanbHO). JlononHUTeNbHble aTPUGYThl MONb30BaTeNs, MOryT NepeaaBaTbCs NPON3BOSIbHbIE
aTpubyThbl C 06LWMM 06bEMOM AaHHbIX He 6onee 2000 cumBonos. CyllecTsyeT Or0BOPEHHOCTb 06 MCMOMb30BaHMM
cnepylowmx cneuyansHbix aTpUbyTOB, BCE ABNSIOTCS OMUMOHANbHbIMU:

e |MEl - noeHTUdunKaTOp MOBUNBHOIO 060PYAOBaHNA, CTPOKa He 6onee 20 CMMONOoB
® |MSI - ngeHTnprKaTop MOBUIBHOrO NOMb30BaTens, CTpoka He bonee 20 cMMOMOB
® |CCID - uHoeHTudukaTop SIM-kapTbl, CTpOKa He 6onee 20 CMMOOB

e externalFd - (ycTapeBlui) gata n BpeMsa M3MeHeH1sa Npodurns Bo BHELHel cucTeme B dopmaTte UTC (B bopmaTe
pnata-spemsa ISO 8601)



e baseServiceBlocked - npusHak 6110KMPOBKM 6a30BoW ycnyru (true - 6a3oBas ycnyra 3abnoknposaHa, false -
pa3broknpoBaHa)

e allowRobots - paspelieHue Ha Bxoa poboTam (true - Bxoa po6oTaM paspelleH, false - 3anpelleH)
e blocked - (onuuoHanbHO) NpraHak 611oKMPOoBKHM (true - yueTHas 3anvch 3abnoknposaHa, false - pasénokvposaHa)

e blockedTo - (onuunoHanbHO) AaTa, Bpemsi B dopMaTte UTC onpenensieT Cpok OKOHYaHWs 610KMPOBKU. ECnvi nepeaath
naty nyctor (") unv null, To ydeTHas 3anvck 6yaeT 3ab/10K1poBaHa 6eCCPOYHO [0 ABHOM Pa3boKMPOBKM

e blockedReasonld - (onuMoHanbHO) KOA NpUYMHbLI 6I0KUPOBKM (B pamKax NpoeKTa A0MXeH 6biTb COrnacoBaHO CBOM
CNpaBOYHMK KOAOB)

e networkAuthenticationType - (onuvoHanbHO, NoAAEPXMBAETCS TOMbKO B BEPCUSX NMPOAYKTa ANt MOBUIbHbIX
ornepaTopoB) pa3pelleHne aBTOMaTUYECKOro TorMHa Ha OCHOBaHMM AaHHbIX MOGUIbHOM ceTu (AUTO - aBTONOMMH
paspelueH, NONE - aBToNoruH sanpetieH)

MapameTp "externalFd" aBnseTcs ycTapeBlWwnM, BMECTO HErO CNneflyeT Ncnonb3osaTh NapameTp fd. icnonb3osaHue
060Kx NnapamMeTpoB OQHOBPEMEHHO HEAOMYCTUMO.

Y 0OHOrro Nonb3oBaTensd He MOXET BbITb ABa 0bbekTa Contact ¢ oanHakoBbiM contactType

ONEeKTPOHHYIO MOYTY 1 AOMOMHUTENBbHBLIN HOMEP TenedoHa Nosb3oBaTeNns MOXHO 406aBUTL C MOMOLLBIO MNONA
genericRelations o6bekTa person

genericRelations npeactasngeT U3 cebsa CNMCOK JaHHbIX C yKa3aHWeM Tuna Yepes napamerep @C

B cnyyae ycnelwHOro cosgaHnsa yueTHoOM 3anumcu, Bo3spallaeTcd nycton otseT ¢ HTTP cTtatycom 201. B 3aBUCUMOCTM OT
BEPCUM MPOAYKTa OTBET MOXET 3aflepXaTb AOMNONHNTENbHO cnegyowme HTTP-3aronosku: Location -cogepxut D
CO34aHHOM y4YeTHoM 3anucu B dopmaTe /sso/provision/principals/<npucBoeHHbii ID> X-Login-Location -
URL, npu nepexoe Ha KOTOpbIN NpoM3onaeT aBToMaTudeckas ayTeHTudUKaLmsa nonb3nsaTens 6€3 4ONONHUTENbHOMO
3anpoca yYeTHbIX AaHHbIX

MpumMep oTBeTa:

HTTP/1.1 201 Created

Location: /sso/provision/principals/sso 89ba7445-5c3c-4d4a-8ca8-2166ad14756a
X-Login-Location: https://somedomain.com/sso/UI/Login?
org=customer&service=uidm&ForceAuth=true&goto=https%3A%2F%2Fsomedomain.com%2Fsso%2Foauth2%
2Fauthorize%3Fredirect_uri%3Dhttps%3A%2F%2Focb-msb.demo.rooxteam.com¥%2Foauth2-
consumerX2Fauthorize¥®26realm@$3D%2Fcustomer¥®26response_type%3Dcode¥%26client_id%3Dsmeportal¥
26state?%3Dgoto%253Dhttps%253A%252F%252Foch-
msb.demo.rooxteam.com®252Fapp&iPlanetAuthToken=eyJ1bmMi0iIBMTI4RONNIiwiYWxnIjoiUINBLU9BRVA
ifQ.bxH_gJtLddod33_dFQZpkp2j1qA3J-

2TTiphHENG62gP£XkQb9xtIIctE3JetagMbBAlg jWpP27Q7_y90qzsg.4Ye68J0CoPCjp7Djj6HojorptrrwodWh.
SxLTcDOHh4aViy2SHe_ MxxdOLaG-

pt63yiEMNHO39nDOMCef _CmyveIPyfpT7esKMfaF3LddPPzGEnLk67sgAbs9001t15WRATZDT7k6KNUZ _hif9xU1HZ
FgHIV6VvZEeOsoXW4V0nj8PQOfaoYjfZyobU7Xa_hoXTXzfgrqlLU3D7QxftkdCDUgn40CqiDPYsvrOEDhsEuNoyggyvw
V--gk_U44iRxjyvBP1eTaDmVbzuMN9-AOPz-Nmy2cLVQcXkVnS7AvatSré6nwid-
F7uVnwT1uWZHsiOhHoFvOh74Nqdx1k6ZtR1luipz6AeiIIQ-2H-
1UL2JFpLnThN70Y8nJj00pogwQCk1FKBNcTvyyXKvFvvmD10Ow2_0OpnGt9568jzoPVXIQNFNypzY2AIIX7F3FxQveyl,
It _XEne70HyZoxCYt3e-0OL-

9_7fW6uBHV20pchtSY1hQbaOBs_QOBkZOhoiqXcVrj BI7JIFAX7t0154K27gTifV4aKt9aP1lxiIGq-rtThJURc2E-
r5LHB8X800avSDcmU.81Q10ZAoplYGhWeaATaj0oQ

Content-Length: O




N3MeHeHHe y\IeTHOﬁ 3anucu

M3MeHeHne yuyeTHOM 3anmMcu NponcxoaunT ¢ noMoLpbto 3anpoca HTTP PATCH. inga naeHtndukaummy yyetHon 3anmcu B URL
ornepaLmm MOXHO UCMONb30BaThb OAMH 13 CNeayWnX BapnaHToB: * uid - yHUKaNbHbIM MOEHTUOMKATOP NoNb30BaTeNS B
cepBepe ROOX UIDM * msisdn - (Tonbko B Bepcuax NpoaykTa Ansd Tenekom) HoMmep TenedoHa nonb3osaTend * msisdn,
externalld - (Tonbko B BepcHAX NpoayKTa Ans TenekoM) HoMep TenedoHa Nonb3oBaTens 1 yHUKanbHbIN
naeHTUOUKaTOP NoMb3oBaTeNnd BO BHeLWHeN cucteme. CeMaHTUYEeCKM aKBUMBaNeHTeH MaoeHTUdGUKaLmmn 3anmcu no Homepy
TenedoHa.

BAXHO

[MapameTp "externalFd" aBnsgeTca ycTapesBlwnM, BMECTO HErO CNeayeT UCNonb3oBaTh NnapameTp fd. icnonb3oBaHne
060Mx NapamMeTpoOB OAHOBPEMEHHO HEAOMYCTUMO.

Teno 3anpoca [OMXHO coAepXaTb CMUCOK ornepaLmin No naMeHeHuto cornacHo REC 6902:

The "add" operation performs one of the following functions,

depending upon what the target location references:

o If the target location specifies an array index, a new value is
inserted into the array at the specified index.

o If the target location specifies an object member that does not
already exist, a new member is added to the object.

o If the target location specifies an object member that does exist,
that member's value is replaced.

The operation object MUST contain a "value” member whose content

specifies the value to be added.

For example:

{"op":"add", "path”: "/a/b/c", "value": [ "foo", "bar" ] }

— RFC6902 nyHKT 4.1.

The "remove” operation removes the value at the target location.
The target location MUST exist for the operation to be successful.
For example:

{"op": "remove”, "path”: "/a/b/c" }

If removing an element from an array, any elements above the
specified index are shifted one position to the left.

— RFC6902 nyHKT 4.2.

The "replace” operation replaces the value at the target location

with a new value. The operation object MUST contain a "value” member
whose content specifies the replacement value.

The target location MUST exist for the operation to be successful.

For example:

{"op": "replace”, "path": "/a/b/c", "value": 42}

This operation is functionally identical to a "“remove" operation for
avalue, followed immediately by an "add" operation at the same
location with the replacement value.

— RFC6902 nyHKT 4.3.

B cnyyae ycrnewHoro naMeHeHus y4eTHowm 3anncu, Bo3spallaeTcd nycton oteeT c HTTP ctatycom 204

N3MeHeHne ob6bekTOoB principal, person u credentials


https://tools.ietf.org/html/rfc6902
http://0.0.0.0:4000/webdocs/custom-provisioning-api.html#anchor-3
http://0.0.0.0:4000/webdocs/custom-provisioning-api.html#%D0%B8%D0%B7%D0%BC%D0%B5%D0%BD%D0%B5%D0%BD%D0%B8%D0%B5-%D1%83%D1%87%D0%B5%D1%82%D0%BD%D0%BE%D0%B9-%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D0%B8

MpuMepbl 3aMpoCcoB

1. NoeHTudukaums yueTHom 3anmncm no msisdn n externalld

PATCH /sso/provision/principals?msisdn=9211234567&externalld=123
Host: {{sso_host}}

Content-Type: application/json-patch+json

Accept: application/json

"op": "remove",
"path": "/path/to/field"

"op": "add",
"path": "/path/to/field",
"value": [

"foo",

"bar"

"op": "replace",
"path": "/path/to/field",
42

® msisdn - CTPOKOBOE Mosie c HoMepPoM TenedoHa ANnMHoN 10 CUMBOMOB, TOMbKO LGP

e /path/to/field - aTo NyTb 4O NOng, Yepe3 CMMBON /, ANd BbIbOpa a1leMeHTa MacCmBa yKa3blBaeTCH ero MHAEKC HaunHasa C
0 (Hanpumep: /person/firstNameNat, /credentials/0/password, /extendedAttributes/IMEI)

e externalld - yHUKanbHbIA MOEHTUOUKATOP NONb30BATENS BO BHELWHEN CUCTEME

1. oeHTudmrKaunsa y4eTHOM 3anmcu no uid, CMeHa xella naporns

PATCH /ssol/provision/principals?uid=sso_____ 21429dc3-a63d-48f0-8e55-c29d44390aaf
Host: {{sso_host}}
Accept: application/json

Content-Type: application/json-patch+json

||Op||: ”Ieplace“,

"path": "/credentials/0/password",
"value": "{bcrypt$$2a$10$BIR50TGKQuekpgx162PjfupVvévY8cK3IX1IMA . zeBDQisgXBWV1iqg"




® uid - yHMKanbHbI noeHTUdMKaTop nonb3osatend Ha cepsepe RooX UIDM

N3MeHeHne KOHTaKTHbIX AaHHbIX (06bekT Contact)

MpuMep 3anpoca

PATCH /sso/provision/contacts?msisdn=9211234567&principal.externalId=123&contactType=email

application/json-patch+json
application/json

”Op": IIIemovell'
"path": "/address"

Ilopll: IladdII’
"path": "/address",
“value": "example@example.com"

"op": "replace",
"path": "/address",
"value": "example@example.com"

® msisdn - CTPOKOBOE Mosie c HoMepPoM TenedoHa ANnMHoN 10 CUMBOMOB, TOMbKO LGP
e contactType - CTpoKOBOe Mnosne C TUMNOM KOHTaKTa

e principal.externalld - yHVKanbHbI MOEHTUGUKATOP NONb30BaTENS BO BHELLIHEN CUCTeMe

Ha none address ¢ TunoM (contactType) “phone” AefcTBYIOT Takme Xe orpaHndeHns kak 1 Ha msisdn

Y O4HOro Nofb30BaTeNs He MOXET bbITh Ba 06bekTa Contact ¢ oanHakoBbiM contactType

N3meHeHne msisdn

N3meHeHne msisdn y akTMBHOW y4YeTHOW 3anuncu 3anpetleHo. [ns nsmMeHeHna msisdn, He06xoAMMO CHavana yaanuTb
TEKYLLYIO aKTUBHYIO YYETHYIO 3anunchb, NOCMNe Yero, Co3[1aTb HOBYIO 3aMnUCb C TaKUM Xe NOeHTUPUKaTOPOM MoMb3oBaTend n3
BHelwHewn cuctemsl (externalld) n HoBbiIM msisdn.

YpnaneHue yueTHOM 3anucu

YnaneHue y4yeTHOM 3anmcu NnpoucxoamT ¢ noMmoLbio HTTP 3anpoca DELETE. Ong naeHtuoukaumm yqyetHomn 3anvcu B URL
onepaLmm MOXHO MCNONb30BaTb OAMH 13 CNeayWnX BapnaHToB: * uid - yHUKaNbHbIM MOEHTUOMKATOP NONb30BaTENS B
RooX UIDM* msisdn - (TOMbKO B BEpCHAX MpoAyKTa ANs TENEKOM) HoMep TenedoHa nonb3osatens * msisdn,
externalIld - (TOMbKO B BEpCUAX MPOAYKTa AN TENeKoM) HoMep TenedoHa Nonb3oBaTens v YHUKanbHbIi
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naeHTUOUKaTOP NOMb30BaTENS BO BHELWHEN cucTeme. CeEMaHTUYECKM aKBUBaANEHTEH MAEHTUdUKALMN 3anncK No HOMEpPY
TenedoHa.

MpuMep 3anpoca

DELETE /sso/provision/principals?msisdn=9211234567&externalld=123

{3sso_hostt?
application/json

® msisdn - CTPOKOBOE MnoJsie C HOMepoM TenedoHa anvHon 10 CMMBOIOB, TOMBbKO LUPPbI

o externalld - yHUKaNbHbIM MOAEHTUHUKATOP NONb30BATENSA BO BHELHEN CUCTEME

B cnyyae ycnelwHoOro yganeHus y4eTHoOW 3anmcu, Bo3BpallaeTcs nyctom oteeT c HTTP cTtaTycom 204

Bnokuposka/Pa36nokupoBka y4eTHOW 3an1cu

BroknpoBaHne/Pa3bnokmupoBaHue y4eTHOM 3anmcu NponcxoaunT nytemM nameHeHuna nonen blocked v blockedTo, 3anpocom
Ha n3MeHeHue

e blocked - npu3Hak 6110KMPOBKM (true - yueTHas 3anuch 3a6nokMpoBaHa, false - pa3énokvpoBaHa)

® plockedTo - nata, Bpems B popmate UTC, 6e3 BpeMeHHOM 30Hbl - onpefenseTt Cpok 6110KMPOBKU. Pa3bnoknposka
NPOUCXOAUT NMPU NepBor ayTEHTUOUKALLMK NOCNEe yKa3aHHOro BpemMeHu. [nsg 6eccpoyHomn 61TIOKMPOBKM HYXHO nepeaaTth
null unu nycTyto cTpoky and blockedTo, Torga ydeTHas 3anmcb MOXET ObITb pa3bokMpoBaHa TOMbKO BPYYHY!O,
aAMUHUCTPATOPOM CUCTEMBI.

MpuMep 3anpoca

PATCH /sso/provision/principals?msisdn=9211234567&externalld=123

application/json-patch+json
application/json

"op": "replace",

"path": "/blocked",
"value": true

"op": "replace",
"path": "/blockedTo",
"value": "2015-02-18T12:00:00.000+00:00"

"op": "replace",
"path": "/blockedReasonId",
”Value”: II2II
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® msisdn - CTPOKOBOE MoJsie C HOMepoM TenedoHa anvHon 10 CMMBOIOB, TOMbKO LUPPbI
® blocked - Tnn boolean, BO3MOXHble 3Ha4eHWs: true unu false
e blockedTo - cTpokoBOe 3HaueHue AaTbl M BpeMeHn B dopmaTe UTC (B dopmaTe gata-spema ISO 8601)

e blockedReasonld - Koa NpUYMHbLI 6TOKMPOBKM U3 CNpaBOYHUKa (CNpaBoOYHKK 6yAeT NpefoCTaBNeH OTAeNbHO)

externalld - yHVKanbHbIV M OEHTUOMKATOP NONb30BaTeNSA BO BHELLUHEN CUCTEME

B cnyyae ycnewHon 6110KMpoBKK/pa3bnokMpoBKM Bo3BpallaeTca nycton otseT ¢ HTTP cTtaTycom 204

O6paboTka own60K

Ecnu onepaums 3aBepLunnach HeycnewHo - 6yaeT BO3BPaLleH COOTBETCTBYOWMIM HTTP cTaTyc 1 onncaHne owmnbku
cnepyoulero suga B tene oteseta. Bce HTTP koabl kpome 20X criefyeT pacLeHnBaTb Kak OWMbKM provisioning-a,
NOrnpoBaTh KOL.

MprMepbl OTBETOB C OLLINMOKOW

"error": %
"code": 400,
"message": "RX_SSO_PROVIS_9004: principal should have property 'msisdn'"

"error": %
"code": 400,
"message": "RX_SSO_PROVIS_9004: credentials should have property 'login'"

"error": {
“code": 404,
"message": "RX_SSO_PROVIS_9001: User with msisdn '9211234567' not found"

"error": %
"code": 400,
"message": "RX_SSO_PROVIS_9003: Invalid JSON PATCH format"
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"error": 1%
“code": 400,
"message": "RX_SSO_PROVIS_9002: Principal format error. Unrecognized field
‘wrong_property'"

"error": %
"code": 409,
"message": "User with msisdn '9211234567' already exists"




