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OCHOBHbIM CTOCOBOM BXOa B OHMAWH CEPBUCHI ABMSETCSH BXOA Yepe3 NNOrMH-Maporib, B HEKOTOPbLIX MHCTaNNALMax
YCUNEHHbIN BTOPbIM pakTopoM Yepes CMC.

Takow Noaxod UMeeT NpenMyLLecTBa - IPOCTOTa peanu3saLmu, NpocToTa UCMONb30BaHWS.

N3 He[ocTaTKoB MOXHO OTMETUTb OTHOCUTENIbHO HEBLICOKNI YPOBEHL H@30MacHOCTH BBUAY U3BECTHbLIX YI3BUMOCTEN
naponew (kpaxa, dpon, Noadbop crnoBapHbIX 3Ha4YeHun) 1 CMC (kpaxa TenedoHa, ys3snMocTy npoTokona OKC7).
®akTnyeckn CMC noaTeepxaaeT He nonb3osartens, a nonyvarens CMC Ha HOMep, yKa3aHHbIN Kak KOHTaKTHbIN.

[na KNMeHTOoB, Y KOTOPbIX BOCTpeboBaH 6oee BblCOKMIM YPOBEHb 6€30MacHOCTY BXOAa, pa3paboTaH BXoL C
MCMNOMb30BaHMEM KBaANMOULMPOBAHHbBIX CEPTUPMKATOB. [pU X UCMOMb30BaHUN BbINOMHAETCH NOATBEPXAEHNE UMEHHO
dun3mnyeckoro nuua - Bnagensua ceptudukaTa.

Crnocob nMeeT HefoCTaTKu - ANg ayTEHTUOUKALMM HYXHO NpedyCTaHaBIMBaTh CreLnanbHoe NporpaMMHoe obecneyeHne
(nnarvnH ona 6paysepa). Ckopee BCEro crnocob HanaeT NpMMeHeHre B KopropaTUBHOM CerMeHTe Unv cpeam
nonb3oBaTtenen, yaensouwme 60/blioe BHUMaHe 6€30MacHOCTU MCMONb30BaHWA OHNANH CEPBUCOB.

OnucaHue pa6oTbl

AyTeHTUpUKaLMNSA Yepe3 cepTUdPMKaTbl paboTaeT Kak TpaanLmnoHHbIN PKI ¢ ncnonb3osaHeM BHewwHero ang RooxX UIDM
KpunTtorpaguueckoro moaynsa Jinn Server Ha cepsepHon cTopoHbl 1 Jinn Client Ha cTopoHe 6pay3epa.
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Monb3oBaTeny 3apaHee BbiMyCcKaloT CBOM CEPTUDMKATHI B yIOCTOBEPSIOLEM LLIEHTPE (3a paMKamu onucaHus
byHKLUMOHanbHOCTH) . PerncTpaums ceptudukaTta B RooX UIDM TexHnyeckn paboTaeT Kak NoAnvch NoNce 1 npoBepka
noanucu. Nocne NnpoBepkn MeTafgaHHble cepTudunkaTta coxpaHatotca B b1 RooX UIDM kak Credentials Tuna “ceptudukat” B
OTAENbHYIO TabnuLLy.

3aTeM npu ayTeHTUdrKaLLmMm Nonb3oBaTento NpeanaraeTca BOUTH C UCMOMb30BaHNEM cepTudurkaTta. TeXHUYECKH
ayTeHTUOMKaLMG Takke paboTaeT Yepes NoAnMcaHne nonce 1 NpoBepKy NOAMUCK C UCMob30BaHWeM cepaepHoro M0 Jinn
Server.

Takxe OCTyMneH cueHapui perucTpaLmm HoBOM y4eTHOM 3anncK no ceptTudukaTty. TEXHNYECKM BbINMONMHASTCA Kak
npoBepka cepTndrkaTa Yepes noanmncb NONCe, HO U3 MeTafaHHbIX cepTudukaTa 6epetcd aTpmnbyT MHH opraHmsaumm.
[anee cueHapun paboTaeT Kak 0b6blYHas perncTpaLms, Ho ydeTHasa 3anncb NoMy4YaeT cpasy CTaTyC NOATBEPXAEHHOW.

[na camoo6enyxusaHna Customer WebAPI umetoTca RD onepaumnsamu (no tepmuHonoruv CRUD) no ynpaeneHuio
cepTtudukatamu. CueHapum perucTpaumm ceptudurkaTa, permcrpalmm y4eTHom 3anncu C UCNonb3oBaHneM cepTupukaTa u
ayTeHTUPMKaLMKN ABNFIOTCA MHOMOLLAroBbiMK 1 peanunaytoTcd Ha RooX UIDM Ha MexaHn3me webflow.

Cepaep RooX UIDM He BbINOMHAET HUKaKUX KpUNTorpaduueckmx onepacmm no paboTte cueHapues caMm, Aenernpys
npoBepku B Jinn Server.

CepBepHble cLieHapun peannayroTca 6e3 NprBA3KN K KOHKPETHOMY MOCTAaBLUMKY KPUNTOrpadum No Noaxoay “‘nHrepdencol-
nMneMeHTaumna”, Takum o6pas3om MOXET BblTb paspaboTaHa peanusaumns U Noa Apyrue KpunTonposanaepbl.

Web client » Jinn Client
uiom
¥ v
Customer webapi -
3350 Server Jinn Server
Certificate Service
[
#£ CueHapum
Monb3oBaTenb

On3.mLo nony4vatouwee 4oCTyn K CUCTEME.

KnuenTt

KnneHTckoe GpoHTEHL NPUNoXeHWe BbINOMHsoLWeecs B 6pay3epe nons3oBaTens.

Cepsep

CepBepHoe npunoxeHune, 3gecb B JAaHHOM Criydae nod cepBepoM nogpasymenaeTtcs 0606uweHHo RooX UIDM ¢ ero
CepBEPHbIMU KOMMOHEHTaMMU..
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AyTeHTUdUKaLMA No cepTUdPUKaTty

10.

Monb3oBaTernb OTKPbIBAET CTPaHULY BXOAa, BbibMpaeT MeToa ayTeHTudUKaumm yepes ceptudukaT. KnmeHT oTnpasnseT
3anpoc Ha cepBep AN HWLManm3aumm Groy

CepBep reHepupyeT CBOI YacTb nonce - serverNonce.

CepBep oTobpaxaeT dopMy Banuaaumm ceptudukaTa:

View data:
serverNonce
Form data:
M
Sign

KnuneHT reHepupyeT clientNonce, dopM1pyeT NonHbIM Nonce:
M = ( clientNonce || serverNonce || serverDomainName )

KnueHT noanvceiBaeT nonce Yepes 6pay3epHbiit nnarnH (B HacTosuwee Bpems Jinn Client, HO MoxeT 6bITb 1 Apyroe
KpunTOnpunoxeHue)

KnueHT oTnpaenseT M 1 noanuck (sign) Ha cepeep

RooX UIDM nposepseT Ha BanuaHocCTb serverNonce 1 serverDomainName B M. YcnelwHas sannaaumna - war 8.
Heycnewrana Bannpaums - war 3 ¢ olmnoKom

RooX UIDM penaeT 3anpoc B cepBUC cepTUdUKaTOB Ha Banuaaumio noanmcuy. YcenewHasa sBannaaums - war 9.
HeycneluHas Banvaaumns - BO3BpallaeMCs K Wwary 3 ¢ OwnbKon

NuweTca 3anuce B Tabnuue CertificateCredentials Mo GUHrepnpuHT KOTOPLINM BEPHY CEPBUC Banuaauuu. Hawnm 3anucs -
ycrnewHasa ayteHTuoukaums - war 10. He Hawwnm 3annck - cepTudurKaT He HanaeH - BO3BpallaeMca K wary 3 ¢ owmnbKowm.

MpoponxaeTcs cLleHapui Groy ayTeEHTUGKKALLMA C TEM NOMb30BaTENEM KOTOPLIN 6bif HAMAEH N0 cepTudUKaTy.

MoBeneHve fanblue 3aBUCUT OT KOHOUIypaLLMm CepBepa, MOXeT BbiTb 3aeCTBOBaH 2 GakTop UM ayTeHTUdMKaLMA
MOXeT 6bITb 3aBeplUeHa Cpasy C YCrexXoM.

Peructpauus HoBOM y4eTHOM 3annCKU No cepTUuPuKaTy

Monb3oBaTenb OTKPLIBAET CTPaHWULLY PerncTpaLmm, BelbupaeT MeTod ayTeHTUOUKALMN Yepe3 cepTudnkaT. KnmeHT
OTMNPaBnsAeT 3anpoc Ha cepBep ANS MHMLManu3aummn Gnoy

CepBep reHepupyeT CBOtO YacTb nonce: serverNonce

. Cepsep oTobpaxaeT popMy Banuaaunm ceptupukaTa:

View data:
serverNonce
Form data:
M
sign

KnueHT reHepupyet clientNonce, GopM1pyeT NonHbin nonce
M = ( clientNonce || serverNonce || serverDomainName)

KnvueHT nognucelBaeT nonce yepes bpay3epHbi nnarnH
KnuneHT oTnpaenseT M 1 noanuck (sign) Ha cepeep

RooX UIDM npoBsepseT Ha BanuaHocTb serverNonce n serverDomainName B M. YcnelHas sBannaaumg - war 8.
HeycneluHagd Bannpaumsa - war 3 ¢ OlWn6KOoN.
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8. RooX UIDM penaeT 3anpoc B cepBUC CepTUDMKATOB Ha Banugaumnio noanucuy. YcenewHasa sBannaaums - war 9.
HeycneluHad Bannpaums - BO3BpallaeMcs K wary 3 ¢ oLnOKon.

9. CepBep npoBepseT cylecTByeT v cepTupukaT B Tabnuue CertificateCredentials. CyliecTsyeT - aBTOpu3yem
nofib3oBaTens, CepTuduKaT KOTOPOro Mbl NpoBanuanposany (nepexon k wary 10 us UC-1). He cywecTsyeT - war 10.

10. CepBep nony4aeT OT cepBuUCa Banuaaunm atpubyTel cepTudmkata, B ToM vyncne ®NO n MHH opraHunsaumm

11. CepBep oTobpaxaeT GopMy permcrpaLmm

View data:
ono
WHH opraHusaumu
Form data (cTaHpgapTHaa dhopma perucTpauuy nonb3oBaTens)

12. TpoponxaeTca Gnoy pernctpaLmmn Kkak B CTaHAaPTHOM CLLEHapUn perncTpaLuu.

13. BMecTe c co3naHuneM npuHLmnana n cTaHoapTHbIX credentials co3pnaeTcd 3anuch B Tabnuue CertificateCredentials ¢
OaHHbIMK cepTudurkaTa.

No6aBneHune cepTuduKaTa B UMEIOLIYIOCH YYETHYIO 3anuchb

[Tonb3oBaTenb aBTOPM30OBaH N HaxoanTCA B IMYHOM KabuHeTe.

1. MNMonb3oBaTtenb HaxmnMaeT KHOMKY “npuBsa3aTb cepTudukat”. KnMeHT oTnpasnaeT 3anpoc Ha cepBep ANA MHUUManm3aumm
dnoy.

2. CepBep reHepupyeT CBOIO 4aCTb nonce - serverNonce

3. CepBep oTobpaxaeT GopMy Banuaaumm ceptuomkaTa:

View data:
serverNonce
Form data:
M
sign

4. KnveHT reHepupyeT clientNonce, dopMupyeT NonHbI NoNCe:
M = ( clientNonce || serverNonce || serverDomainName)

5. KnueHT nognuceliBaeT nonce yepes bpay3epHbi nnaruH
6. KnueHT oTnpaenseT M u noanuck (sign) Ha cepeep

7. RooX UIDM nposepseT Ha BannaHocTb serverNonce u serverDomainName B M. YcneluHas Banmaauns - war 8.
Heycnewrana Bannpaums - war 3 ¢ OLIMBKON.

8. RooX UIDM penaeT 3anpoc B cepBUC CepTUDMKATOB Ha Banugaumnio noanucu. YenewHasa sannaaums - war 9.
HeycnewHas Banvpaums - war 3 ¢ owmnbkon. [ng oaHHOro CLeHapus CYMTaeTCs BanMaHbIM CEPTUOMKAT, KOTOPBIV elle He
[ecTByeT Ha MOMEHT f06aBneHns (daTa Hadyana cepTudmkaTa - B 6yayLiem).

9. Nwewm 3anuce B Tabnuue CertificateCredentials No @UHrepnpuHT KOTOPbLINM BEPHYT CEPBUC Banuaaumm. 3anmch He
cylecTByeT - nepexoanm K wary 10. 3anucb CyLecTBYEeT - CePTUPUKAT yXKe 3aperncTPUpoBaH Ha Kakoro-To
nonb30BaTenNs - Nepexoamnm K wary 3 ¢ OWrbKOW.

10. CepBep BbIBOAUT GOPMY NOATBEPXAEHUS AENCTBUA TEKYLWUM Naponem

Form data:
passwozrd

11. Monb3oBaTenb BBOAUT naposb N KNNEHT OTNpaBNiAeT ero Ha cepeep
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12. CepBep npoBepseT naporb. [aponb BepHbIn - nepexoanm K wary 13. MNaponb HeBEpPHbIN - BO3BPaT K Wwary 10 ¢ owmnbkon

13. CoxpaHsaeM gaHHble cepTudukara B CertificateCredentials

YnpaBneHue 3aperucTpupoBaHHbIMU CEPTUDUKATAMM - MOTYUUTb CIIUCOK

Monb3oBaTenb AOMKEeH 6blTb aBTOPM3OBAH.

1. KnueHT genaet 3anpoc Ha cepsuc customer webapi
GET /customer-webapi/customer/@me/certificates

2. CepBep no TOKeHy nosnb3oBaTensa HaxoanT ceptudukatsl B Tabnuue CertificateCredentials v BosspaluaeT 8 suae JSON-
crnmcka

YnpaBneHue 3aperucTpupoBsaHHbIMU cepTUPUKaTaMu - yaanutb cepTupukaTt

Monb3oBaTenb AOMKeH 6blTb aBTOPM3OBaH.

1. KnueHT genaet 3anpoc Ha cepsuc customer webapi

DELETE /customer-webapi/customer/@me/certificates/{certificate_id}

1. Cepep no naeHTudukaTopy Haxoaut ceptudukaTt B Tabnuvue CertificateCredentials, nposepseT uto cepTudmkaTt
NpUHaOnexXuT Nonb3oBaTeNto CAenaBlWeMy 3anpoc U yaansaeT ero (B none td 3anuceiBaeTcs Tekyllas gaTa-Bpems
3anmncb CUMTaEeTCA HeakTyanbHowM)

APM: lMpocMoOTpeTb CNUCOK cepTUdUKATOB ANA NoNb3oBaTens

CueHapun peanoaTtb B HOBOM aHANOMHTE Ang RooX UIDM Provision API.
Monb3oBaTenb AOMKEH BblTb aBTOPM30BAH CUCTEMHOW POSIbIO.

1. KnueHT genaet 3anpoc Ha cepsuc RooX UIDM Provision API

GET /sso/provision/customer/icustomerId?/certificates

1. CepBep No vaeHTMdMkaTopy knmeHTa {customerld} HaxoauT Nonb3oBaTens, HAXOAUT CEPTUGMKATHI STOr0
nons3osatens B Tabnuue CertificateCredentials 1 Bo3spatuaeT B Buae JSON-cnuvcka

APM: YaaneHue cepTudukaTa y nonb3oBaTens

[Monb3oBaTenb LOMXKEH BbITh aBTOPM30BaH.

1. KnueHT genaet 3anpoc Ha cepsic RooX UIDM Provision AP

DELETE /sso/provision/customer/{customerId}/certificates/{certificate_id?
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1. CepBep no naeHTudukaTopy ceptudukata {certificate_id} HaxoanT cepTudmkaT B Tabnuue CertificateCredentials,
NpoBepPSET UTO CepTUDMKAT NPUHALNEXMUT NONb30BATENMIO C 3afaHHBIM naeHTUbVKTOpoM {customerld} n ynanset ero (s
nose td 3anucbiBaeTCA Tekyllasa AaTa-Bpems,, 3an1cCh CUMTAaeTCs HeakTyanbHoM)

F#£ Mopenb AaHHbIX

OnucaHue cywHocTu CertificateCredentials

Field name Type Comment

Id [pk] VARCHAR Not null

dsc VARCHAR OTnapoyHas MHGopMaLLms onepaLmm
BCTaBKW 3anucu

fd TIMESTAMP [aTa-Bpema co3faHna 3anncu

td TIMESTAMP Cpok gencTsuna 3anncu

ts TIMESTAMP [aTa-Bpemsa nocnegHero obHoBNEeHUA
3anucu

principalld VARCHAR Not null. UoeHTHdMKaTOP
npuHumnana.

realm VARCHAR default ‘customer’ Not null. Peanm

fingerprint VARCHAR Not null. OTnevaTtok cepTudpukaTa.
YHuKansHoe none

validFrom TIMESTAMP [aTa-Bpema Hauvana nencreums
ceptuopukaTa

validTill TIMESTAMP [aTa-Bpema okoHuYaHWa gencTend
ceptuopukaTa

extendedAttributes XMLTYPE PacwupeHHble aTprbyThl

providerType VARCHAR Not null. Tun nocTasLwmKa, HanpuMmep
JINN

displayName VARCHAR HassaHve ang Ul ynpaBneHus.

®opmMupyeTcsa Ha OCHOBE Mosen
cepTudukaTa (No-ymonyaHuio DN, HO
MOXeT BblTb Pa3HbIN ANA Pa3HbIX
npoBanaepos)
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3AMETKA

ObecreunBaeTCs UICTOPUYHOCTb AaHHbIX

ATpuU6YTbl TOKEHA

Mpu perncTpaumm yepes cepTndmrKaTbl TOKeH 6yaeTt cogepxaTb authType = ‘certificate’.

Ayaut

Y cobbITUI, CBA3aHHbBIX C ayTeHTUdKUKaumen, nameHsgeTcs authType = ‘certificate’, B none data nobasnsgercs napa:
fingerprint = ‘certificate fingerprint’.

[lo6aBnaoTCA HOBbLIE TUMbI COBLITUN CBA3AHHbLIE C CO3aHVEM U yoaneHnem CepTMCDMKaTOB.
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